
Formal Methods for Mobile Ad Hoc Networks:

A Survey

Wan Fokkink1* and Rob van Glabbeek2

1*Department of Computer Science, Vrije Universiteit Amsterdam,
De Boelelaan 1111, 1081 HV Amsterdam, The Netherlands.

2School of Informatics, University of Edinburgh, 10 Crichton Street,
Edinburgh, EH8 9AB, United Kingdom.

*Corresponding author(s). E-mail(s): w.j.fokkink@vu.nl;
Contributing authors: rvg@cs.stanford.edu;

Abstract

In a mobile ad hoc network (MANET), communication is wireless and nodes can
move independently. Properly analyzing the functional correctness, performance,
and security of MANET protocols is a challenging task. A wide range of for-
mal specification and analysis techniques have been employed in the analysis of
MANET protocols. This survey presents an overview of rigorous formal analysis
techniques and their applications, with a focus on MANET routing protocols.
Next to functional correctness, also real-time properties and security are consid-
ered. Moreover, an overview is given of formal frameworks that target MANETs
specifically, as well as mobility models that underlie performance analyses of
MANET protocols. The aim is to give a comprehensive and coherent overview
of this rather scattered field, in which a variety of rigorous formal methods have
been applied to analyze different aspects of a wide range of MANET protocols.
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1 Introduction

A mobile ad hoc network, abbreviated to MANET, is a wireless network in which
the nodes are free to move independently, so that the network topology changes over
time. Its origins date back to the 1970s, when the U.S. Defense Research developed
the Packet Radio NETwork [1] and its follow-on the SURvivable Adaptive Network
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[2]. Interest in MANETs has grown significantly over the last two decades, owing
to the common availability of wireless communication devices, connecting e.g. cell
phones and laptops. MANETs may dynamically self-organize and self-configure, which
facilitates their employment for e.g. mobile robots and in dire circumstances such as
an earthquake area. They are currently widely used in practice, notably in disaster
relief and maritime applications.

Network connectivity in a MANET is typically based on broadcast communication,
in which a message is received by all nodes within a certain range of the sender. A key
challenge is to let nodes continuously maintain information needed to route data traffic
through the network, over multiple hops from the source to the destination of a data
packet. This is complicated by the fact that MANETs can grow very large and their
nodes often have only restricted resources and need to share limited communication
bandwidth.

A wide range of MANET protocols have been developed over the last 25 years.
Their functional correctness and performance were mostly analyzed by means of
simulations, through for instance the widely employed simulator ns-3. This offers a
convenient way to evaluate and compare the performance of MANET protocols in
large-scale networks of thousands of nodes and reproduce experiments [3]. However,
adequately simulating wireless mobility is a tall order because important corner cases
may easily be missed in the large spectrum of possible behaviors, and performance
results tend to be sensitive to networking and user traffic profiles [4]. Furthermore, due
to their open and dynamic nature, MANETs are vulnerable to attacks by malicious
intruders, which makes it extra important to analyze their protocols from a security
perspective. In view of these challenges, formal specification and analysis techniques
have been applied to analyze MANET protocols. An additional advantage is that for-
mal methods provide precise, unambiguous protocol specifications, compared to the
informal textual descriptions of protocol standards.

Different formal modeling frameworks, especially a significant number of process
calculi, were developed that target the specification and verification of MANET proto-
cols. In particular, their languages include mechanisms to specify connectivity between
network nodes and to let the network topology evolve over time. These frameworks
have been applied successfully in the analysis of MANET protocols, in particular for
routing. Not only were many of these protocols proven correct formally, also these anal-
yses led to the detection of flaws and security vulnerabilities that induced adaptations
in MANET protocol standards.

Coping with the huge number and unpredictability of possible mobility scenarios in
a MANET is the key challenge in analyzing its protocols. Therefore it is of the essence
to employ mathematical mobility models that are on the one hand comprehensive and
at the other hand compact. Different mobility models of nodes in a MANET have been
developed and employed in particularly performance analyses of MANET protocols.

The aim of the current survey is to give a comprehensive and coherent overview of
this rather scattered field, in which a variety of formal methods have been applied to
analyze different aspects of a wide range of MANET protocols, using different mobility
models. We discuss analyses of routing protocols for MANETS using existing formal
methods, addressing functional correctness as well as real-time and security properties.
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It is also explained how these analyses have impacted specific protocol standards.
We moreover consider several formal frameworks developed specifically for MANETs,
with an emphasis on process calculi. Finally, different mobility models are discussed,
capturing how nodes move through a network, and explain how such probabilistic
models impact performance analyses of MANET protocols.

To arrive at an exhaustive list of research papers in this domain, we took the follow-
ing steps. First, we performed searches in the DBLP database and Google Scholar with
as search terms combinations of firstly formal/model/analysis and secondly MANET
or a variant of this acronym (mobile/dynamic/ad hoc network). Furthermore, pub-
lication lists of prolific researchers in the field were scrutinized. Next, we performed
snowballing by investigating for each selected paper on the one hand its reference list
to look for older relevant papers, and on the other its Google Scholar entry to look
for later relevant papers that cite the one at hand. An Achilles heel of this methodol-
ogy is that it focused mostly on titles of papers, which is mitigated by the fact that
in Google Scholar also bodies of papers were taken into account. The selected papers
were grouped in coherent story lines, that show how the research field has progressed
over the past 25 years. We discuss formal analysis techniques and tools developed
especially for MANET protocols as well as notable case studies, and provide some
directions for future research.

Formal methods are characterized by three ingredients: syntax, semantics, and
analysis technique (see e.g. [5]). Formal methods come with an exactly defined syntax
and a rigorous semantics. Analysis techniques that allow to provide a rigid correctness
proof, notably theorem proving, or that perform an exhaustive analysis of the state
space of model, notably model checking, are in [6] contrasted with what are called
lightweight formal methods. Typical examples of the latter category, which do not
provide an exhaustive analysis, are static code analysis and model animation. This
survey focuses on the first category of rigorous, exhaustive formal methods, whereby
we do take into account some techniques that are tilted toward the second category,
notably statistical model checking and model-based conformance testing.

It should be kept in mind that formal analysis techniques tend to be applied to
abstractions of protocol standards. First, because specifying such a standard in full
detail is cumbersome. Second, because it can be infeasible to prove a formal model
of the entire standard correct formally. This holds true especially for MANETs, for
which the vast range of possible mobility scenarios can give rise to huge state spaces
of protocol behavior. The aim of an abstraction is that all key aspects of the standard
are included in the formal model, but inevitably an abstraction leads to a loss of
information. In some cases a specification of a MANET protocol was proven correct
formally, while the protocol later turned out to be flawed, due to the fact that the
abstraction employed in the correctness proof lacked vital ingredients.

The formal analysis of MANET networks is a huge challenge, which has given rise
to the development of important new concepts and featured many success stories, but
is still an ongoing research effort. This survey gives an overview of work done in this
area during the last two decades and discusses some challenges that lie ahead.

This survey is organized as follows. Section 2 gives an overview of analyses of
MANET protocols using existing formal methods, i.e., not tailored to MANETs. This
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section emphasizes routing protocols, and distinguishes functional correctness, real-
time properties, and security aspects. Section 3 presents formal frameworks that were
designed specifically for analyzing MANET protocols, with an emphasis on process
calculi. Section 4 discusses different ways of modeling mobility in a MANET and
how these are used in performance analyses of protocols. Finally, Section 5 provides
conclusions and possible avenues for future research.

2 Analysis of Routing Protocols with Existing
Formal Methods

Initially, formal verifications of MANETs focused on the specification and analysis
of specific network protocols using existing formal methods that are not tailored to
MANETs. In particular, the functional correctness, real-time performance, and secu-
rity of routing protocols has been studied widely, as these constitute key challenges
for MANETs. In link-state routing protocols, such as the Optimized Link State Rout-
ing (OLSR) protocol [7], nodes continuously gather information on the local network
topologies at other nodes to build a view of the global topology, so that at all times
routes can be computed locally. By contrast, on-demand protocols, such as the Ad-hoc
On-Demand Distance Vector (AODV) routing protocol [8, 9], build a multi-hop path
by letting the source node of this path send exploration messages through the network
toward the destination node. These route request messages carry a hop count to keep
track of the length of the path, in order to find a shortest path and abort the attempt
if the destination is not found within a certain limit. In case an exploration message
reaches the destination, route reply messages travel from the destination toward the
source via the established path. If a link break is detected by a node, it sends a route
error message in the opposite direction of affected routes, so that nodes on such paths
cancel these routes.

Initially, especially model checking and theorem proving were promoted to analyze
MANET protocols. Model checking allows one to generate the entire state space of a
protocol for one particular network topology and automatically check whether certain
requirements, formulated in some temporal logic, are satisfied in the entire state space.
With interactive theorem one can prove such requirements mathematically for general
network topologies, whereby the human verifier and the theorem proving tool work
hand in hand.

2.1 Functional Correctness

AODV served as case study in a string of papers, in some cases formally proving its
correctness, in others uncovering flaws, in particular concerning the formation of cyclic
paths called loops. In early works [10, 11], case studies on a high-level specification of
AODV highlight the strength of at that time novel model checking techniques. The
first paper presents a novel predicate abstraction method to turn infinite-state systems
into finite-state ones. The second paper propagates the strength of software model
checking, where a piece of software is verified instead of an abstract model.

A notable early paper is [12], in which both the model checker SPIN [13] and
the interactive theorem prover HOL [14] are used for the analysis of a preliminary

4



version of the AODV protocol. SPIN is applied to find different scenarios for AODV in
which loops are formed. Moreover, loop freedom is proved for a stricter specification of
AODV, with extra conditions that avoid these scenarios. The verification with HOL,
under the assumption that nodes never delete routes, is based on an abstraction of hop
counts and of sequence numbers, which indicate the freshness of routes. Correctness
of this abstraction is left as an open question. In [15, p. 124] it is shown that a key
invariant (i.e., a property that is satisfied in all reachable states) in this correctness
proof, in essence originating from [8], does not hold for AODV.

Formal proofs of loop freedom for an updated version of AODV are presented in
[16, 17]. In [18] however it is shown that loops can occur in this version of AODV.
The reason for this discrepancy is that in [16, 17], route reply messages generated at
intermediate nodes on a path are abstracted away.

In a Petri net tokens concurrently travel through a directed graph; in a colored Petri
net [19] tokens are data values. AODV and its successor AODVv2 [20] (also known as
DYMO) are modeled in [21] and analyzed in [22] using colored Petri nets. In the latter
paper several underspecifications and issues in the AODV2 standard are reported,
notably with regard to the content of route request messages. In [23] the model from
[22] is optimized so that its state space is reduced considerably. Four ambiguities in
the AODV specification are revealed in [18], in particular concerning how to act at
the receipt of a route reply or route error message. Possible interpretations of these
ambiguities are considered exhaustively, and it is shown that certain interpretations of
these ambiguities give rise to unwanted behavior. Experimentation with five existing
open source implementations of AODV show that they deal with these ambiguities
in different ways. For more than 5000 interpretations it is verified whether they are
loop-free, as explained in [15], demonstrating how this formal reasoning approach can
be adapted conveniently for protocol variants. In [24] AODVv2 is specified in AWN,
a process calculus that will be discussed in Section 3.2, and it is shown that some
problems of AODV were resolved in AODVv2 but new shortcomings were introduced.
Notably, route request messages may be lost in AODV; a fix of this problem causes
the loss of both route request and reply messages in AODVv2. The latter protocol is
proven to be loop-free in [25] using a graph grammar framework, but is later shown to
suffer from loops in [26, 27]. The latter two papers suggest improvements and formally
prove loop freedom for these adapted versions. It is worth noting that the specification
issues reported in [22, 23] and the detected loop formations in [12, 18, 26, 27] led to
adaptations in the official AODV standard.

Other MANET routing protocols have also been analyzed using model checking,
on very small networks to cope with state space explosion. The underlying idea is that
flaws in these protocols may already occur with only a few nodes. In [28] the refinement
checker FDR [29] is used to analyze the Cluster-Based Routing Protocol (CBRP) [30]
on networks of five nodes. In [31] the Lightweight Underlay Network Ad hoc Routing
(LUNAR) protocol [32] is analyzed with SPIN for networks of seven nodes, with respect
to a few specific mobility scenarios. In [33] the Wireless Adaptive Routing Protocol
(WARP) [34] is analyzed for networks of five nodes. General mobility is taken into
account, leading to huge state spaces. Therefore a simplified version of the protocol
is considered and so-called bitstate hashing is employed, meaning that roughly 98%
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of the state space is covered in the analysis. In [35] it is explained how connection
properties within ad hoc wireless sensor networks can be analyzed using SPIN. In
[36] several functional properties of the OLSR protocol, including loop freedom, are
verified with SPIN on networks of four nodes. Byzantine node failures are taken into
account, in which case the verification provides an execution trace to the failure.

Different techniques have been developed to cope with the state space explosion
problem inherent to MANET protocols. In [37] the intermediate nodes in a route
are lumped together. SPIN is applied to the abstracted state spaces of three routing
protocols, the Location Aided Routing (LAR) protocol [38], the Distance Routing
Effect Algorithm for Mobility (DREAM) [39], and OLSR, leading to the detection of
flaws in all three protocols. A symbolic reachability algorithm for MANET protocols is
introduced in [40], based on a constraint language for representing topologies. In [41]
the transitions in the state space of a MANET protocol are endowed with topological
connectivity information. Model checking is performed, using the mCRL2 toolset [42],
with regard to a temporal logic that takes into account connectivity. In a mobility-
preserving abstraction of a state space of a MANET protocol from [43], the transitions
are labeled by connectivity information, and model checking can be performed with
regard to a three-valued temporal logic. In [44] it is demonstrated on AODVv2 that it
may suffice to prove global invariants for arbitrarily large dynamic networks of similar
nodes on a small “cutoff” network. In [45] AODV serves as running example for a
novel approach to reduce state spaces of MANET routing protocols by considering
only the last attempt of a source node trying to establish a route to some destination.

Model-based conformance testing verifies whether execution traces of a system
implementation conform to a formal model of the desired system behavior. A method-
ology for conformance testing of MANET routing protocols is presented in [46], which
tries to address the challenge of interpreting the outcomes of test executions against
unpredictable underlying topology changes. The notion of self-similarity from [47] is
exploited: nodes on the same paths of forwarded packets are collapsed, to obtain small
networks that are representative of the entire network. The approach is used to test
an implementation of the Dynamic Source Routing (DSR) protocol [48, 49] against
a model of this protocol in the Specification and Description Language (SDL) [50].
Many test verdicts unfortunately remain inconclusive, due to the huge number of pos-
sible mobility patterns. In [51] this framework is employed to passively test the OLSR
protocol, meaning that input and output events of the implementation under test are
observed at run-time without stimulating the implementation. In [52] this experiment
is repeated to showcase the formal tool DataMonitor for passively testing MANET
routing protocols.

2.2 Real-time Properties

With regard to the formal analysis of real-time properties of MANET protocols, again
[12] is a notable starting point. Next to functional correctness of the Routing Infor-
mation Protocol (RIP) [53], a sharp real-time upper bound on the computation of
paths is proved using SPIN and HOL, under the assumption that the network topol-
ogy remains stable. In [31] the LUNAR protocol is analyzed on networks of up to
five nodes, with respect to some specific mobility scenarios, using the model checker
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Uppaal for real-time properties [54]. In the follow-up paper [55], by abstracting away
some messages that are redundant in establishing a route, this is pushed up to net-
works with a diameter of eleven hops. In [56] an Uppaal analysis of AODV shows that
in paths with twelve intermediate nodes, a node may give up waiting for a route reply
message too quickly. Their suggestion to make this delay dependent on the network
diameter has been incorporated in a subsequent version of the AODV standard.

In [57] a formal model from [58] of the Better Approach to Mobile Ad hoc Net-
works (B.A.T.M.A.N.) routing protocol [59] is considered. Some ambiguities in the
protocol standard are resolved and functional correctness is shown using Uppaal. An
adaptation of this protocol standard is proposed, and it is shown by means of simu-
lations that this adaptation leads to significantly fewer suboptimal routes. In [60] the
latter analysis is confirmed using Uppaal, considering dynamic topologies in a 4× 4
grid. In [61] OLSR is analyzed using Uppaal. Next to functional properties on stable
networks, also route discovery times are analyzed on dynamic networks, for networks
of five nodes. In [62] this work is extended by proposing a new error message for OLSR
and showing with Uppaal that this halves recovery time in case of a link failure.

A method to alleviate the state space explosion problem for real-time model check-
ing is proposed in [63]. Hard delay bounds for MANET protocols are derived by
applying model checking for each individual node only and abstracting node interac-
tions to arrival curves which express upper and lower bounds on the number of events
that may arrive over a specified time interval, using Sensor Network Calculus [64].
This method is applied to the Real-Time X-layer Protocol (RTXP) [65], a routing
protocol with guaranteed bounded end-to-end delays.

In [66] a novel method is proposed to build an efficient peer-to-peer overlay network
on top of a MANET, by selecting physically near and fresh peer-to-peer neighbors.
Several safety and liveness properties for this framework, such as absence of deadlock
and successful termination of transmissions, are verified using Uppaal, allowing to
take into account timeouts at the network nodes.

Statistical model checking mixes traditional model checking with simulation. Exe-
cution runs of a model checker on the state space of the specified system are monitored
with respect to some property, to obtain a statistical estimate on the validity of the
property. In [67] this approach is advocated for the analysis of real-time properties
of MANETs, to combat the state space explosion problem. A comparison is made
between the performance of AODV and AODVv2 on networks with static topologies
by means of the stochastic timed model checker Uppaal SMC [68]. In these exper-
iments, AODV performs better than AODVv2 on networks of five nodes. Moreover,
it is shown that this analysis could scale to networks of up to a hundred nodes. In
[69] this experiment is repeated on 4 × 3 toroidal networks with lossy communica-
tion, in which case by contrast AODVv2 performs significantly better than AODV. An
explanation for these different experimental outcomes is that on very small networks
AODVv2 does not benefit from an optimization called path accumulation, meaning
that messages accumulate information about the nodes they visit and distribute this
information to their recipients. In [70] it is analyzed how an upgrade of AODVv2 to
resolve loop formations, called AODVv2-16, impacts performance, on 3 × 3 grid net-
works. It is found that the old version performs significantly better, especially in case
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of a high rate of message loss. In [71] it is explained how Uppaal SMC can be used
in a structured way to model MANET protocols, by building reusable components for
such protocols. This framework is applied to analyze the probability of packet delivery
for AODV, B.A.T.M.A.N., and OLSR on different network topologies of nine nodes,
at different rates of link failures.

2.3 Security

A protocol is considered secure if it is robust against malicious attackers. In a MANET,
nodes must be able to trust the intermediate nodes in a route. A malicious node should
not be able to secretly inject itself into the network or overhear private information,
in spite of the dynamic and open nature of MANETs and wireless communication
being vulnerable to malicious activity such as eavesdropping. The importance of an
in-depth security analysis of MANET protocols is underscored by the wide range of
security issues in the OLSR protocol reported in [72].

A strand space [73] is a graph structure of events generated by causal interaction. It
exploits that security protocols typically exhibit nonbranching behavior, as the partic-
ipants tend to execute a fixed sequence of events. The tool Athena [74] automatically
checks security properties of strand spaces using a combination of model checking and
theorem proving. In [75] the strand space model and Athena are extended to capture
the branching behavior of MANET routing protocols and search for insider attacks.
As a case study it is shown on a network of four nodes that in AODV an attacker can
forge a route reply message.

Ariadne [76] intends to be a secure MANET routing protocol. In [77] however
attacks on this protocol are revealed, in which the malicious intruder redirects routes
through nodes under its own control, and an adaptation called endairA (the reverse
of Ariadne) is proposed. While in Ariadne a route request message is digitally signed,
in endairA all intermediate nodes sign a route reply message. The endairA protocol
is proven correct using simulations of a mathematical model of the protocol. In [78]
however another attack is exposed on endairA, in which adversarial nodes exploit
nonexisting links to transfer data (such as signatures). It is argued that the mathe-
matical framework put forward in [77] for analyzing the security of MANET routing
protocols needs to be extended to take into account such hidden channels. A posterior
analysis of endairA in [79] with the model checker AVISPA [80], which targets security
protocols, inadvertently misses the attack uncovered in [78] because hidden channels
are not included in the model.

The Authenticated Routing for Ad hoc Networks (ARAN) secure MANET routing
protocol [81] is based on a public key signature scheme. In [82] a man-in-the-middle
spoofing attack on ARAN is revealed by means of ProVerif [83], an automatic cryp-
tographic protocol verifier that transforms a protocol specification into Horn clauses.
It is also explained how ARAN can be adapted to avoid this attack that constructs
false routes. An analysis of this improved version of ARAN with AVISPA in [84] does
not reveal any flaws. It is however reported that AVISPA does not terminate on some
requirements in case of a network of five nodes. A later AVISPA analysis of the same
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protocol in [79] does reveal attacks, in which routes are prevented from being dis-
covered or existing routes are tampered with. In [85] an analysis of ARAN with the
symbolic model checker AlPiNa [86] rediscovers all known attacks on this protocol.

In [87] the Open Shortest Path First (OSPF) routing protocol is analyzed using
the model checker CBMC [88] for C programs, on networks of a few nodes. A spoofing
attack is uncovered, as well as a attack in which the buffer of a node is filled with fake
messages. Moreover, a known attack from [89] is revealed. The same approach leads to
the discovery of another attack in [90], in which nonexisting links are included in rout-
ing tables, giving rise to patches by most OSPF route vendors. In [91] detailed Uppaal
models of OSPF are analyzed, leading to the automated detection of aforemenioned
attacks.

Dedicated methods have been developed to facilitate the verification of security
properties for MANET protocols by means of model checking. In [92] automation
of model checking routing protocols is increased by evaluating all potential message
sequences an attacker may use to change routing information during route discov-
ery (in a given network). Additionally, automatic topology generation and reduction
techniques are developed. Furthermore, a topology equivalence is defined to cluster
network topologies with the same security vulnerabilities, allowing an exhaustive anal-
ysis for networks of six nodes. SPIN analyses of Ariadne and a secure version of DSR,
using the Secure Routing Protocol from [93], show how an attack revealed in [77] can
be discovered in an automated way. In [94] it is shown that for a large class of security
properties of routing protocols, including validity of routes, it suffices to consider only
five topologies consisting of four nodes. As examples, the secure version of DSR and
the Secure, Disjoint, Multipath Source Routing (SDMSR) protocol [95] are analyzed
using ProVerif, again showing that an attack revealed in [77] can be discovered in an
automated way. In the aforementioned paper [87] it is shown how a so-called abstract
topology can, from a security perspective, capture a family of topologies of greater
complexity.

3 Modeling Frameworks for MANET Protocols

Existing formal modeling languages have been extended and new formalisms have been
developed to specifically target MANET networks. They played an important role in
pushing forward the boundaries of formal analyses of MANET protocols. Typically, in
these frameworks a message sent by a node is received only by the nodes in its range,
and mobility is incorporated by letting neighborhoods of nodes evolve over time.

The majority of the frameworks targeting MANETs are in the form of a process
calculus, in which the individual network nodes are specified in the form of algebraic
terms and their behavior is defined by means of a formal semantics, which is often
operational, meaning that transitions in the state space are defined on the basis of
logical inference rules. A wide range of equivalences have been defined to distinguish
such process behaviors.

This section starts with a general overview of process calculi for MANETs. Next,
it is explained in some detail how broadcast communication has been modeled in these
calculi. The section is completed with an overview of adaptations of other formalisms
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to specify MANET protocols, notably Object-Z, Abstract State Machines, and Petri
Nets.

3.1 Process Calculi

In the Calculus of Broadcasting Systems with mobility (CBS#) [96], which targets
MANET protocols, connectivity changes are captured in the semantics: every send
event expresses which nodes are connected at that moment, and the transitions in the
generated state space must satisfy a topology invariant. Process behavior is considered
modulo what is called mediated equivalence, which identifies nodes with respect to
their capabilities to store items from other nodes. A static analysis is proposed that
by overapproximating network behavior allows to automatically analyze in how far
an attacker can influence the network topology. A simplified version of SAODV, a
secure variant of AODV, is specified in CBS#, and it is shown that this specification
is not what is called topology consistent: even in the presence of a filter that rejects
incorrect paths, a network under attack is not mediated equivalent to this network
without an attacker. In [97] a process calculus inspired by CBS# is defined to analyze
the security of MANET routing protocols. Moreover, it is shown how to automatically
search for network topologies that allow an attack, using constraint solving techniques.
The approach is demonstrated on the aforementioned secure version of DSR.

In the Calculus of Mobile Ad hoc Networks (CMAN) [98, 99] as well as in the
Calculus of Mobile ad hoc Networks (CMN) [100], each network node is equipped with
a location and communicates with other nodes using a spatially oriented broadcast. In
CMAN arbitrary node mobility is expressed both in the semantics and syntactically
through a static binding operator, while in CMN it is captured only in the semantics.
For both process calculi, next to an operational semantics also a reduction semantics
is provided, and the two semantics are shown to coincide with respect to a notion of
weak bisimulation equivalence. The strength of CMAN is in [98] exemplified by means
of the aforementioned attack on the ARAN secure routing protocol revealed in [82]. In
[101] a variant of CMN is proposed that allows one to express different levels of trust.

In Restricted Broadcast Process Theory (RBPT) [102] connectivity changes are
captured in the semantics, making sure that received messages in a broadcast are in
sync with network connectivity. The notion of network bisimulation equivalence is
introduced, which takes into account network connectivity. RBPT is provided with
an equational theory in [103]. In [104] it is exemplified on a simplified version of the
AODV protocol that this framework can be used to reason about MANET protocols
on networks consisting of an unbounded number of nodes. A variant of RBPT in
which communication is considered reliable, presented in [105], aims at the detection
of conceptual flaws in protocol designs that are not due to lossy communication. In
the Calculus for Systems with Dynamic Topology (CSDT) [106], which is similar in
spirit to RBPT, nodes can broadcast at two different transmission ranges. The belief
of nodes about who are their neighbors is continuously updated. A hiding construct
allows one to observe networks at different levels of abstraction. A theory of confluence
is developed and the framework is applied to verify the Vasudevan-Kurose-Towsley
leader election algorithm for MANETs [107]. In a stochastic extension of RBPT [108],
delay functions are assigned to events, while the semantics captures the interplay of

10



a MANET protocol with stochastic dynamic behavior of the data-link and physical
networks layers. A continuous-time Markov chain, expressing the probability with
which a certain state will change to another state, is derived using a novel notion
of weak Markovian network bisimulation equivalence. This framework is imployed
to analyze expected election times for the Vasudevan-Kurose-Towsley leader election
algorithm.

A large body of work has been developed for the Algebra for Wireless Networks
(AWN) [109], which offers reliable local broadcast, a conditional unicast operator
whose behavior depends on whether a message can be delivered, and rich datastruc-
tures. In [109–111] the core of AODV is modeled in AWN, including data handling
aspects such as maintaining route tables. Moreover, properties such as loop freedom
and packet delivery are (dis)proved, both manually and with Uppaal, culminating
in a detailed specification and proofs in [112]. This work is underpinned in [113] by
a formalization of proofs using the theorem prover Isabelle/HOL [114]. A mechaniza-
tion of the calculus AWN in Isabelle/HOL is presented in [115], together with a novel
technique to lift global invariants from individual nodes to networks. By an auto-
matic translation in [116] from AWN to mCRL2, this formal verification toolset can
be applied to AWN specifications.

A timed extension of AWN (T-AWN) is presented in [117] and used to show that
premature deletion of invalid routes and a too quick restart of a node after a reboot
can lead to loops in AODV. Boundary conditions are given that resolve this problem.
T-AWN is used in [118] to give an unambiguous specification of the OLSRv2 protocol.
In [119] a detailed T-AWN specification is given of OSPF, providing an unambiguous
interpretation of this standard. Moreover, the specification is translated to an Uppaal
model, serving as the basis for the aforementioned security analysis of OSPF in [91].

The Calculus of Wireless Systems (CWS) [120] aims at modeling nonmobile wire-
less networks. An extension of CWS with mobility and time, called Timed Calculus
for Mobile ad hoc Networks (TCMN), is proposed in [121] and used to analyze two
collision-avoidance protocols, Carrier Sense Multiple Access (CSMA) and Multiple
Access with Collision Avoidance Receiver-Transmitter (MACA/R-T). It is shown that
CSMA is not robust with regard to mobility while MACA/R-T is.

In [122] the Calculus of the Internet of Thing [123] is extended with node mobility
and broadcast communication. A transformation from the extended calculus to timed
automata is presented, which is employed to verify six temporal properties for smart
homes using Uppaal.

3.2 Extensions of the π-Calculus

The π-calculus [124] is a process calculus in which channel names can be communicated
along the channels themselves. This makes it a convenient platform for expressing
mobility. A primary process calculus inspired by the π-calculus that takes the move-
ment of nodes into account explicitly is the ambient calculus [125]. Locations are
represented by a topology of boundaries, interaction between nodes is by shared loca-
tion within a common boundary, and security is expressed by the inability to cross
boundaries. Nomadic π [126] adds communication primitives to the π-calculus for
interaction between mobile agents in a two-level framework; the lower level defines
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location-dependent primitives, the higher layer defines location-independent primitives
using underlying primitives. Nomadic π serves as the basis for Nomadic Pict [127], a
distributed programming language for prototyping overlay network algorithms.

In three other extensions of the π-calculus, the bπ-calculus [128], the Mobile
Broadcasting System (MBS) calculus [129], and the ω-calculus [130], two nodes can
communicate if they belong to the same group. Mobility is captured through the
creation of new groups and allowing a node to move to another group. In [128] a
theoretical framework for this group communication paradigm is developed, includ-
ing three behavioral equivalences. In [130] it is shown how one can verify a model
against mobility scenarios using invariants that constrain mobility, which is applied
to analyze AODV and the Vasudevan-Kurose-Towsley leader election algorithm. The
psi-calculus [131], a parametric framework for extensions of the π-calculus, is in [132]
provided with dynamic broadcast communication. This framework is demonstrated by
verifying a reachability property for LUNAR.

Some extensions of the π-calculus target the security of MANETs. The Distributed
Broadcast SPI-calculus (DBSPI) [133] combines elements of the Distributed π-calculus
[134], which adds a network layer and a primitive mobility construct to the π-calculus,
and the Spi-calculus [135], which is a cryptographic extension of the π-calculus. DBSPI
offers a type system, i.e., a logical system of inference rules, that ensures correctness of
authentication for MANET protocols. This framework is applied to prove the Mobile
IP registration protocol [136] correct. The bAπ-calculus [137] adds mobility to the
applied π-calculus [138], an extension of the π-calculus that targets security protocols.
The bAπ-calculus allows one to reason about an unbounded number of nodes. Its
reduction semantics, describing interactions between a sender and receivers, coincides
with its operational semantics modulo a novel behavioral equivalence called barbed
weak congruence. In [139] a variant of the applied π-calculus is extended to analyze
privacy-type properties for MANET routing protocols. Using this framework it is
demonstrated that the ANonymous On-Demand Routing (ANODR) protocol [140]
violates source anonymity: an attacker can retrieve the identity of a node trying to
establish a route.

3.3 Modeling Broadcast Communication

We now discuss in more detail, based on [15, section 11.1], the ways in which broadcast
communication has been modeled in the process calculi mentioned in the previous
two sections. These calculi all include some form of broadcast communication in their
operational semantics, in which a message emitted by a node can be received by
multiple other nodes. Typically this is expressed by two symmetric operational rules
such as

M
broadcast(m)−→ M ′ N

receive(m)−→ N ′

M∥N broadcast(m)−→ M ′∥N ′

M
receive(m)−→ M ′ N

broadcast(m)−→ N ′

M∥N broadcast(m)−→ M ′∥N ′

which originate from the nonmobile Calculus of Broadcasting Systems (CBS) [141].
Process terms M and N represent two subnetworks and M∥N their composition. The
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premises at the top of the two operational rules express that in one of the subnetworks
message m is broadcast, while nodes in the other subnetwork can receive this message.
The conclusion at the bottom of each rule expresses that then in the composed network
these same nodes can receive m. In these rules the broadcast action in the conclusion
is simply inherited from the broadcasting argument of the parallel composition, so
that it remains available for the composition with yet another receiver.

To capture the receipt of a broadcast messages m properly, an additional opera-
tional rule is needed, expressing that multiple subnetworks can receive this message
concurrently:

M
receive(m)−→ M ′ N

receive(m)−→ N ′

M∥N receive(m)−→ M ′∥N ′

This rule is missing in CMN and the ω-calculus. In [15] it is observed that this omission
leads to technical problems in both calculi.

To model lossy communication in MANETS, the bAπ-calculus, CMAN, CMN, the
ω-calculus, and RBPT contain operational rules to express that one subnetwork may
nondeterministically miss a message m broadcast by another subnetwork, even if they
are within each other’s ranges, such as the following two symmetric rules:

M
broadcast(m)−→ M ′

M∥N broadcast(m)−→ M ′∥N

N
broadcast(m)−→ N ′

M∥N broadcast(m)−→ M∥N ′

A drawback of this approach is that it becomes impossible to verify properties such as
“if there is a path from some source node to some destination node and the topology
remains stable, then data packets from the source will eventually reach their destina-
tion” for routing protocols, because each packet may be lost on the way. AWN and
RRBPT, a variant of RBPT, allow to express reliable communication and thus to
verify such properties.

In the operational semantics of the bπ-calculus, CBS#, CWS and an optional
augmentation of AWN [109], a broadcast message m is only dropped by nodes that
are not ready to receive it, which can be specified using a negative premise:

M
broadcast(m)−→ M ′ N

receive(m)

−̸→

M∥N broadcast(m)−→ M ′∥N

M
receive(m)−→ M ′ N

receive(m)

−̸→

M∥N receive(m)−→ M ′∥N

and two more symmetric operational rules. The negative premiseN
receive(m)

−̸→ expresses
that process term N is not able to perform the event receive(m). This makes these
calculi nonblocking, meaning that a sender cannot be delayed in transmitting a mes-
sage, even if potential recipients are not ready to receive it. The default version of
AWN does allow for blocking, although it has facilities to prevent this in applications.
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3.4 Other Formalisms

An early work where an existing formalism, not tailored to MANETS, is adapted
to cope with mobility is [142], which extends the UNITY proof logic for distributed
systems [143]. Transient interactions are added to capture that nodes can communicate
with each other only when they are within range, and the proof logic is extended to
cover mobility. A baggage delivery system serves as running example.

Object-Z [144], a state-oriented formal specification language with object-oriented
concepts, is in [145] extended to dynamic networks whereby connections are mutable
references between nodes. In [146] Object-Z is used to formalize the route discov-
ery process in AODV, where broadcast communication is modeled by simultaneous
changes in local variables of the sender and all of its connected receivers. Loop free-
dom is proved under a dynamic network topology. In [147] the Uppaal model of the
OLSR protocol from [61] is transposed to Event-B [148], to formally model this pro-
tocol through incremental stepwise refinements and prove functional properties with
Event-B’s interactive theorem prover Rodin. In [149] the experiences with this trans-
lation and the two models are the basis for some guidelines on when to use Uppaal or
Event-B for formal modeling and analysis. In [150] Event-B is combined with the evolv-
ing graphs formalism from [151] that aims to model dynamic graphs. The obtained
framework to specify correct-by-construction MANET protocols is exemplified on a
simple centralized counting algorithm.

In an Abstract State Machine (ASM) [152] states are data structures, equipped
with functions and relations. A distributed ASM (DASM) [153] is provided with a
location service and position-based routing, to enable modeling MANET routing pro-
tocols. In [154] this formalism is extended further with a logical topology and a protocol
to let each node maintain the location information of its logical neighbors. In [155] it
is shown how the resulting formalism can be carried over to the specification language
SDL [156]. In [157] AODV is modeled as a DASM and two correctness properties,
starvation-freedom and that the correct packet is received back by the initiator of a
route, are briefly argued based on this model. This work is in [158] extended by propos-
ing and formally proving correct a variant of AODV that prevents blackhole attacks,
in which false information is sent toward the initiator.

An Algebraic Higher-Order (AHO) net [159] allows the tokens in a Petri net to
be dynamic structures, such as graphs or Petri nets. An architecture for AHO nets
from [160] enables nodes in a MANET to collaborate effectively through workflows,
by means of a coordination layer that maintains network connections and modifies
the workflow schema at run-time. In [161] it is proposed to divide this architecture
into three layers: a workflow layer, a mobility layer, and a team layer, which maps
the activities of individual nodes to the workflow and mobility layers. In [162] this
approach is extended by making the mapping dynamic.

In [163] it is investigated how topology control of wireless sensor networks can
be modeled in two graph-based formalisms, Graph Transformation Systems [164] and
Bigraphical Reactive Systems [165]. In [166] bigraphs are used to model part of the
Routing Protocol for low-power and Lossy Networks (RPL) [167], meant for wireless
sensor networks. Bigraphs allow developers to draw the protocol updates. A model
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checking analysis of their (nonprobabilistic) model is performed using PRISM to verify
a reachability property, discovery of optimal routes, and loop freedom.

4 Mobility Models and Performance

A mobility model captures how nodes move through a MANET. This may be ran-
dom or guided by some probability distribution. In [168] it is shown that the choice
of mobility model has a significant effect on the outcome of simulation experiments
on MANETs to measure the performance of protocols. Different probabilistic formal
frameworks have been proposed in which mobility models can be expressed explicitly.

An early work on mobility models is [169], in which a pathset algebra is put
forward, where a pathset is a graph structure of all paths from some source to some
destination. It is coupled with an algebraic approach from [170] to model dynamic
multi-agent systems. The framework is demonstrated on a small payroll application.
In [171] an algebra of routing tables for MANET routing protocols is developed that
allows to algebraically reason about for instance packet delivery.

In [172] a simple wireless process calculus is provided with mobility functions. Its
operational semantics incorporates a notion of global time passing. This framework
allows one to express and compare various mobility models with respect to weak sim-
ulation and bisimulation equivalences. In [173] this mobility model is extended with
group mobility and the ability to let movement patterns change over time, and this
framework is applied to prove some properties for a simplified version of the Wire-
less HIerarchical Routing protocoL (WHIRL) [174], which includes group mobility. In
[175] a mobile process calculus is proposed where messages may be lost with some
probability. How the network distribution evolves depends on which nodes receive a
broadcast message. Node mobility is ruled by a probabilistic function and the cal-
culus is considered modulo a weak bisimulation equivalence that takes this mobility
function into account. The framework is applied to analyze the probability of address
collision for a simplifies version of [176], a protocol for assigning unique IP addresses
to nodes in a self-configuring local area network. In [177] the mobility function is
generalized by allowing it to change multiple connections at the same time. Further-
more, the process calculus is extended to express mobility models with stochastically
timed behavior. This enhanced framework is demonstrated by a specification of the
Vasudevan-Kurose-Towsley leader election algorithm.

[178] offers a framework to evaluate the performance of MANET protocols, cap-
turing the interplay between stochastic behavior of protocols deployed at different
network layers and the underlying topology. A link connectivity model specifies link
up and down lifetimes. Transitions are annotated by network restrictions, expressing
the topologies in which an event is possible. A continuous-time Markov chain is gen-
erated to evaluate performance by means of the probabilistic model checker PRISM
[179]. A simple flooding protocol to find the largest ID in the network serves as running
example. In [180] the unreliable nature of radio links is considered, where links may
frequently appear and disappear. A method is presented to produce the set of topolo-
gies with a probability distribution and check the probability that a certain property
holds. This method is applied to check some time properties on an Uppaal model
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of f-MAC [181], a real-time protocol for access control of nodes in a wireless network
to a shared medium. In [182] the influence of uncertainty (such as packet loss rates,
collisions) on the probability to establish short routes in AODV is analyzed using a
formal model of probabilistic timed automata and the MODEST toolset [183].

In [184] a topology-based mobility model is proposed that abstracts away physical
behavior and models mobility as probabilistic changes in the topology. These prob-
abilities are distilled from either the random walk or the random waypoint model.
The approach is applied, using Uppaal, in a performance analysis of AODV and of
the energy-efficient Lightweight Medium Access Control (LMAC) protocol [185] for
wireless sensor networks.

The Calculus for Wireless sensor networks from Quality perspective (CWQ) [186]
is extended with mobility in [187] and the resulting calculus mCWQ is provided with
an operational semantics. It offers a parametric framework to describe how node move-
ment patterns evolve over time. A simple ad hoc network for vehicles serves as case
study. In [188] mCWQ is provided with a denotational semantics. In [189] a proof
system for mCWQ is provided, based on Hoare Logic [190] extended with some time
primitives.

In [191], different mobility models are specified in Real-Time Maude [192], a spec-
ification language for real-time and hybrid systems based on rewriting logic. This
framework is used to analyze the route discovery process in AODV and the Vasudevan-
Kurose-Towsley leader election algorithm using Real-Time Maude’s timed model
checker [193]. This analysis uncovers a spurious behavior in the latter protocol, due
to a subtle interplay between communication delays, node movement, and neighbor
discovery.

PEBUM [194] is an energy-aware process calculus for MANETs. A probabilistic
bisimulation equivalence is defined to verify whether two networks exhibit the same
observable behavior. Moreover, an energy-aware preorder is defined to compare the
energy consumption of different but behaviorally equivalent networks. The framework
is applied, using PRISM, to analyze how the performance of the LAR protocol depends
on the network topology, and to compare the energy consumption of two error control
protocols, stop-and-wait and go-back-N. This approach to turn a PEBUM specifica-
tion into a discrete-time Markov chain and then apply PRISM is in [195] applied to
analyze energy consumption of different communication strategies for the gossip-based
routing protocol from [196]. In [197] PEBUM is studied in the setting of a proba-
bilistic reduction semantics from [120] that takes into account interference caused by
simultaneous transmissions of multiple nodes in overlapping transmission areas, lead-
ing to loss of messages at the receiver side. This offers a framework to analyze network
connectivity and measure the level of interference in a MANET. As a case study it
is proven that, under mild assumptions on node mobility, the LAR protocol has the
same probability to discover a path as a simple flooding approach.

5 Conclusions

This survey aims to give an exhaustive overview of research performed in the context
of rigorous formal methods for analyzing MANET protocols. Formal modeling and
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analysis of MANETs has led to a significant body of research, including the develop-
ment of innovative formalisms, semantics, and behavioral equivalence notions. These
frameworks have been applied successfully to a wide range of MANET protocols,
especially for routing, revealing many ambiguities and inconsistencies in their speci-
fications as well as flaws in their designs, often leading to the adaptation of protocol
standards. These imperfections would generally have been very difficult to spot with
traditional methods such as visual inspection or testing an implementation of the stan-
dard, because they typically concern corner cases that rarely come to the surface and
may require specific mobility scenarios.

A key aspect of these formalisms has been the invention of novel ways to express
broadcast communication and mobility. Furthermore, the formal analysis of MANET
protocols has benefited considerably from optimized verification techniques that specif-
ically target MANETs. Symbolic methods have been of particular importance, because
the exponential increase in possible mobility scenarios with the growth of a network
seriously hampers model checking approaches, which require generation of the state
space.

Summarizing, the following types of models and methods can be distinguished.

• State-based model checking : The system is represented as a collection of states and
transitions between them, and model checking is employed to verify temporal logic
formulas. General strengths of this approach are that it is relatively simple and
intuitive, and well-supported by mature and automated tools such as SPIN. Typical
use of this method in the context of this survey therefore is logical verification
of protocol correctness on small MANET instances, including correctness of route
discovery or packet delivery. General weaknesses are that only instances of networks
can be verified, and the state explosion problem. The latter is particularly poignant
for MANETs, due to poor scalability in case of many network nodes or dynamic
topologies.

• Timed and hybrid : Timed Automata, which include real-time clocks, can be used
to model protocol timeouts and delays. Such models can be analyzed using a timed
model checker such asUppaal. This is of importantance in the context of this survey
because MANET routing often depends on timing constraints, e.g., route discovery
completion within a time bound. Hybrid Automata include continuous variables
which allow to combine discrete protocol logic with continuous mobility dynamics
(e.g., node movement equations). The obvious weakness of both formalisms is that
the state space explosion problem becomes even more severe. This can be alleviated
by time abstraction or approximation of continuous behavior, but such measures
tend to increase model complexity as well as the uncertainty of verification results.

• Probabilistic and stochastic: Formalisms such as Probabilistic Automata and
continuous-time Markov chains allow to represent uncertainty in transitions (e.g.,
mobility, link failure, packet loss), and thus capture randomness and reliability. This
enables the employment of probabilistic model checkers such as PRISM for quan-
titative verification of robustness and reliability under uncertainty, e.g., whether a
delivery probability is beyond a certain threshold. Typical use of such models in the
context of MANET protocols is for analyzing reliability, packet loss, and expected
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route duration. General weaknesses are that this approach does not scale well to
large state spaces and that it tends to require accurate probabilistic parameters.

• Petri net : The system is modeled using events (transitions) and local states (places),
with tokens modeling data moving through the network. Extensions such as Col-
ored and Stochastic Petri nets provide more structure to tokens or probabilities
to transitions. In the context of MANETs, tokens typically represent packets,
while transitions model events like packet transmission or route discovery. Gen-
eral strengths are that this formalism allows to model parallelism, resource sharing,
and synchronization of distributed and concurrent systems in a natural fashion.
Moreover, the specification language is graphical and intuitive. Typical use of this
formalism in the context of MANETS is for performance-oriented verification of con-
current behaviors in routing, and for studying packet flow, buffer management, and
route establishment. General weaknesses are a limited expressiveness for complex
logical properties, and that analysis can be computationally expensive.

• Process algebra: The system is specified in an algebraic format, in which each net-
work node is modeled as a concurrent process communicating through channels.
General strengths of this framework are that it is good for reasoning about process
interactions and synchronization. Strengths in the context of MANETs are that
it naturally models concurrency and mobility, which is especially true for the π-
calculus. The latter formalism is therefore particularly suited for MANETs where
node connections change over time. Typical use of this method is to formally reason
about communication and concurrency in MANET protocols, and to analyze pro-
tocol interaction patterns and message-passing correctness. General weaknesses are
that the abstract mathematical formalism requires a steep learning curve, and that
it can be hard to take into account quantitative aspects like timing or probabilities.

• Interactive proof assistant : The user and the prover, such as Isabelle/HOL, collabo-
rate to build a proof, whereby the user applies tactics or commands to break down
goals into simpler subgoals and the prover checks each step for logical correctness
and generates new subgoals if necessary. This typically entails the formulation and
proof of invariants, e.g., sequence-number monotonicity for AODV. Existing libraries
of lemmas and definitions can be exploited in the process. This approach avoids
the state space explosion problem and can provide a formal correctness proof of
MANET protocols for arbitrary networks, but often requires abstractions for mobil-
ity. Modeling realistic mobility and probabilistic loss in a proof assistant is possible
but increases proof complexity significantly. The overall compute cost tends to be
relatively low, but the human effort is high in terms of formalization and proof
development, and requires skilled users. Building the right invariants is hard; here
model checking can offer support through the discovery of counterexamples to refine
invariants.

Process calculi sit between model checking and theorem proving in several respects:
they give strong compositional and concurrency/mobility abstractions (very use-
ful for MANETs), but they also incur non-trivial human cost (formal modeling +
proof/analysis) and limited off-the-shelf automation compared with model checkers.
They are especially attractive when you want protocol-level reasoning, compositional
proofs (e.g., modular correctness, equivalence, refinement) and a natural treatment
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of dynamic link structure, but they are less convenient for brute-force counterexam-
ple search, tight timing/probabilistic analysis, or large concrete instance exploration.
A process algebraic specification offers a useful first step toward a proof with an
interactive proof assistant.

If priorities are modular design, correctness under dynamic topology, or reasoning
about protocol refinements, invest in process calculi: they pay off conceptually and
in proofs of equivalence/refinement. If priorities are fast bug discovery, timed/prob-
abilistic metrics, or low-barrier automation, start with model checking. If you need
machine-checked, parameterized guarantees for deployment or certification, plan for
theorem proving — but bootstrap it from process calculus models and model check-
ing counterexamples. For many MANET verification projects, a hybrid pipeline
(model checking → process calculus → interactive proof assistant) may give the best
cost/benefit balance.

The advancement of this research field is somewhat impeded by the fact that devel-
oped frameworks are often used only by their inventors. Preferably the rich body of
work would lead to a single formalism that becomes the main vehicle for the formal
analysis of MANET protocols. Process calculi seem to be best suited for this purpose,
because they can conveniently express a combination of mobility as well as real-time,
probabilistic, and security aspects. Furthermore, their algebraic nature allows to con-
veniently specify rich datastructures and efficiently perform both model checking and
theorem proving analyses. Other important avenues for further research are techniques
that target formal performance and security analyses of MANET protocols.

Formal analysis techniques regarding the functional correctness of MANET proto-
cols have reached a level where complex, real-life protocol standards can be verified
in a thorough fashion, exemplified by the detailed analysis of AODV in the process
calculus AWN. A challenge is to develop the formalisms and techniques in such a way
that they can be conveniently included and employed by protocol developers and soft-
ware engineers in the development and implementation process of MANET protocol
standards.

References

[1] Jubin, J., Tornow, J.D.: The DARPA packet radio network protocols. Proc.
IEEE 75(1), 21–32 (1987) https://doi.org/10.1109/PROC.1987.13702

[2] Shacham, N., Westcott, J.: Future directions in packet radio architectures and
protocols. Proc. IEEE 75(1), 83–99 (1987) https://doi.org/10.1109/PROC.1987.
13707
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di Trento (2012). https://www.semanticscholar.org/paper/
Improving-B.A.T.M.A.N.-Routing-Stability-and-Cigno-Furlan/
e73b1615721f5c2adb4d0f2129d10419b133e7f7

[59] Neumann, A., Aichele, C., Lindner, M., Wunderlich, S.: Better Approach To
Mobile Ad-hoc Networking (B.A.T.M.A.N.). Draft. IETF, (2008). IETF. https:
//datatracker.ietf.org/doc/html/draft-wunderlich-openmesh-manet-routing-00

[60] Fehnker, A., Chaudhary, K., Mehta, V.: An even better approach - Improving the
B.A.T.M.A.N. protocol through formal modelling and analysis. In: Proc. 10th
NASA Formal Methods Symposium (NFM). LNCS, vol. 10811, pp. 164–178.
Springer, Heidelberg (2018). https://doi.org/10.1007/978-3-319-77935-5 12

[61] Kamali, M., Höfner, P., Kamali, M., Petre, L.: Formal analysis of proactive, dis-
tributed routing. In: Proc. 13th Conference on Software Engineering and Formal
Methods (SEFM). LNCS, vol. 9276, pp. 175–189. Springer, Heidelberg (2015).
https://doi.org/10.1007/978-3-319-22969-0 13

[62] Kamali, M., Petre, L.: Improved recovery for proactive, distributed routing.
In: Proc. 20th Conference on Engineering of Complex Computer Systems
(ICECCS), pp. 178–181. IEEE, New York (2015). https://doi.org/10.1109/
ICECCS.2015.27
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[66] Hammal, Y., Seddiki, M., Benchäıba, M., Abdelli, A.: Formal specification and
analysis of a cross-layer overlay P2P construction protocol over MANETs. In:
Proc. 18th Wireless Communications and Networking Conference (WCNC), pp.

25

https://doi.org/10.4204/EPTCS.244.3
https://www.semanticscholar.org/paper/Improving-B.A.T.M.A.N.-Routing-Stability-and-Cigno-Furlan/e73b1615721f5c2adb4d0f2129d10419b133e7f7
https://www.semanticscholar.org/paper/Improving-B.A.T.M.A.N.-Routing-Stability-and-Cigno-Furlan/e73b1615721f5c2adb4d0f2129d10419b133e7f7
https://www.semanticscholar.org/paper/Improving-B.A.T.M.A.N.-Routing-Stability-and-Cigno-Furlan/e73b1615721f5c2adb4d0f2129d10419b133e7f7
https://datatracker.ietf.org/doc/html/draft-wunderlich-openmesh-manet-routing-00
https://datatracker.ietf.org/doc/html/draft-wunderlich-openmesh-manet-routing-00
https://doi.org/10.1007/978-3-319-77935-5_12
https://doi.org/10.1007/978-3-319-22969-0_13
https://doi.org/10.1109/ICECCS.2015.27
https://doi.org/10.1109/ICECCS.2015.27
https://doi.org/10.1109/ECRTS.2014.12
https://doi.org/10.1109/ECRTS.2014.12
https://doi.org/10.1007/11502593_13
https://doi.org/10.1007/11502593_13
https://doi.org/10.1016/j.comnet.2014.03.020


1–6. IEEE, New York (2017). https://doi.org/10.1109/WCNC.2017.7925622
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[133] Godskesen, J.C., Hüttel, H., Kühnrich, M.: Verification of correspondence
assertions in a calculus for mobile ad hoc networks. In: Proc. 7th Workshop
on the Foundations of Coordination Languages and Software Architectures
(FOCLASA). ENTCS, vol. 229, pp. 77–93. Elsevier, Amsterdam (2009). https:
//doi.org/10.1016/j.entcs.2009.06.030

[134] Hennessy, M.C.B.: A Distributed Pi-calculus. Cambridge University Press,
Cambridge (2007). https://doi.org/10.1017/CBO9780511611063

[135] Abadi, M., Gordon, A.D.: A calculus for cryptographic protocols: The spi calcu-
lus. In: Proc. 4th Conference on Computer and Communications Security (CCS),
pp. 36–47. ACM, New York (1997). https://doi.org/10.1145/266420.266432

[136] Perkins, C.E.: IP Mobility Support. RFC 2002. IETF, (1996). IETF. https:
//datatracker.ietf.org/doc/html/rfc2002

[137] Godskesen, J.C.: Observables for mobile and wireless broadcasting systems.
In: Proc. 12th Conference on Coordination Models and Languages (COOR-
DINATION). LNCS, vol. 6116, pp. 1–15. Springer, Heidelberg (2010). https:
//doi.org/10.1007/978-3-642-13414-2 1

[138] Abadi, M., Fournet, C.: Mobile values, new names, and secure communication.
In: Proc. 28th Symposium on Principles of Programming Languages (POPL),
pp. 104–115. ACM, New York (2001). https://doi.org/10.1145/360204.360213

[139] Chrétien, R., Delaune, S.: Formal analysis of privacy for routing protocols in
mobile ad hoc networks. In: Proc. 2nd Conference on Principles Of Security
and Trust (POST). LNCS, vol. 7796, pp. 1–20. Springer, Heidelberg (2013).
https://doi.org/10.1007/978-3-642-36830-1 1

32

https://doi.org/10.1016/j.entcs.2005.12.096
https://doi.org/10.1016/j.entcs.2005.12.096
https://doi.org/10.1016/j.scico.2009.07.008
https://doi.org/10.1016/j.scico.2009.07.008
https://doi.org/10.2168/LMCS-7(1:11)2011
https://doi.org/10.1007/978-3-642-24690-6_7
https://doi.org/10.1007/978-3-642-24690-6_7
https://doi.org/10.1016/j.entcs.2009.06.030
https://doi.org/10.1016/j.entcs.2009.06.030
https://doi.org/10.1017/CBO9780511611063
https://doi.org/10.1145/266420.266432
https://datatracker.ietf.org/doc/html/rfc2002
https://datatracker.ietf.org/doc/html/rfc2002
https://doi.org/10.1007/978-3-642-13414-2_1
https://doi.org/10.1007/978-3-642-13414-2_1
https://doi.org/10.1145/360204.360213
https://doi.org/10.1007/978-3-642-36830-1_1


[140] Kong, J., Hong, X.: ANODR: Anonymous on demand routing with untraceable
routes for mobile ad-hoc networks. In: Proc. 4th Symposium on Mobile Ad Hoc
Networking and Computing (MobiHoc), pp. 291–302. ACM, New York (2003).
https://doi.org/10.1145/778415.778449

[141] Prasad, K.V.S.: A calculus of broadcasting systems. Sci. Comput. Program.
25(2-3), 285–327 (1995) https://doi.org/10.1016/0167-6423(95)00017-8

[142] Roman, G., McCann, P.J., Plun, J.Y.: Mobile UNITY: Reasoning and specifi-
cation in mobile computing. ACM Trans. Softw. Eng. Methodol. 6(3), 250–282
(1997) https://doi.org/10.1145/258077.258079

[143] Chandy, K.M., Misra, J.: Parallel Program Design: A Foundation. Addison-
Wesley, Boston (1988)

[144] Smith, G.: The Object-Z Specification Language. Advances in Formal
Methods. Kluwer, Alphen aan den Rijn (2000). https://doi.org/10.1007/
978-1-4615-5265-9

[145] Smith, G.: A framework for modelling and analysing mobile systems. In: Proc.
27th Australasian Computer Science Conference (ACSC2004). CRPIT, vol. 26,
pp. 193–202. Australian Computer Society, Sydney (2004). http://crpit.scem.
westernsydney.edu.au/abstracts/CRPITV26Smith.html

[146] Wu, X., Sanders, J.W., Zhu, H.: Formal modelling and analysis of AODV.
In: Proc. 18th Conference on Engineering of Complex Computer Systems
(ICECCS), pp. 93–100. IEEE, New York (2013). https://doi.org/10.1109/
ICECCS.2013.22

[147] Kamali, M., Petre, L.: Modelling link state routing in Event-B. In: Proc. 21st
Conference on Engineering of Complex Computer Systems (ICECCS), pp. 207–
210. IEEE, New York (2016). https://doi.org/10.1109/ICECCS.2016.035

[148] Abrial, J.-R.: Modeling in Event-B: System an Software Design. Cambridge Uni-
versity Press, Cambridge (2010). https://doi.org/10.1017/CBO9781139195881

[149] Kamali, M., Petre, L.: Uppaal vs Event-B for modelling optimised link state
routing. In: Proc. 11th Conference on Verification and Evaluation of Com-
puter and Communication Systems (VECoS). LNCS, vol. 10466, pp. 189–203.
Springer, Heidelberg (2017). https://doi.org/10.1007/978-3-319-66176-6 13

[150] Fakhfakh, F., Tounsi, M., Kacem, A.H., Mosbah, M.: Towards a formal model
for dynamic networks through refinement and evolving graphs. In: Revised
Selected Papers from Software Engineering, Artificial Intelligence, Networking
and Parallel/Distributed Computing (SNDP). Studies in Computational Intel-
ligence, vol. 612, pp. 227–243. Springer, Heidelberg (2016). https://doi.org/10.
1007/978-3-319-23509-7 16

33

https://doi.org/10.1145/778415.778449
https://doi.org/10.1016/0167-6423(95)00017-8
https://doi.org/10.1145/258077.258079
https://doi.org/10.1007/978-1-4615-5265-9
https://doi.org/10.1007/978-1-4615-5265-9
http://crpit.scem.westernsydney.edu.au/abstracts/CRPITV26Smith.html
http://crpit.scem.westernsydney.edu.au/abstracts/CRPITV26Smith.html
https://doi.org/10.1109/ICECCS.2013.22
https://doi.org/10.1109/ICECCS.2013.22
https://doi.org/10.1109/ICECCS.2016.035
https://doi.org/10.1017/CBO9781139195881
https://doi.org/10.1007/978-3-319-66176-6_13
https://doi.org/10.1007/978-3-319-23509-7_16
https://doi.org/10.1007/978-3-319-23509-7_16


[151] Ferreira, A.: Building a reference combinatorial model for MANETs. IEEE Netw.
18(5), 24–29 (2004) https://doi.org/10.1109/MNET.2004.1337732

[152] Gurevich, Y.: Evolving algebras 1993: Lipari guide. In: Börger, E. (ed.) Spec-
ification and Validation Methods, pp. 9–36. Oxford University Press, Oxford
(1993). https://www.researchgate.net/publication/2241959 Evolving Algebras
1993 Lipari Guide
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