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Abstract

Fine-grained hardware protection could deliver significant benefitsto soft-
ware, enabling the implementation of strongly encapsulated light-weight ob-
jects, but only if it can be done without slowing down the processor.

In this survey we explore the interaction between the processor’s caches
and virtual memory in traditional as well as research architectures. We find
that while caching and translation mechanisms have received much atten-
tion in the literature, hardware protection mechanisms have remained largely
neglected, with none of the explored architectures providing truly scalable
support for context-sensitive, fine-grained protection.

Based on the insights gained from the survey we outline an approach
which facilitates the construction of simple, yet fast, low-power fine-grained
protection mechanisms for processor cores.
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1 Introduction

Very fine-grained hardware protection of memory objects will support the imple-
mentation of secure componentised systems [DF97], secure sharing of arbitrary
data [WCAO0Z], and better fault isolation [CFO1, SMLEOZ]. However, such pro-
tection is hard to achieve, as it tends to add expensive associative lookups to the
critical path of the processor. The lack of hardware support for fine-grained pro-
tection has meant that recent work has concentrated on software techniques, such
astype safe languages [M1t96] and proof-carrying code [Nec97].

This survey explores the interaction between the processor caches and virtual
memory, critically assessing the suitability of various processor architectures with
respect to realisation of fine-grained protection. We find that none of the explored
architecturesissuitable for providing support for fine-grained protection and sketch
out the requirements for a protection architecture, based on theinsights gained from
the survey, that may fill this void.

In the remainder of this section we briefly outline the organisation of a con-
ventional processor with caches and support for virtual memory, while in Sections
2 and 3 we examine in detail the cache design space and coherence issues respec-
tively. Sections 4 and 5 then explore processor support for the virtual memory
features of translation and protection respectively, and finally Section6 concludes
and outlines areas for future work.

1.1 Processor caches

Modern processors are equipped with both caches and support for virtual memory.
Processor caches improve application program performance by exploiting mem-
ory locality. Locality comes in two flavours: spatial locality, in which memory
addresses near a recently accessed address are likely to be accessed as well; and
temporal locality, where a recently accessed address is likely to be accessed again
in the near future. Caches exploit locality by storing recently referenced blocks
of data in fast memory in or near the processor core. To keep its speed high and
expense low, the caches on the processor are typicaly only afew tens of kilobytes
insize.

When presented with large multi-megabyte and even multi-gigabyte memories,
the coverage of asingle processor cacheisoften insufficient. Therefore one or more
extralevels of cache are added, either to the processor or between the processor and
main memory. Generaly, the further away from the processor’s core a cacheis, the
larger and slower it is. An example of such ahierarchy isdepicted in Figurel. The
first-level (L1) cacheisin the processor, while the second-level (L2) cache resides
between the processor and main memory.

This interaction of faster and smaller memory with progressively slower but
larger memory is generally known as the memory hierarchy. At the top of the hier-
archy are the processor registers which are the fastest, most expensive and smallest
memories, going down the hierarchy are first-level caches, other levels of cache,



main memory and finally disk (when virtual memory is present in the system) as
depicted in Figure 2. The key property exhibited by the memory hierarchy is that
on average a memory accesses approach the speed of the top most level of the
hierarchy, while providing as much storage as the lowest level.

Processor
core

L1 Cache

‘ L2 Cache \

Main
Memory

Figure 1: Example multi-level cache organisation.
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Figure 2: The memory Hierarchy.

1.2 Processor support for virtual memory

The virtualisation of memory enables programs to utilise more memory then is
physically present in the system by multiplexing physical frames of main memory
between a potentially larger set of virtual pages of memory. |nactive pages are

A frameisa contiguous block of physical memory some power of two in size, typically 4KB.



typicaly swapped out from main memory into some form of secondary memory,
typically a hard-disk drive, until they are once again accessed in the future. An
access to a page that is not resident in memory causes an exception, known as a
page fault. The operating system then allocates a suitable free frame. If no frame
is available, a victim page is swapped out. The system then loads (swaps in) the
accessed page into the target frame.

Virtual memory also alows physical frames to be shared between multiple ap-
plications in a secure fashion. For example, the same code might be used by mul-
tiple applications, allowing code frames to be shared. However, the system must
ensure none of the applications modifies the shared code. This can be achieved by
the system marking the shared code pages as read-only or even execute-only.

Because each memory access must be both translated from a virtual address
(VA) to physical address (PA), and have some access rights checked, some kind
of hardware support is required. Such hardware support is typically implemented
by a memory management unit (MMU) either on the processor or between the
processor and main memory.

The MMU, shown in Figure 3, translates virtual to physical addresses and per-
forms protection checks between the processor and main memory. Both the trans-
lations and the access rights are stored in a data structure in main memory, know
as a page table, which is maintained by the operating system. If a virtual page
has no translation associated with it in the page table, or if the access rights are
insufficient, a page fault exception is raised.

[ Processor ]_

VA Page—fqult
exception
MMU
Data TLB
PA
Main
Memory

Figure 3: The memory management unit.

A trandation and protection check must be performed by the MMU on ev-
ery memory access by the processor. Each of these tranglations requires at least
one, if not more, additional memory references to look up the page table. To keep
the number of additional accesses to main memory by the MMU manageable, the



MMU typically implements a cache of transations, known as a translation |ook-
aside buffer (TLB), or page table cache. Each TLB entry contains both the trans-
lation and protection information of the page it coversin virtual memory.

2 Caching

We begin our investigation into the interaction of caching and virtual memory with
the processor cache. A cache is a piece of hardware devoted to storing a limited
amount, typically a subset, of information used by a processor for a particular
purpose. Caches are characterised by high speed accesses and small size. The
larger the cache is, the more it costs in silicon real estate and slower its access
Speed.

A cacheisimplemented asan array of fixed-size lines containing some data and
atag. Thelines are grouped into sets, and an index is used to select a particular set.
Once indexed, the tags are then compared to the address of the current reference, a
match indicating a cache hit.

Caches can store any type of information used by the processor, varying from
instructions and data, to access rights of instructions and data, virtual memory
tranglations or branch prediction tables. In this section wewill restrict our attention
to instruction and data caches.

Regardless of what is being cached, the goal is the same: To improve the av-
erage access latency to the information and thereby allow faster operation of the
processor core. A cache's average access latency can be described as

H+MxR

where H isthe hit access latency?, M the miss cost, and R the miss rate’.

2.1 Cachedesign space

A large number of design choices are available for cache hardware of which Smith
[Smi82] provides a thorough, if dated, survey. In our investigation we will 1ook
into a subset of the these aspects of cache design, in particular how the cache is
addressed, i.e., indexed and tagged. A summary of the design choices is presented
in the following sections. Figure4 illustrates the interaction of the design choices
pertinent to the remainder of this paper.

2.1.1 Addressing

The cache address ismade up of 3 parts: theindex, tag and offset. Firstly, the index
selects the set of lines of the cache that will be examined for a hit. Then, thetag is
compared with the tag stored in each line of the indexed set, to assert a cache hit

2Thisisusually oneto afew processor cycles for first level caches.
3While the term miss rate is commonly used we are really talking about the probability of amiss.
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Figure 4. Cache organisation.

or miss. Finaly, the offset selects the pertinent part of the cache line's data to be
accessed.

Although more general hashing schemes are possible, the index, tag and offset
are usually substrings of the full address. It should aso be noted at this point that
the index and tag can be derived, independently, from either the virtual or physical
addresses used in the processor.

2.1.2 Set associativity

The set associativity of a cache refers to the number of cache lines in a set whose
tags are searched in parallel on areference. When a single line is checked for a
match, the cache is known as a direct-mapped cache. At the opposite end of the
spectrum, a cache in which every line is checked in parallel for a hit is know as a
fully-associative cache. The remaining organisations are collectively referred to as
n-way set-associative caches where n is the number of lines in each set.

Higher-associative designs, in general, exhibit higher power consumption and
slower access speeds, compared to direct mapped and lower associativity caches of
the same capacity. For this reason fully-associative caches are typically small.

The advantage of higher-associative caches is the fact that their hit rates are
inherently higher then those of direct-mapped, and low associative, caches of the
same capacity. This is due to the lower conflict miss rates of caches with higher
associativity. Conflict misses occur when members of the working-set index to the
same cache line.

A fully-associative cache has a single set, hence it has no conflict misses. It
lacks an index address.



2.1.3 Write-through v. write-back

Because data caches can be updated by processor activity, a choice for data consis-
tency between the cache and main memory has to be made. To keep the data cache
and RAM coherent, writes to the cache may aso be sent to the memory controller.
This organisation is known as a write-through cache. While such an organisation
maintains strict coherency, it can lead to a performance bottleneck if writes are
frequent and the difference in speed between the cache and main memory is large.

To overcome this problem, the write-back cache was introduced: Writes only
update the cache, avoiding the bottleneck of main memory bandwidth. Main mem-
ory is updated when a modified (dirty) cache line is evicted from the cache by
the replacement policy or via an explicit flush operation. While write-back caches
improve cache performance, they lead to inconsistencies with main memory that
application software and/or the operating system must be aware of, as we will see
in later sections.

214 Linesize

If asingle word"* of datais stored per cache line, the silicon overhead of the tag, and
any other cache metadata is quite high, compared to the actual data. In addition,
the cache will not take advantage of any spatial locality.

Additionally, line size is influenced by the cost of each memory translation
required to fill, and for write-back caches write out, a cache line. The larger the
cache line, the longer it takes to transfer between main memory and the cache. The
cost of each memory transaction consists of two factors. the constant overhead
of setting up the transaction; as well as the per-word access cost. Current RAM
technologies facilitate burst reads and writes where the cost of accesses the second,
third, etc contiguous word is afraction of the cost of accessing the initial word.

To reduce the cache overheads for a given cache capacity, caches usually store
a collection of contiguously-addressed words. This technique, known as sub-
blocking, increases the size of each cache line while dlightly reducing the size
of the tag. Larger line sizes combined with good spatial locality can significantly
reduce the number of memory transactions in the system while only fractionally
increasing the cost of each memory transaction.

If spatial locality islow, longer line sizes can lead to excessive line fetch over-
headswhere only afraction of the fetched cache lineisactually used. Many modern
systems employ a line size of 4-8 words, balancing out spatial locality and burst
transactions to main memory.

2.1.5 Replacement policy

When areference misses the cache, avictim entry must be selected to free up space
to load the missing reference into. The selection of the victim entry is known as

“Here word refers to the register size of the processor.
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the replacement policy. Some speciality cache organisations generate an exception
on a cache miss, allowing a software handler to select the victim and thus leave
the replacement policy up to the operating system. The disadvantage of software
handlers is that they typically take alonger time to execute and pollute the caches
with instructions and data needed to execute the handler.

2.1.6 Readv. read/write allocation

Allocation of a reference to a cache entry can happen on either a read access, or
read and write accesses of the data.

2.1.7 Split v. unified caches

Cache organisation for data, protection, or trangation can either be unified, as in
the von Neumann architecture for caches, or split into separate instruction- and
data-stream caches, such as the maodified Harvard architecture for caches.

Split caches allow for faster processor cores. This is due to the fact that any
instruction that accesses the data leads to two memory accesses. one for the in-
struction word and a second for the data word. By providing separate caches for
instructions and data the accesses can occur in parallel.

The disadvantage of split cache implementations is the potentia for inconsis-
tencies to arise between the split caches. These inconsistencies occur when data
already resident in the instruction cache is modified, for example in self-modifying
code® or when an executable is first loaded in from disk. Instructions that mod-
ify code words will make those modifications through the data cache, creating the
potential for an inconsistency. Split caches aso incur the power and silicon area
overheads of providing two separately addressed caches.

2.2 Cache coherenceissues

One of the main areas of concern in cache design is cache coherence. An incoher-
ent cache can lead to incorrect data being accessed or valid memory being over-
written by stale data. In this section we summarise the coherence problems that
caches suffer from. Later in Section 2.3 we examine how some coherence issues
are only experienced by particular cache designs, while in Section3 we examine
the different approaches put forward by the literature to ensure cache coherence.

2.2.1 Synonyms

Synonyms, also known as aliases, arise when the same data is accessible via sev-
era distinct addresses. This situation only occurs in virtually indexed caches, as
multiple virtual addresses can refer to the same physical memory.

5Self-modifying code is becoming more common due to of just-in-time (JIT) and dynamic com-
pilation.
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Synonyms reduce the effective size of the cache, as well as causing coherence
issues, since asingle piece of data can reside in multiple cache entries. The reduc-
tion of the effective size, in turn, resultsin an increase of so called capacity misses,
i.e. the missesthat result from the size of the working-set being larger than the size
of the cache.

Synonyms lead to two forms of coherence problems. The first arises from the
simple fact that the same data can reside in more then one cache line. The correct
operation of the system may require that future reads see the most recently updated
copy of the data. The second problem relates to the coherence of the cache and
main memory. It may be additionally required that the most recently updated copy
is written back to main memory, while all other copies are invalidated to ensure
they do not corrupt valid main memory.

2.2.2 Homonyms

A homonym isan address, which, used in different contexts, refersto different data.
Homonyms are a problem unique to virtually indexed, virtually tagged caches (see
Section 2.3.4) and are the result of the same virtual address being used in different
address-spaces, where the virtual-to-physical translations differ.

2.2.3 Multi-cache coherence

When the same data potentially reside in more than one cache, multi-cache co-
herence can become a problem. For example, a modified Harvard architecture
processor or where multiple processors, hence caches, are employed. If the data
is updated in one of the caches, the others may potentially cache a stale copy. Al-
ternatively, where write-back caches are employed, main memory contains a stale
copy of the data. Other caches may then load this stale copy of the datafrom main
memory. In both cases, stale data maybe used. Either the cache architecture itself
or the operating system must take steps to ensure stale copies are either invalidated
or updated.

2.2.4 Direct memory accesses

Further problems arise from 1/O using direct memory access (DMA) with write-
back caches. DMA typically by-passes the caches. Since the most up-to-date copy
resides in the cache and not in main memory, additional steps must be taken to
ensure DMA sees the most recently updated copy.

2.3 Cacheindexing and tagging

The focal point of our investigation into cache design is on how caches are in-
dexed and tagged (see Sections2.1.1 and 2.1.2). For data and instruction caches
of a processor, the index and tag can be based on either physical or virtual ad-
dresses. The choice of the index and tag addresses are independent, leading to
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four possible configurations, each of which we shall examine in turn. Cekleov and
Dubois [ , ] explored the issues relating to virtually-addressed caches
in the context of single- and multi-processor systems. In the following sections
we shall revisit their assessment of the strengths and weaknesses of each style of
indexing and tagging.

While initially limiting our survey to first-level data and instruction caches, in
later sections we will examine caches of protection and translation information.

2.3.1 Physically-indexed, physically-tagged caches

The physically-indexed and -tagged (P/P) cache, commonly known as a physical
cache, has traditionally been favoured by processor designers because it avoids the
problem of synonyms and homonyms.

Virtual Address Virtual Address

| ven |offset] | ven |offset]|

| TLB =
! — TLB Cache

| PFN Offset|

| PPN || P Tag [Data
P/P

Cache
\—l I_l J \ J
) 1

1 1
Perms Data Hit Perms  Hit Data
(a) Sequential lookup (b) Parallel lookup

Figure 5: Physically-indexed and -tagged cache.

However, physical caches have performance limitations. Figure5 shows the
two common configurations available for physical caches. Each configuration has
its own drawbacks.

In Figure 5 (a), the TLB is first used to obtain the physical address which is
then used to index the cache. The problem with such a configuration is that it
either limits the processor’s clock speed (due to the serial ook up of the caches) or
requires the TLB and caches to be placed in separate pipeline stages, lengthening
the pipeline. Elongation of the processor pipeline adds to the penalties of control
flow changes like exceptions and mispredicted branches. This, in turn, can limit
the processor’s performance.
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Figure 5 (b) shows how the TLB and a physical cache can be indexed in par-
allel, removing any speed or pipelining penalties. In this configuration only the
untranslated offset bits of the virtual address can be used in the index. The trans-
lated physical frame number (PFN) is then compared against the physical address
tag (P Tag) in the cache to validate the access. While this configuration avoids the
performance problems of the former, the size of the cacheis limited by

W x P

where W is the associativity of the cache, and P the minimum page size of the
processor core.

The page sizes and cache associativities employed by modern processors might
suggest that the limitations of the parallel configuration are insignificanf. How-
ever, one issue Cekleov and Dubois [CD974] fail to address is the support for
fine-grained protection or translation, down to sizes such as an individual cache
line [Lie96]. In such situations, this size limitation becomes significant. For exam-
ple, assuming a minimum page size of a 64 byte cache line and a set-associativity
of 64, the maximum size of thefirst-level cachesisonly 4KB.

2.3.2 Virtually-indexed, physically-tagged cache

The virtually-indexed, physically-tagged (V/P) cache has long enjoyed popularity
in modern processors as the favoured choice for large, yet fast, first-level caches.
Since the V/P cache is virtually indexed, the cache and TLB lookup can occur in
paralel, as shown in Figure 6. Parallel lookup facilitates cache speed, and since
the index isvirtua, the size of the cache is not limited.

However, V/P caches are not without limitations as they subject to the synonym
problem. Asmentioned in Section2.2.1, synonyms lead to coherence problems and
reduce the effective size of the cache.

In addition to synonyms, mapping coherence is a problem for V/P caches.
When a mapping is modified, the physical tag of the cache lines covered by the
modified mapping becomes stale. The problem istwo-fold: firstly, the old physical
frame may be reused at a different virtual address, if a stale cache entry iswritten
back to main memory it will overwrite the valid data in the reused frame. The
second mapping coherence problem occurs if the cache entry is not written-back
to main memory, leading to the loss of any updates. This results from the fact that
the update does not yet reside in main memory and any references in the cache will
result in amiss, since the cache's physical tag no longer matches the physical page
number (PPN) returned by the TLB. These coherence problems are only an issue
for write-back caches.

The size limitation really only affects first-level caches. Caches further down the hierarchy
are either referenced after the translation step has aready occurred, or the increased access cost is
acceptable.

14
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Figure 6: Virtually-indexed, physically-tagged cache.

2.3.3 Physically-indexed, virtually-tagged cache

A quite unusua cache implementation is the physically-indexed, virtually-tagged
(P/V) cache employed by the MIPS R6000, see Figure 7. It overcomes the size
limitations of a physical cache by employing a new translation cache known as
a TLB dlice [TDF90]. The magjority of the cache's indices are made up of the
untranslated offset bits while the TLB dlice trandates a small number of VPN bits
into PPN bits making up the remainder of the index.

Since the cache is tagged with the virtual address, a hit can be detected with-
out translating the complete virtual address. Because only a partial trandation is
needed, the TLB slice can be quite small and fast, impacting only minimally on the
processor’s cycle time. In particular, because the virtual address is used to validate
the access, the TLB slice can be direct-mapped and avoid a validation tag. If the
entry isincorrect, the cache's virtual-tag mismatch will indicate a miss.

The original proposal cites two major drawbacks of the TLB dlice approach.
Thefirst isthe potentially low hit rate of the TLB slice. The second istheincreased
complexity of acache miss. A cache miss signifies two possibilities:

TLB dicemiss: In this case the TLB dlice contains the incorrect partial transla-
tion, thisisin effect a slice miss masquerading as a cache miss. To validate
this, the full TLB is queri ed’ on acache missto provide the full trand ation.
If the slice entry is mismatched, it is updated and the access retried.

Virtual-tag miss: If the TLB dice contains the correct partial trandation, the
cache's virtual tag missed. This can signify either a real cache miss or a

"This access to the main TLB can result in a TLB miss requiring afull TLB reload.
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Figure 7: Physically-indexed, virtually-tagged cache.

synonym. To address this problem, the cache also contains a physical ad-
dress tag which is compared with the full trandation from the TLB. A match
indicates a hit, in which case the cache's virtua tag is updated, while no
match is an indication of afull cache miss.

In their assessment of the TLB dlice [TDFO0], the authors found that while
instruction references showed high TLB dlice hit rates, data references suffered
from significant misses. The low data hit rate arises from the small, direct-mapped
nature of the TLB dlice. The authors proposed to use the P/V cache as a second-
level cache shielded by avirtual first-level cache to solve the problem.

One weakness of the proposal isits failure to address the issue of how protec-
tion isimplemented. Two TLB-based approaches could be employed.

Accessfull TLB in parallel: By accessing the full TLB in paralel to the cache,
the permission bits can be retrieved in time to validate the access rights to
the cache line. This has the advantage that the physical tranglation is already
available during a cache miss. However, such adesign requires the full TLB
to bein the processor’s critical path, negating of the main benefit of the TLB
dlice.

Store permissionsin TLB dlice: At the cost of a significant increase in silicon
rea estate® of the slice, but for similar speed and power costs, the permis-

8In the R6000’s TLB slice, each entry contains 4 PFN bits. Up to 3 extra bits would be required
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sions can be stored in the TLB dlice entry itself. This option is highlighted
by adotted linein Figure7.

Aswe will see later (Section 5) alternatives to TLB-based protection are also
available.

While the P/V cache paired with a TLB slice overcomes the size limitations
of a physicaly indexed cache, it has a number of clear drawbacks: the cost of
cache miss handling blows out, requiring more complex miss handler hardware; a
physical tag is stored along with the virtual tag, consuming more silicon real estate;
and finally, the directly-mapped nature of the TLB dlice leads to poor hit rates for
data references.

While the above drawbacks are manageable, the issue of protection, particu-
larly fine-grained protection, is not addressed.

2.3.4 Virtually indexed, virtually tagged cache

The virtually-indexed and -tagged (V/V) cache, commonly known as a virtual
cache, has the unique property of allowing both the indexing and tag comparison
of the cache to be completely independent of the TLB (Figure8).

Virtual Address

| vew [offset|

VIV
TLB 7 [l Cache
\ : . y,
| \

PFN Perms Hit Data

Figure 8: Virtualy indexed, virtually tagged cache.

A side effect of this organisation is that TLB lookups are only needed to vali-
date access permissions of the cache reference on a hit. In fact, this can be taken a
step further by completely removing the tranglation step (highlighted by the dotted
lines in Figure 8) from the processor’s core. This facilitates a single fast and large
cache on the critical path of the processor?

While the removal of the TLB from the processor core has advantages (see
Section 4) it leaves the problem of validating the access rights of the reference. We

to store permission information in aunified TLB dlice, nearly doubling its size.
®For now we are ignoring unified caches v. separate instruction/data caches as the choice haslittle
effect on the processor’s core.
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will examine alternative approaches to caching protection information in Section
5.

Wilkes and Sears [\VWS92] claim that virtual addresses are typically longer then
physical ones leading to longer tagsin V/V caches for 64-bit systems. Longer tags
increase the silicon area of the cache and its power consumption without increasing
its capacity, a serious drawback. It should be noted, however, that this expense
comes at the benefit of potentially faster processor architectures.

Virtual caches, like V/P caches, suffer from the synonym problem, and in ad-
dition the homonym problem. The homonym problem is particularly nasty due to
the fact that, without some hardware support, the only way to effectively deal with
homonyms is to flush them from the cache on every address-space context switch.

An advantage of the V/V cache over the V/P cache is that mapping consistency
is no longer a problem. This, however, comes at the cost of an additional TLB
reference on a cache miss. During a cache miss, if the victim entry needs to be
written back to main memory, a TLB lookup must occur to find the physical write-
back address. An aternative to the additional TLB lookup is to store the physical
address in the cache line, facilitating write back without the additional trandation,
albeit at the expense of more silicon real-estate.

As Cekleov and Dubois [CD97h] note, these drawbacks have prevented virtual
caches from widespread use in modern processors for the data cache. However,
they are often the used for instruction caches and have found much attention in the
research community.

3 Handling cache coherency

A large number of approaches have been described in the literature for dealing with
the coherence issues outlined in Section2.2. Theam hereisnot to investigate them
thoroughly but to summarise the general approaches and their limitations. Many,
but not all, of these are covered in [CD97a, CD97h].

3.1 Synonym avoidance

A number of techniques exist to avoid synonyms altogether. Firstly, synonymsin
the cache can be avoided by marking them uncachable. Such a scheme, however,
leads to poor performance where the data is accessed frequently.

Another approach is to handle inter-address-space synonyms by flushing the
cache on each address-space context switch. While such a scheme has the benefit
of dealing with homonyms aswell, it fails to handle intra address-space synonymes,
and can lead to poor cache performance and high context switch costs for write-
back data caches [\VWHOO, WTUHO03].

Finally, synonyms can be avoided by various alignment restrictions, like ensur-
ing the superset bits'® of the VPN trandate to the same way for all synonyms of

0The superset bits of aV/P cache are those bits of the VPN used to form part of the index address,
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any given piece of physical memory. While this somewhat restricts OS memory
management, it otherwise exhibits no run-time costs.

3.2 A singleglobal address-space

An effective way of handling synonyms and homonyms in the cache isto simply
remove the need for them. This can be achieved by using a single global address-
space to address the cache.

Two basic approaches to realising a single address-space addressing of the
cache exist, one software based, the other hardware based. The software-based
approach isthat of the single-address-space operating system (SASOS) [CLFL94,
HEV™98]. In a SASOS, all applications run in the same address-space, abolish-
ing homonyms and removing the need for synonyms. SASOSes have yet to gain
widespread popularity.

The alternative is to provide some form of segmentation hardware. Since the
aimisto provide asingle address-space view, to the caches, this segmentation hard-
ware must be on the critical path of the processor, before the cache isindexed. To
this end segmentation provides a per-task/process view of the larger single address
space used to look up the caches. In the following sections we will examine the
different approaches to hardware segmentation mechanisms.

3.21 Address-spaceidentifiers

Thefirst and simplest form of segmentation isto prepend the virtual address with an
address-space identifier (ASID), producing a unique, global address for the cache
tags. On a cache reference the virtual address is tagged with the processor ASID
register before being presented to the cache (Figure9). ASIDs are used by many
RISC architectures (MIPS, Alpha, SPARC, etc) because of their simplicity.

Global address
ASID | Virtual address

Figure 9: ASID-based global address.

Such a scheme leads to both fast hardware and fast context switches, as the
additional cost of saving/restoring the ASID register on a context switch is mini-
mal. Each address space is then a segment of afixed size which is mapped into the
cache’s global address-space as shown in Figure10.

ASIDs handle the homonym problem by transforming it into a synonym prob-
lem. Thisis achieved by taking a context-specific address and transforming it into
aunique, global address, by concatenating the ASID with the virtual address. This

see Figure 6.
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Figure 10: ASID-based segmentation.

form of segmentation, however, does not remove synonyms and also has the un-
fortunate side effect of turning virtual memory references shared between multiple
address-space contexts into synonyms, generating additional coherence issues.

For systems where sharing isinsignificant, ASIDs provide an effective solution.
However, as soon as heavy sharing occurs between address-spaces, performance
suffers. Handling of synonyms remains an issue to be dealt with via an alternative
method.

To deal with the issue of sharing, many processors using ASIDs support a
coarse-grained form of sharing, where one special ASID indicates that the address
is accessible to all address-spaces. While thisis useful for operating system con-
structs, it is not sufficiently general for sharing between user-level applications,
without per-context protection.

One approach to overcoming the problem of aliases in ASID-based systemsis
the common-mask scheme [ ], where the ASID tag is generalised to be either
an address-space identifier or akind of shared domain identifier. The distinction is
made viaan additional selector bit in the tag. The processor’'s ASID register isthen
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extended by a shared domain identifier, allowing each process to access a single,
unique ASID and one shared domain. While this approach is more general than the
plain ASID approach, once again, it is not general enough as only a single shared
domain is available.

3.2.2 Segment registers

A more general form of segmentation than ASIDsis the segment register approach
employed by such architectures asthe PA-RISC [ ee89], Itanium [Int00] and Pow-
erPC[MSSW94]. Inthisscheme, the most significant n bits of the virtual addresses
form an index into a small segment-register file. Each entry expands to an m-bit
segment number (Seg #), which is prepended to the remaining bits of the virtual
address (segment offset) to form the global address as shown in Figurell.

Virtual address
|Reg |Seg offsetl

|Seg #l Seg offset

Global cache address

Figure 11: Segment registers.

The advantage of this scheme isthat it allows each address space to access up
to 2" equally-sized segments. This can be used to remove both homonyms and
synonyms which are at equal offsets from the start of their segments.

The drawbacks, however, should be clear: Firstly the multiple segment reg-
isters add additional address-space context to be switched. The tradeoff is. a
smaller number of segment registers, hence smaller context restricts the number of
uniquely addressable shared segments; on the other hand, increasing the number of
segment registers increases both the silicon area of the segment register file and its
associated address-space context. Secondly, only segment-aligned synonyms be-
tween address-spaces are removed, which severely limits the applicability of this
form of segmentation for removing synonyms.

The PA-RISC has 4 segment registers, each either 16- or 32-bits wide to gen-
erate a 48- or 64-bit global address, while the Itanium employs 8 region registers,
each between 18- and 24-bits to provide up to 85-bits of globa address space. The
PowerPC architecture utilises 16 segment registers, each 24-bits wide to generate
a 52-bit global address space. In each of these systems the caches are physically
addressed, hence the global addresses are used for TLB lookups only.
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3.2.3 Segment tables

More general than asmall, fixed set of segment registersisthe use of ageneralised
segment table, such as that used by the PowerPC 64 architecture [VISSW94]. A
segment table is similar to the page tables found in most modern systems, but
typically maps larger regions.

While segment tables can support arbitrary (base, limit) address pairs, in prac-
tice segment sizes are usualy limited to large, fixed-sized powers of two. This
greatly simplifies the segmentation hardware.

Similarly to a page table, the segment table needs to be accessed on every
memory reference. To avoid the multiple memory accesses required to lookup
the segment table entry on each memory reference, the PowerPC 64 architecture
employs a segment look-aside buffer (SLB), similar to a TLB, to cache the most
recently referenced segments. The SLB can be made valid across all address-space
contexts by adding an ASID style tag the SLB.

This form of segmentation allows a much more fine-grained approach to syn-
onym and homonym management, lower address-space context costs and makes
wide-spread usage of shared segments practical.

The problem with such an approach, however, is the fact that it simply sub-
stitutes the TLB with another cache of similar complexity and coverage, the SLB.
This negates any benefit virtual caches have in alowing the TLB to be removed
from the critical path.

3.2.4 Thoughtsregarding segmentation

As we have seen, hardware segmentation approaches can handle synonyms and
homonyms to varying degrees by remapping the virtual address space into asingle
address space, which is used to address the caches.

The limitation is that, as the techniques provide more general support in han-
dling of synonyms and wide-spread sharing, the hardware involved approaches the
complexity of aTLB, adding yet another cache to the processor’s critical path. Ad-
ditionally, only inter address-space synonyms are removed, while synonyms within
the same address-space remain an issue.

3.3 Reverse maps

An alternative approach to remapping virtual addresses for removing synonyms
is that of reverse maps. Reverse maps work by only alowing a single copy of a
synonym to reside in the cache at any time. To facilitate this, a directory of some
sort has to be maintained on the cache-miss path which keeps track of the active
aliases for each synonyms in the cache.

Cekleov and Dubois [CD972] divide reverse maps into two basic implementing
approaches, which are defined bel ow.
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3.3.1 Back-pointers

The easiest implementation of reverse maps is in systems with a second-level
cache. When afirst-level cache miss goes to the second-level cache, the account-
ing info of the second-level cache line contains the location of the first-level cache
entry, if any, that is a synonym of the line that generated the original miss. If such
a synonym is present, the miss handling hardware loads the cache line from the
first-level synonym, rather than the second-level cache. The old synonym is then
invalidated to ensure the uniqueness property in thefirst-level cache. Thisextraac-
counting information is represented by a back-pointer added to each second-level
cache line. The back-pointer consists of a valid bit and the address of the line in
the first-level cache, containing the synonym.

For such a scheme to work, the cache organisation must have the following
properties: firstly, the second-level cache must beinclusive, that is, if alineresides
in the first-level cache, it must also reside in the second-level cache; secondly,
synonyms in the second-level cache must be avoided. This is usualy facilitated
through the use of a P/P second-level cache.

A bonus of this approach is that if a unified second-level cache is used, asis
typically the case, instruction and data cache coherency can be maintained as well.
Expanding the back-pointer by a single bit allows it to indicate in which first-level
cache the synonym resides.

The only drawback, besides the requirement of a specific kind of second-level
cache, is that for systems in which software avoids synonyms and manages in-
struction/data cache consistency, significant amount of extra hardware is needlessly
present.

3.3.2 Dual directories

An dternative to back-pointers isto have a cache dedicated to storing the addresses
cached by thefirst-level cache lines. Such acacheisknown asadual directory. The
dual directory is usually a P/P cache, which isidedly fully-associative and has as
many entries as there are active synonyms.

The cost of adual directory can be reduced by reducing its size or associativ-
ity. This leads to the possibility of dual-directory misses, the handling of which
requires a victim entry to be selected and replaced. This eviction additionally re-
quires the eviction of the first-level cache entry it covers, a process known as pair
eviction. Pair eviction can lead to the underutilisation of the first-level caches.

While a dua directory might seem to be overkill for uniprocessor systems,
when paired with bus snooping protocols, such an approach can provide multi-
cache and DMA coherence. It is aso worth noting that the dual directory isnot on
the processors critical path. It is only accessed on each cache miss or bus transac-
tions.
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3.3.3 Thoughtsregarding reverse maps

Reverse maps employ additional hardware resources to handle synonyms, in gen-
eral by ensuring only asingle diasis active at any one time. In particular, reverse
maps can ensure multi-cache and DMA coherence for bus-snooping-based sys-
tems. In such systems all bus transactions are snooped by either the second-level
cache or al the dual-directories. If the address of the transaction hitsin the reverse
map, the respective first-level cache entry is either invalidated (in the case of write
transactions) or used instead of the copy in main memory and then invalidated (for
read transactions).

A side effect of the reverse map approach is that read-only data which may
safely reside in multiple caches is forced to reside in, at most, a single cache
line. This restriction reduces the access performance of widely shared read-only
data. Most bus snooping based systems overcome this problem viawrite-update or
write-invalidate protocols [Sch94] which allow read-only datato reside in multiple
caches, unlike the access-invalidate scheme outlined above. Note that only asingle
alias of a synonym may be active per reverse map.

While reverse maps do not lie on the processor critical path, they are still fairly
expensive in terms of silicon area and power consumption. They also fail to deal
with homonyms.

3.4 Protection-based approaches

Work with the Mach kernel [\WB92] demonstrated that a carefully designed ker-
nel could utilise the processor’s virtual memory mechanisms to enforce coherence.
Their prototype efficiently managed synonyms as well as mapping and DMA con-
sistency on a processor with virtually-indexed write-back caches.

Similar work [VWHOO, WTUHO3] has demonstrated that such protection-based
approaches can, together with careful address-space layout, manage homonyms
effectively. This technique attempts to lay out al processes without overlap in the
address space, smilar to a SASOS, handling any unremovable homonyms with
virtual memory protection mechanisms.

3.5 Multi-cache coherence of virtual caches

Many coherent multi-cache systems that employ virtual caches tag each cacheline
with aphysical address, in order to ensure multi-cache coherence as well as poten-
tially handle synonyms. An example of such a system is the SPUR [KEW " 85],
which went as far as broadcasting both the virtual and physical addresses on the
system bus. The problem with such approaches is the increased silicon area of
the cache, as well as the expense of increased bus transactions. It aso intro-
duces the mapping consistency problem (Section 2.3.2), which V/P caches suffer
from [CD974].

The motivation for such approaches is the P/P nature of the dual directories
used for cache coherence. However, a dual directory may itself be implemented
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asaV/V cache, providing multi-cache coherency based on virtual addresses. Such
systems require only virtual addresses to be published on the system bus. The
drawback is the dual directory no longer manages synonyms. A less problematic
side effect is that each addressable device on the bus must either be mapped to a
fixed location in the virtual address space, or have some kind of translation func-
tionality.

3.6 Alternative synonym handling approaches

There is an abundant amount of literature covering hardware techniques to man-
age synonyms in virtually address caches, for further references see Cekleov and
Dubois's survey [CD97a, CD970].

3.7 Coherencefor network-based interconnects

The use of virtual addresses in network interconnected multi-processor, multi-
cache architectures is a more recent area of research (see Section4.2). While this
is clearly tied into the future direction of this work, it is beyond the scope of this
report and will have to be revisited later.

4 Trandation

Section 3 introduced address translation, the process of deriving the physical ad-
dresses (PA) used to access main memory, from program-visible virtual addresses
(VA). We have already seen that the cache architecture determines where this step
occurs in the processor. In this section we will outline the design of conventional
tranglation architectures, namely the TLB, and examine their properties in rela
tion to the cache design issues we have explored. While a detailed analysis of
alternative tranglation architectures is beyond the scope of this investigation, we
will outline some of the alternatives to TLB-based translation and attempt to draw
some conclusions from this.

4.1 Translation look-aside buffers

Before examining the aternatives, let us take a close look at some of the properties
of modern TLB design. Typically, the TLB is on the processor’s critical path,
trandating VA — PA in pardlé to the first-level cache indexing. On physically
tagged cache architectures, the resolving TLB entry is used to validate both the tag
and the access rights, while on virtually tagged ones the TLB is simply referenced
to validate access rights on a cache hit.

Some key points to note about the design of conventional TLBs are explored
in the following sections.
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4.1.1 Homonyms

TheTLB isavirtua cache, henceit suffers from synonyms and homonyms. Homo-
nyms in the TLB arise from address-space switches. Typically, they are dealt with
via some form of hardware segmentation, ASIDs, segment registers, etc. Some ar-
chitectures, like the x86 [ nt0Z], provide little or no hardware support for handling
TLB homonyms, so the operating system must either invalidate the TLB on each
context switch, or aternatively, the hardware has to flush them when the register
containing the page table pointer is modified. The leads to potential performance
problems.

4.1.2 Synonymsand coherence

If apage is shared, multiple TLB entries will be used to map it. These synonyms
in the TLB lead to mapping consistency issues. If a shared mapping is unmapped
or remapped, multiple TLB entries potentialy cover the mapping. All of these
may have to beinvalidated or updated, for example when aframeis preempted and
reused.

Furthermore, TLBs suffer multi-cache coherence issues similar to those of data
caches. For example, if an address-space has run on multiple processors and a page
is unmapped or remapped, the system must ensure that TLB entries of all proces-
sors potentially covering the mapping are invalidated or updated. Typicaly, hard-
ware does not ensure TLB coherence, so operating system software must ensure
it through techniques such as TLB shootdown [BRG™89] where each processor
potentially mapping the effected page is interrupted and stalled until al processors
have updated their TLBs.

4.1.3 Mixed page-size support

The inadequate coverage of modern TLBs has been highlighted by several studies
[CBJ92,HH93, Tal 95, K S0Z]. One approach to improving the coverage of the TLB
is to support a number of different page sizes, alowing the TLB to map more
physical memory without increasing the number of entriesin the TLB [TKHP9Z].

This issue of support for mixed page sizes is of particular interest, as it high-
lights one of the main limitations of modern TLB design. Talluri et a. [TKHP92]
show that support for more then two page sizes is generally facilitated via the use
of fully-associative TLBs. In such organisations, the content-addressable-memory
(CAM) cell of the TLB utilises the size mask of the entry to mask out the relevant
bits of the virtual address before the tag match is performed.

The limitation of such an organisation is that the TLB’s size is restricted due
to its fully-associative nature. Increasing the number of entries in the TLB has a
detrimental effect on its size, power consumption and speed. To help solve this
problem, the TLB either needs to be removed from the the processor core or have
its associativity lowered. The latter makes support for multiple page sizes trouble-
some.
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4.2 Off-coreTLBs

Thefirst alternative to having the TLB on the processors core, known as an on-core
TLB, isto move the TL B from the processor to a place further down the memory hi-
erarchy. A particularly interesting approach cited by Cekleov and Dubois [CD97h]
isthat of in-memory translation [Te! 90] in which the TLB is pushed right down to
main memory, and virtual addresses are used on the main memory bus.

Such an approach not only removes the TLB from the critical path, easing the
constraints on its size, power and speed, it aso eliminates the TLB consistency
problem, even with DMA. Cekleov and Dubois claim:

A virtual-address bus combined with virtually addressed memory banks
is a very attractive design point for cache-based multiprocessors that
has not been fully explored.

Some recent approaches in the literature are even examining the applicabil-
ity of utilising virtual addressing in network-interconnected, multi-cache systems
[QD98,QD01].

4.3 EliminatingtheTLB

An aternative approach isto eliminate the TLB atogether. Two methods for elim-
inating the TLB stand out in the literature, which we will examine briefly.

431 In-cachetranslation

The first steps towards eliminating the TLB where made by the SPUR worksta-
tion's in-cache translation mechanism [WEG " 86], in which the processor’s first-
level cacheis used for data, aswell as trandation information.

In the SPUR, a cache miss is handled by first applying the miss address to a
hardware translation walker. This walker then traverses a hierarchical page table
in-cache. Thewalker can generate recursive cache misses up to the root of the page
table, whose physical address is stored in a special processor register.

SPUR'’sin-cache translation mechanism overcomes many of the limitations of
conventional TLBs. Because the SPUR provides multi-cache coherency, transa-
tion coherency is a side effect; and tranglation coverage is dynamically traded off
with data coverage. Since a cache line istypically much longer then asingle trans-
lation entry, in-cache tranglations automatically provides sub-blocking [TH94],
where a single entry stores multiple translations.

However, such an approach is not without its drawbacks. For example, without
afully-associative first-level cache, support for mixed page sizes is problematic.

4.3.2 Software managed translation

A particularly novel approach to trandation is that of software-managed address
translation [JVI01], in which cache misses raise an exception and are handled by
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software. The arguments for such an approach:

Replacement policy: The caches replacement policy is totally in control of the
operating system, allowing working set profiling and maintenance. Such
control can potentially lead to higher hit rates and more effective cache util-
isation.

Increased page table flexibility: By minimising the hardware constraints on page
table structure, more efficient support for large and sparse address-spaces,
super-paging becomes possible. Fine-grained translation down to the granu-
larity of asingle cache line also becomes a possibility.

However, such an approach is limited by its impact on the cost and frequency
of cache misses. In particular, the cache-miss-exception handler must be fast, and
a large second-level cache is required to offset the increased miss penalty with a
lower missrate. Additionally, some mechanism must be available to pin part of the
exception handling code into the cache.

4.4 Thoughtsregarding transation

All of the above approaches to removing the TLB from the processor core employ
virtual caches. However, such systems leave the issue of validating access permis-
sions for first-level cache references unresolved. The SPUR, for example, utilised
four segment registers to restrict access, while Jacob and Mudge's software trans-
lation scheme use PowerPC segments in a similar way. These methods facilitate
only coarse-grained protection.

These schemes will work well if we can de-couple protection and trand ation.
The challenge is then to provide some kind of access rights cache that exhibits
more effective coverage than an on-core TLB, while enabling more fine-grained
protection.

5 Protection

We conclude our survey with an examination of the different approaches to protec-
tion in architectures where trandation has been removed from the processor core.
Our aim is to discover an approach which is cheaper, smaller and faster than a
conventional TLB, while providing better coverage and more flexible protection.

5.1 In-cache accessrights

In their study of software-managed translation, Jacob and Mudge [JV101] proposed
to provide protection down to a single cache line by storing the protection bits in
the cache line itself.
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While an attractive idea, such a scheme suffers from two major problems.
Firstly, protection updates are potentially very expensive. As a protection update
covers from zero to al cache lines, each cache line must be accessed and updated.

The second issue relates to fine-grained per-context protection. Protection bits
in the cache provide no mechanism for sharing a cache line between separate ad-
dress spaces with different access rights. As mentioned earlier, Jacob and Mudge
provided per-address-space protection through the use of the PowerPC segmenta-
tion mechanisms. Such an approach, while allowing fine-grained protection on a
global basis, still provides only course-grained protection on a per-context basis.

5.2 Segmentation-based protection

Access rights can be supplied by hardware segmentation, as we have seen from
some of the above systems. However, the same problems identified in Section3.2
come into play, basically that segmentation-based approaches either lacks flexibil-
ity or performance. Segmentation-based access rights would either be too course-
grained or would result in hardware of similar complexity and expense to that of a
conventional TLB.

5.3 Protection look-aside buffer

In order to facilitate the use of virtual-cache architectures with support for per-page
and per-domain access rights, Koldinger el a. [KCE9Z] put forward the proposal

of a protection look-aside buffer (PLB). The design of the PLB isidentical to that
of aconventional TLB, except that the physical-address part of each PLB entry is
dropped. This leads to cache organisation as depicted in Figurel2. The PLB was
put forward as a suitable protection architecture for processors aimed at SASOSes.

Virtual Address

1 1

Perms  Hit Data

Figure 12: PLB-based cache organisation.

Such an approach has several advantages over aconventional TLB-based archi-
tecture. Firstly, the use of a PLB completely decouples protection from trandation,
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alowing the employment of an arbitrarily small protection page size at the cost
of reduced coverage. The selection of the minimum page size for protection is
completely independent from the translation techniques employed by the system.

The PLB, like its cousin, the TLB, can aso increase its coverage by providing
support for mixed protection-page sizes. In addition, migration of virtual address-
space regions to different protection page sizes avoids the problems associated with
migrating to different translation page size. In particular, migrating from a smaller
to alarger page does not require the allocation of large contiguous areas of physical
memory and resulting copying of data.

The main point to note at this stage is that the PLB will suffer ssmilar coverage
problems as a conventional TLB. Mixed page sizes will require full associativity,
limiting the PLB’s size, while supporting a single size imposes a hard limit on
the granularity of protection, requiring a hardware decision to be made for the
granularity v. coverage tradeoff.

Some other advantages cited by Koldinger's proposal include the reduced sil-
icon of the PLB v. a TLB of the same coverage, as well as support for shared
memory. Wilkes and Sears provide acritical qualitative comparison of the PLB ap-
proach to the protection architecture employed by HP's PA-RISC [WS92]. While
this report presents some questionable comparisons, their comments regarding the
comparative sizes of virtually-addressed v. physically-addressed tags merit atten-
tion.

Although the PLB itself requires a smaller silicon areathen an equivalent TLB,
the use of a virtual cache will result typicaly in larger cache tags which has a
detrimental effect the silicon area, power consumption and speed of the cache.

While this is qualitatively clear, only quantitative simulation results can truly
evaluate its effects. For example, modern processors support larger and larger
physical address spaces, reducing the effects of virtual v. physical tags for the
cache.

531 RangePLB

An interesting extension to the PLB design is that of the range PLB (RPLB)
[SM99], which, in addition to access rights, provides protection domain rights,
facilitating potentially light-weight protection domain context switches. The in-
herent complexity of the RPLB raises serious doubts about the possibility of de-
signing an RPLB suitable for a processor with a very high clock rate, and Skousen
and Miller’s simulations do not aleviate this fear.

5.4 Protection keys

It seems fairly clear that Intel’s new Itanium [Int00] architecture’s protection-keys
are based on Wilkes and Sears's critique of the PLB v. the HP PA-RISC protection
architecture [\WS92]. The organisation of the Itanium’s caches isoutlined in Figure
13.
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Figure 13: Itanium cache organisation.

In Itanium™, TLB entries are tagged with a protection key which is used to
index into a set of protection-key registers (PKR). The PKR is asoftware-managed,
fully-associative cache with no context-specific tags. Of particular noteisits small
sizerelative to the number of protection keys, only 16 entries on the first generation
Itanium-1 processors, compared to the 2'® supported protection-keys.

Because the PKR is indexed after a TLB lookup, the TLB and PKR lookups
are serialised, requiring the accumulative time of both lookups to be achievable in
asingle clock cycle or for them to be pipelined. On a hit, the PKR entries access
rights are AND-ed with the access rights stored in the TLB entry. Because the
PKR entry only conveys access rights, the cache lookup is not dependent on the
PKR lookup. Invalid accesses can then be aborted in the pipeline stage after the
relevant memory access stage.

The small size of the PKR could be influenced by the following design choices:
firstly, the choice of a fully-associative cache inherently limits its size and speed;
secondly, the lack of context-specific tags means the PKR must be invalidated or
saved on every context switch, leading to additional overheads. Neither of these
are inherent limitations of the protection key approach.

The benefits of Itanium’s protection keys lie in the fact that they facilitate a
partial de-coupling of protection and trandation, while maintaining a small tag
size. This approach has a few drawbacks, some general to the approach, others
specific to this particular implementation.

Because the protection keys tag TLB entries, the TLB is still on-core, leading
to the problems we have discussed previously. Some additional problems also exist

"The size and associativity of the first-level caches on the Itanium-1/2 indicate that they are P/P.
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which we will discuss.

While the protection keys partialy decouple protection and trangation, there
is still a strong link between them, in particular, the minimum protection granu-
larity isthat of asingle TLB entry. Thisis obviously not suitable for fine-grained
protection.

In addition, no hardware support is provided for retagging TLB entries with
new protection-keys when a protection object is split up, although software tech-
niques can achieve this at the cost of more complex key management.

All of this comes at the cost of yet another cache on the processor core!

5.5 Thoughtsregarding protection

Wilkes and Sears [\WS92] make an interesting statement that has formed much of
the motivation of this exploration.

The intellectual attractiveness of associating per-page memory access
rights with the process is undeniable: it is a very simple, straightfor-
ward model. Unfortunately, it is potentially expensive to implement,
and the real issues arise in determining what to compromise in imple-
menting an efficient approximation to it.

The problem isthat all the protection architectures presented here make arch-
itecture-level compromises. None provide an architecture which allows operating
system policies to control the various trade-offs. While policy-free architectures
are impractical, it is never-the-less a worthy aim to try to push policy decisions
from the hardware into the system software.

If we focus our attention on the PLB and Itanium protection-key approaches,
we can highlight these architectural-level compromises.

The PLB, while de-coupling protection from translation, results in hardware of
similar power, size and speed constraints as that of a conventional TLB. The de-
coupling, however, presents the hardware designer with the tradeoff of protection
granularity v. coverage.

The Itanium protection-key approach presents a different compromise, one of
protection-object coverage v. context-switch costs. Additionally, this approach
fails to deliver true de-coupling of protection and translation or fine-grained pro-
tection, because protection-keys are still tied to the (coarse-grained) TLB.

6 Conclusions and future work

This study illustrates some of the many interactions between caches of data, trans-
lation and protection information. In particular it has highlighted that virtual caches,
combined with a fast and flexible protection cache and an off-core transation
scheme, are an attractive basis for faster and lower-power processor cores with
support for fine-grained protection.
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Out of the architectures surveyed only the PL B-based and protection-key-based
ones approach approach the properties desirable for fine-grained protection. How-
ever, neither approach would appear to scale well, as the PLB involves the same
trade-offs as a TLB, while protection keys are coupled to the TLB, keeping the
TLB on-core.

If welook at the PLB and protection-key architectures, we find amix of the de-
sired properties. Hence, we define a basis for an alternative protection architecture
incorporating aspects from both, see Figure 14. In this organisation we associate
the name of the object being protected with the cacheline that it resides in. This
name is then is then concatenated with a context identifier before being used to
index a protection-key cache (PKC), where the access rights are stored.

Virtual Address

| Address |
‘l,:l_

VIV
Cache

v
PKC

\ J

1 1

Hit Perms Data

Figure 14: Alternative protection architecture.

The PKC architecture allows per-context protection attributes to be associated
with data down to the granularity of a single cacheline. Unlike the PLB, the PKC
need not be fully associative, as mixed page-sizes are not required. Hence, the
PK C should scale better then a PLB.

A number of gquestions remain to be answered though. While the PKC may
provide the the key to fast cores, where and how does VA — objectname trans-
lation occur? How can sub-cacheline object names be stored efficiently in the
caches? Given the ability to remove the TLB from the core, what address trans-
lation method is most appropriate to replace it? Can synonyms and homonyms
be effectively managed or even removed by software, or is some form of hardware
support preferential? And how can the virtual address space form the basis of cache
coherence across network-based interconnects?

Finally, how can an operating system kernel most effectively exploit and export
these hardware mechanisms, allowing performance tradeoffs to be made by high-
level user policies?
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Some of these questions are currently being explored in work to provide fine-
grained protection through a PKC-based mechanism [WWTHO3]. Future work
will aim at bringing these protection techniques together with new coherence tech-
niques for virtually-addressed caches in multiprocessor systems, exploring the new
applications of fast and flexible protection made possible by such architectures.
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