L 4 Reference M anual
Alpha 21x64

Danid Potts, SSimon Winwood, Gernot Helser

UNSW CS&E Technical Report TR-0104
April 2001

disy@cse.unsw.edu.au
http://www.cse.unsw.edu.au/~disy/

Operating Systems and Distributed Systems Group
School of Computer Science and Engineering

The University of New South Wales

UNSW Sydney 2052, Australia







Note

This document describes release 2.0 of the L4 microkernel for the Alpha microprocessor family. It
is based on the L4/x86 reference manual Version 2.0 by Jochen Liedtke and the L4/MIPS R4x00
reference manual Version 1.0 by Kevin Elphinstone, Gernot Heiser and Jochen Liedtke, modified
as appropriate to describe the Alphaimplementation.

Comments and critiques, as well as proposed additions and alternatives for future versions are
most welcome.

The source code for L4/Alphais available free of charge under the terms of the GNU General
Public License. To obtain the source check http://l4alpha.sourceforge.netorhttp:
//www.cse.unsw.edu.au/ disy/L4/. Future versions of this document, as well as related
documents and tools, will be available from the source distribution sites.

How To Read This Manual

This reference manual consists of two parts, (1) a processor-independent description of the princi-
ples and mechanisms of L4, (2) a detailed Alpha processor-specific description.

Where L4/Alpha differs from L4/MIPS or L4/x86 significantly, or something is partially or
completely unimplemented, then an implementation note appears asbelow. Thereisalso asummary
of various implementation details in section 2.1.

Alphalmplementation Note: ‘ Thisiswhat an implementation note looks like.
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Chapter 1

L4 in General

1.1 Basic Concepts
The following section contains excerpts from [Lie93b, Lie93a, Lie95].

We reason about the minimal concepts or “primitives’ that a u-kernel should implement® The
determining criterion used is functionality, not performance. More precisely, a concept is tolerated
inside the u-kernel only if moving it outside the kernel, i.e. permitting competing implementations,
would prevent the implementation of the system’s required functionality.

We assume that the target system has to support interactive and/or not completely trustworthy
applications, i.e. it has to deal with protection. We further assume that the hardware implements
page-based virtual memory.

One inevitable requirement for such a system is that a programmer must be able to implement
an arbitrary subsystem S in such away that it cannot be disturbed or corrupted by other subsystems
S’. Thisis the principle of independence: S can give guarantees independent of 3. The second
requirement is that other subsystems must be able to rely on these guarantees. Thisisthe principle
of integrity: there must be a way for S; to address S, and to establish a communication channel
which can neither be corrupted nor eavesdropped by S'.

Provided hardware and kernel are trustworthy, further security services, like those described by
[GGKL89], can beimplemented by servers. Their integrity can be ensured by system administration
or by user-level boot servers. For illustration: a key server should deliver public-secret RSA key
pairs on demand. It should guarantee that each pair has the desired RSA property and that each pair
is delivered only once and only to the demander. The key server can only be realized if there are
mechanisms which (a) protect its code and data, (b) ensure that nobody €lse reads or modifies the
key and (c) enable the demander to check whether the key comes from the key server. Finding the
key server can be done by means of a hame server and checked by public key based authentication.

1.1.1 Address Spaces

At the hardware level, an address space is amapping which associates each virtual pageto aphysical
page frame or marks it ‘non-accessible’. For the sake of simplicity, we omit access attributes like
read-only and read/write. The mapping isimplemented by TLB hardware and page tables.

The u-kernel, the mandatory layer common to all subsystems, has to hide the hardware concept
of address spaces, since otherwise, implementing protection would be impossible. The j-kernel
concept of address spaces must be tamed, but must permit the implementation of arbitrary protection

YProving minimality, necessarity and completeness would be nice but is impossible, since there is no agreed-upon
metric and all is Turing-equivalent.



(and non-protection) schemes on top of the p-kernel. It should be ssmple and similar to the hardware
concept.

The basic idea is to support recursive construction of address spaces outside the kernel. By
magic, there is one address space o, which essentially represents the physical memory and is con-
trolled by the first subsystem S,. At system start time, all other address spaces are empty. For
constructing and maintaining further address spaces on top of ¢, the u-kernel provides three oper-
ations:

Grant. The owner of an address space can grant any of its pages to another space, provided the
recipient agrees. The granted page is removed from the granter’s address space and included into
the grantee’s address space. The important restriction is that instead of physical page frames, the
granter can only grant pages which are already accessible to itself.

Map. The owner of an address space can map any of its pages into another address space, provided
the recipient agrees. Afterwards, the page can be accessed in both address spaces. In contrast to
granting, the page is not removed from the mapper’'s address space. Comparable to the granting
case, the mapper can only map pages which itself already can access.

Flush. The owner of an address space can flush any of its pages. The flushed page remains accessi-
ble in the flusher’s address space, but is removed from al other address spaces which had received
the page directly or indirectly from the flusher. Although explicit consent of the affected address-
space owners is hot required, the operation is safe, since it is restricted to own pages. The users of
these pages already agreed to accept a potentia flushing, when they received the pages by mapping
or granting.

Reasoning

The described address-space concept leaves memory management and paging outside the u-kernel;
only the grant, map and flush operations are retained inside the kernel. Mapping and flushing are
required to implement memory managers and pagers on top of the p-kernel.

The grant operation is required only in very specia situations: consider a pager F' which com-
bines two underlying file systems (implemented as pagers f; and f5, operating on top of the standard
pager) into one unified file system (see figure 1.1). In this example, fi maps one of its pagesto F'

L[] userA | | user X |

| F
/o
L [h | f2
AN

L[] std pager |

Figure 1.1: A Granting Example.

which grants the received page to user A. By granting, the page disappears from F' so that it is
then available only in f; and user A; the resulting mappings are denoted by the thin line: the page
is mapped in user A, f; and the standard pager. Flushing the page by the standard pager would
affect f; and user A, flushing by f; only user A. F' is not affected by either flush (and cannot flush



itself), since it used the page only transiently. If £ had used mapping instead of granting, it would
have needed to replicate most of the bookkeeping which is already donein f and f». Furthermore,
granting avoids a potential address-space overflow of F'.

In general, granting is used when page mappings should be passed through a controlling sub-
system without burdening the controller’'s address space by all pages mapped through it.

The model can easily be extended to access rights on pages. Mapping and granting copy the
source page's access right or a subset of them, i.e., can restrict the access but not widen it. Specia
flushing operations may remove only specified access rights.

/0

An address space is the natural abstraction for incorporating device ports. This is obvious for
memory mapped 1/0, but 1/O ports can also be included. The granularity of control depends on the
given processor. The 386 and its successors permit control per port (one very small page per port)
but no mapping of port addresses (it enforces mappings with v=v"); the PowerPC uses pure memory
mapped 1/0, i.e., device ports can be controlled and mapped with 4K granularity. Controlling 1/0
rights and device drivers is thus also done by memory managers and pagers on top of the u-kernel.

An Abstract Model of Address Spaces

We describe address spaces asmappings. o, : V. — Ru{¢} istheinitial address space, where V' is
the set of virtual pages, R the set of available physical (real) pages and ¢ the nilpage which cannot
be accessed. Further address spaces are defined recursively as mappingso : V- — (X x V)u{¢},
where Y. isthe set of address spaces. It is convenient to regard each mapping as a one column table
which contains o (v) for al veV and can be indexed by v. We denote the elements of this table by
Oy-
All modifications of address spaces are based on the replacement operation: we write g, + x

to describe a change of o at v, precisely:

flush (o,v) ; oy == x

A page potentially mapped at v in o isflushed, and the new value  is copied into ,. Thisoperation
isinterna to the p-kernel. We use it only for describing the three exported operations.
A subsystem S with address space o can grant any of its pages v to a subsystem S with address
space o’ provided S’ agrees:
0’:]/ — oy , Oy — ¢

Note that S determines which of its pages should be granted, whereas S determines at which virtual
address the granted page should be mapped in o/. The granted page is transferred to o’ and removed
fromo.

A subsystem S with address space o can map any of its pages v to a subsystem S with address
space o’ provided S’ agrees:

o, (o,v)

In contrast to grant, the mapped page remains in the mapper’s space o and a link to the page in the
mapper’s address space (o, v) is stored in the receiving address space ¢, instead of transferring the
existing link from o, to o,. This operation permits to construct address spaces recursively, i.e. new
spaces based on existing ones.
Flushing, the reverse operation, can be executed without explicit agreement of the mappees,
since they agreed implicitly when accepting the prior map operation. S can flush any of its pages:
Yy

ol = (o) :

O':}/%(]S



Note that + and flush are defined recursively. Flushing recursively affects also all mappings which
areindirectly derived from o,,.

No cycles can be established by these three operations, since « flushes the destination prior to
copying.

Implementing the M odel

At afirst glance, deriving the physical address of page v in address space o seems to be rather
complicated and expensive:

o'(v') if o,=(o',v")
o(v) = T if o,=r
¢ if op=¢
Fortunately, a recursive evaluation of o(v) is never required. The three basic operations guarantee
that the physical address of avirtual page will never change, except by flushing. For implementation,
we therefore complement each o by an additiona table P, where P, corresponds to o, and holds
either the physical address of v or ¢. Mapping and granting then include

Pé/ = Pv
and each replacement o, < ¢ invoked by a flush operation includes

P, .= ¢

P, can aways be used instead of evaluating o(v). In fact, P is equivaent to a hardware page table.
u-kernel address spaces can be implemented straightforward by means of the hardware-address-
trand ation facilities.

The recommended implementation of o is to use one mapping tree per physical page frame
which describes all actual mappings of the frame. Each node contains (P, v), where v isthe accord-
ing virtual page in the address space which isimplemented by the page table P.

Assume that a grant-, map- or flush-operation deals with a page v in address space o to which
the page table P is associated. In afirst step, the operation selects the according tree by R, the
physical page. In the next step, it selects the node of the tree that contains (P, v). (This selection
can be done by parsing thetree or in asingle step, if B, isextended by alink to the node.) Granting
then simply replaces the values stored in the node and map creates a new child node for storing
(P',v"). Flush lets the selected node unaffected but parses and erases the complete subtree, where
P] := ¢ isexecuted for each node (P',v') in the subtree.

1.1.2 Threadsand IPC

A thread is an activity executing inside an address space. A thread 7 is characterised by a set of
registers, including at least an instruction pointer, a stack pointer and a state information. A thread’s
state aso includes the address space o{™) in which 7 currently executes. This dynamic or static
association to address spaces is the decisive reason for including the thread concept (or something
equivalent) in the u-kernel. To prevent corruption of address spaces, al changesto athread’s address
space (0{” := o) must be controlled by the kernel. This implies that the ;-kernel includes the
notion of some 7 that represents the above mentioned activity. In some operating systems, there
may be additional reasons for introducing threads as a basic abstraction, e.g. preemption. Note that
choosing a concrete thread concept remains subject to further OS-specific design decisions.



Consequently, cross-address-space communication, also caled inter-process communication
(IPC), must be supported by the i-kernel. The classical method is transferring messages between
threads by the p-kernel.

IPC always enforces a certain agreement between both parties of a communication: the sender
decides to send information and determines its contents; the receiver determines whether it iswilling
to receive information and is free to interpret the received message. Therefore, IPC is not only the
basic concept for communication between subsystems but also, together with address spaces, the
foundation of independence.

Other forms of communication, remote procedure cal (RPC) or controlled thread migration
between address spaces, can be constructed from message-transfer based | PC.

Notethat the grant and map operations (section 1.1.1) need | PC, since they require an agreement
between granter/mapper and recipient of the mapping.

Interrupts

The natural abstraction for hardware interrupts is the IPC message. The hardware is regarded as
a set of threads which have specia thread ids and send empty messages (only consisting of the
sender id) to associated software threads. A receiving thread concludes from the message source id,
whether the message comes from a hardware interrupt and from which interrupt:

driver thread:
do
wait for (msg, sender) ;
if sender = my hardware interrupt
then read/writeio ports;
reset hardware interrupt
else
fi
od .

Transforming the interrupts into messages must be done by the kernel, but the p-kernel is not
involved in device-specific interrupt handling. In particular, it does not know anything about the
interrupt semantics. On some processors, resetting the interrupt is a device specific action which
can be handled by drivers at user level. The iret-instruction then is used solely for popping status
information from the stack and/or switching back to user mode and can be hidden by the kernel.
However, if aprocessor requires aprivileged operation for releasing an interrupt, the kernel executes
this action implicitly when the driver issues the next |PC operation.

1.1.3 Clans& Chiefs

Within all systems based on direct message transfer, protection is essentially a matter of message
control. Using access control lists (acl) this can be done at the server level, but maintenance of large
distributed acls becomes hard when access rights change rapidly. So [HKK93] have proposed that
object (passive entity) protection be complemented by subject (active entity) restrictions. In this
approach the kernel is able to restrict the outgoing messages of a task (the subject) by means of a
list of permitted receivers.

The clan concept [Lie92] is an algorithmic generalisation of thisidea:



A clan (denoted asan oval) isaset of tasks (denoted asacircle) headed by achief task. Inside the
clan all messages are transferred freely and the kernel guarantees message integrity. But whenever
a message tries to cross a clan’'s borderline, regardiess of whether it is outgoing or incoming, it is
redirected to the clan’s chief. This chief may inspect the message (including the sender and receiver
ids as well asthe contents) and decide whether or not it should be passed to the destination to which
it was addressed. As demonstrated in the figure above, these rules apply to nested clans as well.
Obvioudly subject restrictions and local reference monitors can be implemented outside the kernel
by means of clans. Since chiefs are tasks at user level, the clan concept allows more sophisticated
and user definable checks aswell as active control. Typical clan structures are

Clan per machine: In this ssmple model there is only one clan per machine covering all tasks.
Local communication is handled directly by the kernel without incorporating achief, whereas
cross machine communication involves the chief of the sending and the receiving machine.
Hence, the clan concept is used for implementing remote ipc by user level tasks.

Clan per system version: Sometimes chiefs are used for adapting different versions. The servers
of the old or new versions are encapsulated by a clan so that its chief can translate the mes-

sages.

Clan per user: Surrounding the tasks of each user or user group by a clan is a typical method
when building security systems. Then the chiefs are used to control and enforce the requested
security policy.

Clan per task: In the extreme case there are single tasks each controlled by a specific chief. For
exampl e these one-task-clans are used for debugging and supervising suspicious programs.

In the case of intra-clan communication (no chief involved), the additional costs of the clan con-
cept are negligible (below 1% of minimal ipc time). Inter-clan communication however multiplies
the ipc operations by the number of chiefs involved. This can be tolerated, since (i) L4 ipc is very
fast (see above) and (ii) crossing clan boundaries occurs seldom enough in practice. Note that many
security policies can be implemented simply by checking the client id in the server and do not need
clans.

1.1.4 Unique ldentifiers

A p-kernel must supply unique identifiers (uid) for something, either for threads or tasks or commu-
nication channels. Uids are required for reliable and efficient local communication. If § wants to
send amessage to .Ss, it needs to specify the destination S, (or some channel leading to S,). There-
fore, the p-kernel must know which uid relates to S,. On the other hand, the receiver S; wants to
be sure that the message comes from .S;. Therefore the identifier must be unique, both in space and
time.



In theory, cryptography could also be used. In practice, however, enciphering messages for local
communication is far too expensive and the kernel must be trusted anyway. S, can aso not rely on
purely user-supplied capabilities, since S; or some other instance could duplicate and pass them to
untrusted subsystems without control of S;.

115 Flexibility

Toillustrate the flexibility of the basic concepts, we sketch some applications which typically belong
to the basic operating system but can easily be implemented on top of the u-kernel.

Memory Manager. A server managing the initial address space g, is a classical main memory
manager, but outside the p-kernel. Memory managers can easily be stacked: M, maps or grants
parts of the physical memory (o,) to o,, controlled by M, other parts to o,, controlled by Mo.
Now we have two coexisting main memory managers.

Pager. A Pager may be integrated with a memory manager or use a memory managing server.
Pagers use the u-kernel’s grant, map and flush primitives. The remaining interfaces, pager — client,
pager — memory server and pager — device driver, are completely based on IPC and are user-level
defined.

Pagers can be used to implement traditional paged virtual memory and file/database mapping
into user address spaces as well as unpaged resident memory for device drivers and/or rea time
systems. Stacked pagers, i.e. multiple layers of pagers, can be used for combining access control
with existing pagers or for combining various pagers (e.g. one per disk) into one composed object.
User-supplied paging strategies [LCC94, CFL94] are handled at the user level and are in no way
restricted by the u-kernel. Stacked file systems [KN93] can be realized accordingly.

Multimedia Resource Allocation. Multimedia and other real-time applications require memory
resources to be allocated in a way that allows predictable execution times. The above mentioned
user-level memory managers and pagers permit e.g. fixed allocation of physical memory for specific
data or locking datain memory for a given time.

Note that resource allocators for multimedia and for timesharing can coexist. Managing alloca
tion conflictsis part of the servers jobs.

Device Driver. A device driver is a process which directly accesses hardware 1/0O ports mapped
into its address space and receives messages from the hardware (interrupts) through the standard
I PC mechanism. Device-specific memory, e.g. ascreen, ishandled by means of appropriate memory
managers. Compared to other user-level processes, there is nothing specia about a device driver.
No device driver has to be integrated into the y-kernel ?

Second Level Cacheand TLB. Improving the hit rates of a secondary cache by means of page
alocation or reallocation [KH92, RLBC94] can be implemented by means of a pager which applies
some cache-dependent (hopefully conflict reducing) policy when allocating virtual pagesin physical
memory.

In theory, even a software TLB handler could be implemented like this. In practice, the first-
level TLB handler will be implemented in the hardware or in the y-kernel. However, a second-level

2In general, there is no reason for integrating boot drivers into the kernel. The booter, e.g. located in ROM, simply
loads a bit image into memory that contains the micro-kernel and perhaps some set of initial pagers and drivers (running
in user mode and not linked but simply appended to the kernel). Afterwards, the boot drivers are no longer used.



TLB handler, e.g. handling misses of a hashed page table, might be implemented as a user-level
server.

Remote Communication. Remote IPC isimplemented by communication serverswhich translate
local messages to external communication protocols and vice versa. The communication hardware
is accessed by device drivers. If special sharing of communication buffers and user address space
is required, the communication server will also act as a special pager for the client. The p-kernel is
not involved.

Unix Server. Unix3 system calls are implemented by IPC. The Unix server can act as a pager for
its clients and aso use memory sharing for communicating with its clients. The Unix server itself
can be page-able or resident.

Conclusion. A small set of u-kernel concepts lead to abstractions which stress flexibility, provided
they perform well enough. The only thing which cannot beimplemented on top of these abstractions
is the processor architecture, registers, first-level caches and first-level TLBs.

3Unix is aregistered trademark of UNIX System Laboratories.



1.2 DataTypes

1.2.1 Uniquelds

Unique ids identify tasks, threads and hardware interrupts. They are aso unigue in time. Unique
ids are 64-bit values.

1.2.2 User-Level Operationson Uids

a=b: a=b
task(a) = task (b) : (@AND NQOT Ithread mask) = (b AND NOT Ithread mask)

chief(a) = chief (b) : (@AND NOT chief mask) = (b AND NOT chief mask)

site(a) = site (b) : (2 AND NOT site mask) = (b AND NOT site mask)

Ithread no(a) : (2a AND Ithread mask) SHR Ithread shift
extract Ithread no fromthread id a

thread(a,n) : (2@ AND NOQT Ithread mask) + (n SHL Ithread shift)
construct thread id from task id aand Ithread no n

task no(a) : (a AND task mask) SHR task shift

chief no(a) : (a AND chief mask) SHR chief shift

siteno(a) : (aAND site mask) SHR site shift

1.2.3 Fpages

Fpages (Flexpages) are regions of the virtual address space. An fpage consists of all pages actually
mapped in this region. The minimal fpage size isthe minimal hardware-page size.

Anfpage of size 2° hasa2’-aligned base address b, i.e. b mod 2°=0. Anfpage with base address
b and size 2% is denoted by the 64-bit value

b+ 4s.

On R4x00 processors, the smallest possible value for s is 12, since the hardware page size is 4K.
On Alpha processors, the smallest possible value for s is 13, since the default hardware page sizeis
8K.

1.2.4 Messages

S:snd; EMPTY .
R: rcv; EMPTY .
EMPTY :. .



S R message:

rcv fpage option:

size dope:

snd R msg dope:

rcv msg dope:

snd R mwords:

rcv mwords:

snd R string dopes:

rcv string dopes:

snd rev string dope:

snd string dope:

rcv string dope:

rcv fpage option,
size dope,

SR msg dope,
SR mwords,
SR string dopes .

rcv fpage:fpage ;
zero:word.

reserved:byte ,
string dope number:5hits
mwords number:19bits .

undefined:byte ,
string dope number:5hits
mwords number:19bits .

undefined:word .

w % send receive word ,
(W — w) x receiveword ;

m x snd fpage receive double word ,
w — 2m X send receive words,

(W — w) x receive word .

W x receiveword .

s x snd R string dope,
(S — s) x Rstring dope..

S x rev string dope .

snd addr:word ,
snd size:word ,
rcv addr:word ,
rcv sizeword .

snd addr:word ,
snd size:word ,
undefined:word ,
undefined:word .

undefined:word ,
undefined:word ,
rcv addr:word ,
rcv sizeword .

<4MB

<4MB

<4MB

:3,,.

s <4MB



snd map fpage: grant flag:1bit ,
write flag: 1bit ,
snd base:30bits ,
snd fpage:fpage .



1.3 p-Kernel Calls

ipC (dest option, snd descriptor option, rcv descriptor option, timeouts)
— (source option, result code)

CALL
(dest, snd descriptor, closed rcv descriptor, timeouts)
—> (dest option, result code)
REPLY & WAIT
(dest, snd descriptor, open rcv descriptor, timeouts)
— (source option, result code)
SEND

(dest, snd descriptor, —nil—, timeouts) —> (~, result code)

RECEIVE FROM _ _ _
(source, —nil—, closed rcv descriptor, timeouts)

— (source option, result code)

WAIT
(~, —nil—, open rcv descriptor, timeouts)

— (source option, result code)

RECEIVE INTR _ _ _ _
(intr, —nil—, closed rcv descriptor, timeouts)

— (source option, result code)

SLEEP
(—nil—, —nil—, closed rcv descriptor, timeouts) —> (~, result code)

id_nearest (destid) — (nearestid)



fpage_.unmap

thread_switch

Ithread_ex_regs

thread_schedule

task _new

(fpage, map mask) — ()

(dest) — ()

(Ithread no, SP, IP, excpt, pager)
— (FLAGS, SP, IP, excpt, pager)

(dest, prio, timeslice, ext preempter)
— (prio, timedlice, state, ext preempter, partner, time)

(dest task id, mcp/new chief, SP, IP, pager id, excpt id)
— (new task id)






Chapter 2

L 4/Alpha

L 4/Alpha 21064, 21164, 21264

2.1 Implementation Notes

What follows isalist of implementation details of the current L4/Alphaimplementation. It is here
to serve as a quick reference as to what may or may not be implemented for those that are familiar
with L4/x86 or LA/MIPS.

211 IPC
e Granting is not supported.

e Qwords sent in memory based messages are 64-bit, not 32-bit as in L4/x86. This alows
sending direct messages of up to 8MB in size.

e Indirect strings are not currently supported.

2.1.2 Scheduling

e The current scheduler uses a multi-level round robin scheme with absolute priorities (0-255).
e Internal and external preempters are not supported.

e Constant interrupts will prevent other threads from running.

213 oy
e Multiple mappings of the same physical frame is not supported.
e The RPC protocol is dightly different, see section 2.8 for details.

e opisrunsin user mode rather than kernel mode.

2.1.4 Exceptions

Exceptions are handled using an interrupt descriptor table (IDT). Each thread may have it's own
IDT, see section 2.5 for details.

21



2.1.5 Interrupts

Interrupts are handled using IPC. Each level of interrupt may have an associated handler thread, see
the ipc part of section 2.4 for how thisis done. When an interrupt occurs, the associate handler (if

any) is notified viaipc.

2.2 Notational conventions

a0,al...

2.3 Data Types

2.3.1 Uniquelds

Unique ids identify tasks, threads and hardware interrupts. Each unique id is a 64-bit value which

If thisrefersto an input parameter, itsvalue is
meaningless. If it refers to an output parame-
ter, its value is undefined.

isunique intime. A unique id consists of a single 64-bit word:

thread id

task id

interrupt id

nil id

invalid id

2.3.2 Fpages

Fpages (Flexpages) are regions of the virtual address space. An fpage designates all pages actualy
mapped in this region. The minimal fpage sizeis 8 K, the minimal hardware-page size.

An fpage of size 2° has a 2°-aligned base address b, i.e. b mod 2°=0. On the Alpha processors,
the smallest possible value for s is 13, since hardware pages are at least 8K. The complete user

denote the processor’'s general registers.

0| nest (4) chief (10) site (16)
verl (4) task (10) Ithread (8) ver0 (11)
0] nest (4) chief (10) site (16)
verl (4) task (10) 0 (8) ver0 (11)
0 (61) intr+1 (3)
0 (64

OXFFFFFFFFFFFFFFFF (64




address space (base address 0, size * — K, where K is the size of the kernel area) is denoted by
b =0, s = 64. An fpage with base address b and size 2° is denoted by a 64-bit word:

fpage(b, 2°) b/8192 (51 05 s M

fpage(0, 2% — K) 0 (51) 0 ) 63 M

‘ Alpha lmplementation Note: | The user address space on the Alpha 21064 and 21164 is upto

eight terabytes (2*%) beginning at 0x0. Newer processors such as the 21264 support upto 256 ter-
abytes (248). L4/Alphawill detect and use the maximum available virtual address space size.

2.3.3 Messages

A message contains between 26 and 222 + 26 bytes of in-line data (mwords). The first 64 bytes
(eight qwords) are transfered via registers, the (optional) remainder is contained in a gword-aligned
memory buffer pointed to by a message descriptor. Every successful IPC operation will always
copy at least eight qwords to the receiver.

The buffer pointed to by the optional message descriptor contains a 3 gword message header,
followed by a number of mwords, followed by a number of string dopes. The number of mwords
(in 64-bit qwords, excluding those copied in registers) and string dopes is specified in the message
header.

string dopes

mwords

MeSssage: msg header

The beginning of the message buffer has the following format:

gword 1 (64) +32
mwords: gword 0 (64 +24
msg snd dope: 0 (32) mwords (19, [Strings (s ~ () +16
msg size dope: 0 (32 mwords gy |strings (s ~ (8 +8
msg rcv fpage option: fpage (64 +0

The receive fpage describes the address range in which the caller is willing to accept fpage
mappings or grants in the receive part (if any) of the IPC. The size dope defines the size (in dwords)
of the mword buffer (and hence the offset of the string dopes from the end of the header), and the
number of string dopes.



The send dope specifies how many dwords and strings are actually to be sent. (Specifying send
dope values less than the size dope values makes sense when the caller is willing to receive more
data than sending.)

Strings are out-of-line by-value data. Their size and location is specified by the corresponding
string dopes. The string dope format is:

*rev string (g4 +24

rev string size (g4 +16

*snd string (64 +8

string dope: snd string size (54, +0

Thefirst part of the string dope specifies the size and location of the string the caller wants sent
to the destination, while the second part specifies the size and location of a buffer where the caller is
willing to receive astring. Note that strings do not have to be aligned, and that their size is specified
in bytes.

The in-line part of the message consists of the eight qwords passed in registers followed by
any dwords specified by the message descriptor. This part consists of optional fpage descriptors
followed by by-value data. If the receiver of an IPC has specified a valid receive fpage, the kernel
will interpret each pair of dwords of the in-line part as fpage descriptors, until an invalid descriptor
is encountered. This and any further dwords are then passed by value.

The format of an fpage descriptor is:

snd fpage (62) wjg +8

snd fpage: snd base 64 +0

Thefirst word contains the address of the hot spot, while the second word describes the sender’s
fpage in the format given in Sect. 2.3.2. The g-hit, if set, indicates that the fpage is to be granted
to the receiver, otherwise it is just mapped. The w-bit indicates whether the receiver will be given
write or read-only access to the address-space region.

Each fpage specified by the sender is mapped individually into the address-space window spec-
ified by the receiver’s receive fpage. If the sender and receiver specify different fpage sizes, the
hot-spot specification is used to determine how the mapping between the two different size fpages
occurs. If 2¢ isthe size of the larger, and 2! the size of the smaller fpage, then the larger fpage can
be thought as being tiled by 25~ fpages of the smaller size. One of these is uniquely identified as
containing the hot spot address (mod 2°). Thisis the fpage which will actually be mapped.

The kernel refuses to map or grant a page over an existing mapping in the receiver’'s address
space; an attempt to perform such a mapping will be treated as a no-op. There is one exception: If
the receiver’s pageis already mapped to the same page as the present | PC attemptsto map it (i.e. the
mapping operation would not change the association of the receiver’s page with physical memory)
then the write permission on the receiver’s page is set according to the w-bit of the sender’s fpage
descriptor. In other words, such an operation can be used to change a mapping from R/O to writable
or vice versa.



If the sender provides severa fpage descriptors which attempt to define conflicting mappings
for one of the receiver’s pages, the result is undefined.

2.3.4 Timeouts

Timeouts are used to control ipc operations. The send timeout determines how long ipc should try
to send a message. If the specified period is exhausted without that message transfer could start,
ipc fails. The receive timeout specifies how long ipc should wait for an incoming message. Both
timouts specify the maximum period of time before message transfer starts. Once started, message
transfer is no longer influenced by send or receive timeout.

Pagefaults occuring during ipc are controlled by send and receive pagefault timeout. A pagefault
istrandated to an RPC by the kernel. In the case of a pagefault in the receiver’s address space, the
corresponding RPC to the pager uses send pagefault timeout (specified by the sender) for both send
and receive timeout. In the case of a pagefault in the sender’s address space, receive pagefault
timeout specified by the receiver is taken.

Besides the specia timeouts 0 (do not wait at all) and oo (wait forever), periods from 1 usup to
approximately 19 hours can be specified. The complete quadruple is packed into one 64-bit word:

ms (16) Ds (8) | €s (8) mr (16) Dr (8) | €r (8)
( o0 if es=0
sndtimeout = 415 s s if es>0
. 0 it ms=0,es#0
( o0 if e.=0
rev timeout = 4157 m, us if e.>0
. 0 if m,=0,e,.#0
( oo if ps=0
snd pagefault timeout = 4157Pe s if 0<p.<15
\ 0 if pS:15
¢ oo if p.=0
rev pagefault timeout = 415=Pr s if 0<p.<15
. 0 if p.=15



approximate timeout ranges

€s,€r, Ps, Pr snd/rcv timeout pf timeout
0 00 00
1 256s ... 19h 256 s
2 64s ... 55h 64s
3 16s ... 71m 16s
4 4s ... 17m 4s
5 1s ... 4m 1s
6 262ms... 67s 256 ms
7 65ms... 17s 64 ms
8 16ms... 4s 16 ms
9 4ms... 1s 4ms
10 1ms...261 ms 1ms
11 256 yus ... 65ms 256 ps
12 64 pus... 16ms 64 us
13 16ps... 4ms 16 ps
14 4pus... 1ms 4 us
15 1ps...255us 0

m=0,e>0 0 —

‘Alpha Implementation Note: | Timeouts presently have millisecond granul arity. Specified mi-
crosecond timeouts are therefore rounded down (truncated) to the nearest millisecond, say x. Actual
timeout will then occur anywhere in theinterval [ct + x — 1, ¢t + z], where ct isthe current timein
milliseconds.




24 u-Kerned Calls

System calls are implemented as separate Alpha PALcode entry points known as PALcall . All
registers, unless otherwise stated, are returned undefined after the system call except for the stack
pointer sp.

This section describes the 7 system calls of L4:

e ipc PAL call OxBO
e id_nearest PALcall 0xB2
e fpage_unmap PALcall 0xB1
e thread_switch PALcall 0xB3
e thread_schedule PAL call 0xB4
e Ithread_ex_regs PALcall OxB5
o task_new PAL call 0OxB6

For exception handling on L4/Alpha, these 2 system calls are described in this section also:
e |4 _config PALcall 0xB7

e |4_return PALcall 0xB8
The following system calls have been added for use in SMP systems.
e |4_migrate PAL call OXAC
e |4_whoami PALcall OxAB

Miscellaneous system calls:

e systime PAL call 0xB9



IpC dest id / wait for id a0 a0~
snd descriptor  al al ~
rcv descriptor a2 a2 ~
timeouts a3 | — PALcall 0OxBO— | a3 ~
virtual sender id/ ~ a4 a4 virtual sender id/ ~
destid/ ~ a5 a5 real destid

msg.w0 0 to  msg.wo /o~

msg.wl t1 t1  msg.wl I~

msg.w2 2 t2  msg.w2 I~

msg.w3 3 t3  msg.w3 /o~

msg.w4  t4 t4  msg.w4 I~

msg.w5 5 t5  msg.wb /o~

msg.w6 6 t6  msg.w6 I~

msg.w7 8 t8  msg.w7 /o~

~ V0 v0 msgdope + cc / cC

~  pv pv sourceid

This is the basic system call for inter-process communication and synchronisation. It may be
used for intra- as inter-address-space communication. All communication is synchronous and un-
buffered: a message is transferred from the sender to the recipient if and only if the recipient has
invoked a corresponding ipc operation. The sender blocks until this happens or a period specified
by the sender elapsed without that the destination became ready to receive.

Ipc can be used to copy data as well as to map or grant fpages from the sender to the recipient.
For the description of messages see section 2.3.3.

64-byte messages (plus 64-bit sender id) can be transferred solely via the registers and are thus
specially optimised. If possible, short messages should therefore be reduced to 64-byte messages.

A single ipc call combines an optional send operation with an optional receive operation. Whether
it includes a send and/or a receive is determined by the actual parameters. If the send or receive
address is specified as nil (OxFFFFFFFFFFFFFFFF), the corresponding operation is skipped.

No timeis required for the transition between send and receive phase of one ipc operation (i.e.,
the destination can reply with atimeout of zero).

Parameters

snd descriptor  u OXFFFFFFFFFFFFFFFF (64)

Ipc does not include a send operation.

“

mem’ *snd msg/4 (62) m{d

Ipc includes sending a message to the destination specified by dest
id. *snd msg must point to avalid message. Thefirst 8 64-bit words
of the message (msg.w0 to msg.w7) are not taken from the message
data structure but must be contained in registers t0 through t6, t8.



snd descriptor

@ r®u

d=0
d=1

0 (62) d

Ipc includes sending a message to the destination specified by dest
id. The message consists solely of the 8 64-bit words msg.w0 to
msg.w7 in registers t0 through t6, t8.

Value-copying send operation; the gwords of the message are sim-
ply copied to the recipient.

Fpage-mapping send operation. The qwords of the message to be
sent are treated as 'send fpages'. The described fpages are mapped
or granted (depending on the g bit in the fpage descriptor) /cbend
into the recipient’s address space. Mapping/granting stops when
either the end of the qwords is reached or when an invalid fpage
denoter isfound, in particular 0. The send fpage descriptors and all
potentially following words are also transferred by simple copy to
the recipient. Thus a message may contain some fpages and addi-
tional value parameters. The recipient can use the received fpage
descriptors to determine what has been mapped or granted into its
address space, including location and access rights.

Normal send operation. The recipient gets the true sender id.

Deceiving send operation. A sender can specify the virtual sender
id which the recipient should get instead of the real sender’sid. The
virtual sender id parameter contained in a6 isonly required if ¢=1.
Recall that deceiving is secure, since only direction-preserving de-
ceit is possible, see Section 1.1.3, page 12. (Note that “direction-
preserving” relates to the task structure, not to threads within tasks.
If a message can be sent to or from a particular thread in a task,
it can also be sent to or from any other thread of the same task,
and deceiving is aways possible if it only changes the thread num-
ber while leaving the task 1D unchanged.) If the specified virtual-
sender id does not fulfil this constraint, the send operation works
like d=0.



rcv descriptor

rcv descriptor

dest id

@ niln

“ (]

“

reg

“ rn,apv

0=0

o=1

OXFFFFFFFFFFFFFFFF (64

Ipc does not include a receive operation.

*rev msg/4 g0y Olo

Ipc includes receiving a message or waiting to receive a message.
*rcv msg must point to avalid message. The 8 64-bit words of the
received message (msg.w0 to msg.w7) are not stored in the message
data structure but are returned in registers t0 through t6, t8.

0 (62) Olo

Ipc includes receiving a message or waiting to receive a message.
However, only messages up to 8 64-bit words msg.w0 to msg.w7 are
accepted. The received message is returned in registers sO through
s/.

rev fpage (s2) 1o

Ipc includes receiving a message or waiting to receive a message.
However, only send-fpage messages or up to 8 64-bit words msg.w0
to msg.w7 are accepted. The received message is returned in reg-
isters tO through t6, t8. If a map message is received, “rcv fpage”
describes the receive fpage (instead of “rcv fpage option” in amem-
ory message buffer). Thus fpages can also be received without a
message buffer in memory.

Only messages from the thread specified as dest id are accepted
(“closed wait”). Any send operation from a different thread (or
hardware interrupt) will be handled exactly as if the actual thread
would be busy.

Messages from any thread will be accepted (“open wait”). If the
actual thread is associated to a hardware interrupt, also messages
from this hardware interrupt can arrive.

Sending is directed to the specified thread, if it resides in the
sender’s clan. If the destination is outside the sender’s clan, the
messageis sent to the sender’s chief. If the destination isin an inner
clan (aclan whose chief resides in the sender’s clan), it isredirected
to that chief. (Seeaso ‘id nearest’ operation, page 38.)

This parameter isirrelevant if the ipc does not contain a send part.



waiting for id ~ #0, #nil

=0
=ngl
virtual sender id
real dest id
sourceid
msgw0 ...w7 “snd”
1] rc\f'l
msg.dope + cc

Closed receive: receiving from the specified thread (in the case of a
hardware interrupt the interrupt id). This parameter is irrelevant if
the ipc does not contain areceive part.

Open receive: receiving from any sender.

Although specifying nil as the destination for a send operation is
illegal (error: ‘destination not existent’), it can be legally specified
as the source of areceive-only operation. In this case, ipc will not
receive any message but will wait the specified rcv timeout and then
terminate with error code ‘receive timeout’.

| Alpha I mplementation Note: | “Open” and “closed” waits are
specified in the rcv descriptor as in L4/x86. This is different to
L4/MIPS.

If deceiving (snd descriptor.d = 1) thisisthe source id delivered to

the receiver.
The parameter isirrelevant if the IPC does not include a deveiving

send part.

If a message was received, this is the id of the intended recipient
of the message (which is different from the actua recipient if redi-
rection took place). The parameter is undefined if no message was
received.

If a message was received this isthe id of its sender (or the virtual
sender id if the message received used a deceiving send operation).
If a hardware interrupt was received this is the interrupt id. The
parameter is undefined if Nno message was received.

First 8 64-bit words of message to be sent. These message words
are taken directly from registers sO through s7. They are not read
from the message data structure.

First 8 64-bit words of received message, undefined if no message
was received. These message words are available only in registers
S0 through s7. The u-kernel does not store it in the receive mes-
sage buffer. The user program may store it or use it directly in the
registers.

0 (32) mwords (; ) strings (5) cc (8)

Message dope describing received message. If no message was re-
ceived, only cc is delivered. The dope word of the received message
is available only in register vO. The p-kernel does not store it in
the receive message buffer. The user program may store it or use it
directly in the register. (Note that the lowermost 8 bits of msg dope
and size dope in the message data structure are undefined. So it is
legal to store vO in the msg-dope field, even if cc£0.)



cC

d=0

d=1

r=0

r=1

#0

2+s
44 s
6+ s
8+s
A+s
C+s

E+s

ec () i|er

The received message is transferred directly (“undeceived’) from
source id.

The received message is “deceived” by a chief. source id is the
virtual source id which was specified by the sending chief.

The received message did not contain fpages.

The sender mapped or granted fpages. The sender’s fpage descrip-
tors were a'so (besides mapping/granting) transferred as mwords.
The received message was directed to the actual recipient, not redi-
rected to a chief. |.e. sender and receiver a part of the same clan.
The i-bit has no meaning in this case and is zero.

The received message was redirected to the chief which was next
on the path to the true destination. Sender and addressed recipient
belong to different clans.

If r=1: the received message comes from outside the own clan.

If r=1: the received message comes from an inner clan.

ok: the optional send operation was successful, and if a receive
operation was also specified (rcv descriptor #nil) a message was
also received correctly.

If ipc fails the completion code is in the range 0x10...0xFO. If
the send operation fails, ipc is terminated without attemtping any
receive operation. s specifies whether the error occurred during the
receive (s=0) operation or during the send (s=1) operation:

Non-existing destination or source.

Timeout.

Cancelled by another thread (system call Ithread ex regs).
Map failed due to a shortage of page tables.

Send pagefault timeout.

Receive pagefault timeout.

Aborted by another thread (system call Ithread ex regs or
task_new).

Cut message. Potential reasons are (@) the recipient’s mword buffer
istoo small; (b) the recipient does not accept enough strings; (c) at
least one of the recipient’s string buffersis too small.

The respective operation was terminated before a real message
transfer started. No partner was directly involved.

The respective operation was terminated while a message transfer
was running. The message transfer was aborted. The current part-
ner (sender or receiver) was involved and received the correspond-
ing error code. It is not defined which parts of the message are
aready transferred and which parts are not yet transferred. The
source id returned to the receiver is also undefined.



timeouts This 64-bit word specifies all 4 timeouts, the quadruple (snd, rcv,
snd pf, rcv pf). For A detailed description see section 2.3.4.
“snd”  If the required send operation cannot start transfer data within the
specified time, ipc is terminated and fails with completion code
‘send timeout’ (0x18). If ipc does not include a send operation,
this parameter is meaningless.

“rcv’  If ipc includes a receive operation and no message transfer starts
within the specified time, ipc is terminated and fails with comple-
tion code ‘receive timeout’ (0x20). If ipc does not include areceive
operation, this parameter is meaningless.

spf”  If during sending data a pagefault in the receiver’s address space
occurs, snd pf specified by the sender is used as send and receive
timeout for the pagefault RPC.
“rpf”  If during receiving data a pagefault in the sender’s address space
occurs, rcv pf specified by the receiver is used as send and receive
timeout for the pagefault RPC.

Basic Ipc Types

CALL

destid a0 a0~
*sndmsg/0 a1 al ~
*reymsg/0 a2 a2 o~
timeouts a3 | — PALcall 0OXBO—> | a3 ~
virtsndr/ ~ a4 a4 virtsndr/~
destid a5 a5 real destid
msgw0  t0 t0  msg.wO0
msg.wl t1 t1  msg.wl
msg.w2  t2 2 msg.w2
msgw3 3 t3  msg.w3
msgw4  t4 t4 msg.w4
msg.ws  t5 t5 msg.wb
msg.w6  t6 t6  Msg.w6
msg.w7 8 t8  msg.w7
~ VO vO0 msgdope + cc
~  pv pv sourceid

Thisisthe usual blocking RPC. snd msg is sent to dest id and the invoker waits for areply from dest
id. Messages from other sources are not accepted. Note that since the send/receive transition needs
no time, the destination can reply with snd timeout= 0.

This operation can aso be used for a server with one dedicated client. It sends the reply to the



client and waits for the client’s next order.

REPLY & WAIT
destid a0 a0~
*sndmsg/0 a1 al ~
*reymsg/0 a2 a o~
timeouts a3 | — PALcall 0XBO—> | a3 ~
virtsndr / ~ a4 a4 virtsndr/~
destid a5 a5 real destid
msgw0 t0 t0  msg.wO0
msg.wl t1 t1  msg.wl
msg.w2  t2 2 msg.w2
msg.w3 3 t3  msg.w3
msg.w4  t4 t4  msg.w4
msg.ws  t5 t5 msg.wb
msg.w6  t6 t6  Msg.wo6
msg.w7 8 t8  msg.w7
~ VO v0 msgdope + cc
~  pv pv sourceid

snd msg is sent to dest id and the invoker waits for a reply from any source. This is the standard
server operation: it sends areply to the actual client and waits for the next order which may come
from adifferent client.

SEND
destid a0 a0~
*sndmsg/0 al al ~
OXFFFFFFFFFFFFFFFF a2 a2 o~
timeouts a3 | — PALcall 0OXBO— | a3 ~
virtsndr / ~ a4 ad  ~
destid a5 a5~
msg.wO  t0 0 ~
msg.wl t1 1~
msg.w2  t2 2~
msg.w3 3 t3  ~
msg.w4  t4 t4  ~
msg.w5  t5 t5 ~
msg.w6  t6 6 ~
msg.w7 8 8 ~
~ V0 v0o msgdope + cc
~ pv pv ~

snd msg is sent to dest id. Thereis no receive phase included. The invoker continues working after



sending the message.

RECEIVE FROM

sourceid a0 a0~
OXFFFFFFFFFFFFFFFF a1 al ~
*reymsg/0 a2 a2 o~
timeouts a3 | — PALcall 0OXBO— | a3 ~
~ a4 a4~
~ a5 a5 real destid
~ 0 t0  msg.wO
~ 1 t1  msg.wl
I v 2 msg.w2
~ 13 t3  msg.w3
~ t4 t4 msg.w4
~ t5 t5 msg.wb
~ 16 t6  msg.w6
~ 18 t8  msg.w7
~ V0 v0o msgdope + cc
~ pv pv ~

This operation includes no send phase. The invoker waits for a message from source id. Messages
from other sources are not accepted. Note that also a hardware interrupt might be specified as
source.

WAIT
~ a0 a0 ~
OXFFFFFFFFFFFFFFFF a1 al ~
*reymsg/0 a2 a2 o~
timeouts a3 | — PALcall 0XBO—> | a3 ~
~ ad a4 virtsndr/ ~
~ a5 a5 real destid
~ 10 t0  msg.w0
~ tl t1  msg.wl
~ 12 2 msg.w2
~ 3 t3  msg.w3
~ t4 t4  msg.w4
~ t5 t5 msg.wb
~ 16 t6  mMsg.w6
~ 8 t8  mMsg.w7
~ VO vO0 msgdope + cc
~ pv pv sourceid

This operation includes no send phase. The invoker waits for a message from any source (including



a hardware interrupt).

RECEIVE INTR

intr+1 a0 a0 ~
OXFFFFFFFFFFFFFFFF a1 al ~
*reymsg/0 a2 a2 o~
timeouts a3 | — PALcall 0XBO—> | a3 ~
~ a4 a4 ~
~ a5 as ~
~ 10 0~
~ 1l tl o~
~ 12 2~
~ 13 3 ~
~ t4 t4  ~
~ 15 t5 ~
~ 16 t6 ~
~ 18 8  ~
~ VO vO0 msgdope + cc
~ pv pv ~

This operation includes no send phase. The invoker waits for an interrupt message coming from
interrupt source intr. Note that interrupt messages come only from the interrupt which is currently
associated with this thread and the interrupt is disabled until the next receive by the handles.

Theintr parameter is only evaluated if rcv timeout= 0 is specified, see ‘associate intr’.
Theinterrupts avail able to the system vary from with processor version.

ASSOCIATE INTR

intr + 1| 0x80 a0 a0~
OXFFFFFFFFFFFFFFFF a1 al ~
*reymsg/0 a2 a2 o~
timeouts a3 | — PALcall 0OXBO— | a3 ~
~ a4 a4~
~ a5 a5 ~
~ 10 0~
~ 1l tl o~
~ 12 2~
~ 13 t3  ~
~ t4 t4  ~
~ 15 t5  ~
~ 16 6~
~ 18 t8  ~
~ V0 v0o msgdope + cc
~ pv pv ~

If no (currently associated) interrupt is pending, the current thread is (1) detached from its
currently associated interrupt (if any) and (2) associated to the specified interrupt provided that this
oneisfree, i.e. not associated to another thread. If the association succeeds, the completion code is
receive timeout (0x20) and no interrupt is received. Note that to associate an interrupt IRQ ATTACH



(0x80) must be or’ ed with the interrupt number.

If an interrupt from the currently associated interrupt was pending, this oneis delivered together
with completion code ok (0x00); the interrupt association is not modified. If the requested new
interrupt is already associated to another thread or is not existing, completion code non existing
(0x10) is delivered and the interrupt association is not modified.

Dissociating an interrupt without associating a new one is done by issuing a receive from
nilthread (0) with rcv timeout = 0.

SLEEP
[4_myself() a0 a0~
OXFFFFFFFFFFFFFFFF a1 al -~
0 a2 a2 o~
timeouts a3 | — PALcall OXBO— | a3 ~
~ a4 a4 ~
~ a5 a5 ~
~ 10 t0  ~
~ 11 t1  ~
~ 12 t2  ~
~ 13 t3  ~
~ t4 t4 ~
~ t5 t5 ~
~ 16 t6 ~
~ t8 t8 ~
~ V0 v0 cc= 0x20
~  pv pv ~

This operation includes no send phase. Since 14 myself() is specified as source, no message can
arrive and the ipc will be terminated with ‘receive timeout’ after the time specified by the rcv-

timeout parameter is elapsed.
‘Alpha Implementation Note: | L4/MIPS alows inwvalid (-1) to be specified as source, how-
ever L4/Alpha at this stage does not.




Id_nearest destid a0 a0 nearest id
~ V0 vo type

— PALcall 0xB2—>

If nil is specified as destination, the system call delivers the uid of the current thread. Otherwise,
it delivers the nearest partner which would be engaged when sending a message to the specified
destination. If the destination does not belong to the invoker’s clan, this call delivers the chief that
is nearest to the invoker on the path from the invoker to the destination.

o |f the destination resides outside the invoker's clan, it delivers the invoker's own chief.

e If the destination is inside a clan or a clan nesting whose chief C' is direct member of the
invoker’s clan, the call delivers C.

e |f the destination is a direct member of the invoker’s clan, the call delivers the destination
itself.

e If the destination is nil, the call delivers the current thread’s id.

Concluding: id nearest (dest id# nil) delivers exactly that partner to which the kernel would physi-
cally send a message which is targeted to dest id. On the other hand, a message from dest id would
physically come from exactly this partner.

Parameters
dest id Id of the destination.
type Note that the type values correspond exactly to the completion
codes of ipc.
=0 Destination resides in the same clan. dest id is delivered as nearest
id.
=C Destinationisin aninner clan. The chief of this clan or clan nesting
is delivered as nearest id.
=4 Destination is outside the invoker's clan. The invoker’s chief is de-
livered as nearest id.
nearest id Either the current thread’s id or the id of the nearest partner towards

dest id.



fpage.unmap  fpage+ mapmask 20 20 ~

— PALcall 0xB1—

The specified fpage is unmapped in all address spaces into which the invoker mapped it directly or
indirectly.

Parameters
fpage Fpage to be unmapped.
map mask f 06 o

w=0 Fpage will be partially unmapped. Already read/write mapped parts
will be set to read only. Read only mapped parts are not affected.

w=1 Fpage will be completely unmapped.

f=0 Unmapping happens in all address spaces into which pages of the
specified fpage have been mapped directly or indirectly. The origi-
nal pages in the own task remain mapped.

f=1 Additionally, also the original pages in the own task are unmapped
(flushing).

SMP Implementation Note: ‘ Flush not fully functional for SMP.




thread_switch destid a0 0~

— PALcall 0xB3—

The invoking thread releases the processor (non-preemtively) so that another ready thread can be
processed.

Parameters

dest id =nil (=0) Processing switches to an undefined ready thread which is se-
lected by the scheduler. (It might be the invoking thread.) Since
thisis“ordinary” scheduling, the thread gets a new timeslice.

#nal If dest id is ready, processing switches to this thread. In this “ex-
traordinary” scheduling, the invoking thread donates its remaining
timeslice to the destination thread. (This one gets the donation ad-
ditionally to its ordinary scheduled timeslices.)

If the destination thread is not ready, the system call operates as
described for dest id=nil.

‘ SMP Implementation Note: ‘ Executing this syscall on athread on aremote CPU acts only as
atimedice yield operation. No timeslice donation actually occurs.




thread_schedule destid a0 0 ~
ext preempter a1 al  ~
paramword a2 2 ~
~ t0 | — PALcall 0XB4—> | t0 partner
~ t1  old parameter word
~ 12 t2  old preempter
~ 13 t3 current CPU
~ V0 vo time

The system call can be used by schedulers to define the priority, timeslice length and external
preempter of other threads. Furthermore, it delivers thread states. Note that due to security reasons,
thread state information must be retrieved through the appropriate scheduler.

The system call isonly effective if the current (and the new) priority of the specified destination
isless or equal than the current task’s maximum controlled priority (mcp).

SMP Implementation Note: | This system call affects threads on the same CPU only.

Parameters

dest id Destination thread id. The destination thread must currently exist
and run on a priority level less than or equal to the current thread’s
mcp. Otherwise, the destination thread is not affected by this system
call and al result parameters except old param word are undefined.

param word valid

me (s) et (4) 012 prio s

prio New priority for destination thread. Must be less than or equal to
current thread’'s mep.

my, e, Newtimeslice length for the destination thread. Thetimeslice quan-
tum is encoded like atimeout: 16°“m; us.
The kernel rounds this value up towards the nearest possible value.
Thus the timedlice granularity can be determined by trying to set
the timeslice to 1 us. Note, however, that the timeslice granularity
may depend on the priority.
Timeslice length 0 (m; =0, e, #0) is aways a possible value. It
means that the thread will get no ordinary timeslice, i.e. is blocked.
However, even a blocked thread may execute in atimeslice donated
toit by ipc.

“inv’  (OXFFFFFFFF) The current priority and timeslice length of the
thread is not modified.



ext preempter  valid

“ Ir‘\fv

old paramword valid

prio
me, €t
ts =
0+ k
4+ k
8+ k
C
D
E
F
k=0
1
2
3
HirNH

old ext preempter

partner

Definesthe external preempter for the destination thread. (Nilthread
isavalidid.)

(OXFFFFFFFF,~) The current external preempter of the thread is
not changed.

‘Alphalmplementation Note: ‘ External preempters are currently
not implemented in L4/Alpha.

me (s) et (a) | s (a ~ (8) prio (s
Old priority of destination thread.
Old timeslice length of the destination thread: 4'°~¢tm; ps.
Thread state:

Running. The thread isready to execute at user-level.
Sending. A user-invoked ipc send operation currently transfers an
outgoing message.
Receiving. A user-invoked ipc receive operation currently receives
an incoming message.
Waiting for receive. A user-invoked ipc receive operation currently
waits for an incoming message.
Pending send. A user-invoked ipc send operation currently waits
for the destination (recipient) to become ready to receive.
Reserved.

Dead. The thread is unable to execute.

Kernel inactive. The kernel does not execute an automatic RPC for
the thread.

Pager. The kernel executes a pagefault RPC to the thread's pager.
Internal preempter. The kernel executes a preemption RPC to the
thread’s internal preempter.
External preempter. The kernel executes a preemption RPC to the
thread’s external preempter.
‘Alphalmplementation Note: | Presently, k£ is adways zero in
L4/Alpha.

(OxFFFFFFFF) The addressed thread does either not exist or has a
priority which exceeds the current thread’s mcp. All other return
parameters are undefined (~).

Alphalmplementation Note: ‘ External preempters are currently
not implemented in L4/Alpha
Old external preempter of the destination thread.

Partner of an active user-invoked ipc operation. This parameter is
only valid if the thread's user state is sending, receiving, pending or
waiting (4...D). Aninvalid thread id (OxFFFFFFFF,~) is delivered
if there is no specific partner, i.e. if the thread isin an open receive
state.



time

My, Cy

M (8) ew (4) | €p (4) Thigh (16)

Tiow (32)

Cpu time (48-bit value) in microseconds which has been consumed
by the destination thread.

Current user-level wakeup of the destination thread, encoded like a
timeout. The value denotes the remaining timeout interval. Valid
only if the user state iswaiting (C) or pending (D).

Effective pagefault wakeup of the destination thread, encoded like
a 4-bit pagefault timeout. The value denotes the remaining timeout
interval. Valid only if the kernel stateis pager (k=1).



Ithread_ex_regs Ithread no a0 a0 ~
pager id a1l al old pager id
IP a2 a2 oldIP
SP a3 | — PALcall 0xB5— | a3 old SP

This function reads and writes some register values of athread in the current task.

It also creates threads. Conceptually, creating atask includes creating all of its threads. Except
Ithread O, all these threads run an idle loop. Of course, the kernel does neither allocate control
blocks nor time slices etc. to them. Setting stack and instruction pointer of such athread to valid
values then really generates the thread.

Note that this operation reads and writes the user-level registers (SP and IP). Ongoing kernel
activities are not affected. However an ipc operation is cancelled or aborted. If the thread is either
waiting to send a message or waiting to receive amessage, i.e. amessage transfer is not yet running,
ipc is cancelled (completion code 0x40 or 0x50). If a message transfer is currently running, ipcis
aborted (completion code 0xCO or 0xDO).

Parameters
Ithread no 0 (s1) Ithread (-,
Number of addressed Ithread (0. .. 127) inside the current task.
P valid New stack pointer (SP) for the thread. It must point into the user-
accessible part of the address space.
“inv’  (OXFFFFFFFFFFFFFFFF) The existing stack pointer is not modi-
fied.
P valid New instruction pointer (IP) for the thread. It must point into the
user-accessible part of the address space.
“inv’  (OXFFFFFFFFFFFFFFFF) The existing instruction pointer is not
modified.
pager valid Defines the pager used by the thread.
“inv’  (OXFFFFFFFFFFFFFFFF) The existing pager id is not modified.
old SP Old stack pointer (SP) of the thread.
old SP Old instruction pointer (IP) of the thread.
old pager Id of the thread’s old pager.
Example

Signalling can be implemented as follows:



signal (Ithread) :
Sp = receive signal stack ;
ip :=recelvesigna ;

mem[sp—-]:=0;

Ithread ex regs (Ithread, sp, ip, — -) ;

mem [sp——] :=ip;

mem [idle stack —wordlength] :=sp.
receive signa :

push all regs;

while mem [sp + 8 x wordlength] = 0 do
thread switch (nilthread)

od ;

pop al regs;

pop (sp) ;

jmp (signal ip) .



task_ new dest task a0 a0 ~
mcp / new chief a1 al ~
pager a2 a2 ~
IP a3 | — PALcall OxB6—> | a3 ~
S a4 ad ~
CPU a5 a5 ~
~ V0 v0 newtaskid

This function deletes and/or creates atask. Deletion of atask means that the address space of the
task and all threads of the task disappear. The cputime of all deleted threads is added to the cputime
of the deleting thread. If the deleted task was chief of aclan, al tasks of the clan are deleted aswell.

Tasks may be created as active or inactive, as defined by the pager attribute. For an active task,
a new address space is created together with 256 threads. Lthread O is started, the other ones wait
for a“real” creation by Ithread ex regs. An inactive task isempty. It occupies no resources, has no
address space and no threads. Communication with inactive tasks is not possible. Loosely speaking,
inactive tasks are not really existing but represent only the right to create an active task.

A newly created task gets the creator as its chief, i.e. it is created inside the creator’s clan. A
task can only be deleted either directly by its chief (its creator) or indirectly by (ahigher-level chief)
deleting the task’s chief.

‘ Alphalmplementation Note: ‘ The task delete component of task_new is not currently imple-
mented in this version of L4/Alpha. Thiswill be fixed shortly.

Parameters

dest task Task id of an existing task (active or inactive) whose chief isthe cur-
rent task. If one of these preconditions is not fulfilled, the system
cal has no effect. Otherwise, dest task is deleted and simultane-
ously a new task is created with the same task number. The new
task may be active or inactive (see next parameter).

pager # nil The new task is created as active. The specified pager is associated
with Ithread 0.

=nil (0) The new task is created as inactive. Lthread O is not created.

P Initial stack pointer for Ithread O if the new task is created as an
active one. Ignored otherwise.

P Initial instruction pointer for Ithread O if the new task is created as
an active one. Ignored otherwise.

mcp Maximum controlled priority (mcp) defines the highest priority

which can be ruled by the new task acting as a scheduler. The new
task’s effective mcp is the minimum of the creator’'s mcp and the
specified mcp.

al contains this parameter, if the newly generated task is an active
task, i.e. has a pager and at least Ithread O.



new chief

new task id

CPU

#nil

=nil

Specifies the chief of the new inactive task. This mechanism per-
mitsto transfer inactive (“empty”) tasks to other tasks. Transferring
an inactive task to the specified chief means to transfer the related
right to create atask. Note that the task number remains unchanged.
al contains this parameter, if the newly generated task is an inactive
task, i.e. has no pager and no threads.

The Ithread no of the chief id is ignored, the effective chief (as far
asipc delivery is concerned) isthe chief tasks' Ithread O.

Task creation succeeded. If the new task is active, the new task id
will have a new version number so that it differs from all task ids
used earlier. Chief and task number are the same as in dest task.
However, if the new task is created inactive, the chief istaken from
the chief parameter and the task number remains unchanged. The
version isin this case undefined so that the new task id might be
identical with aformerly (but not currently and not in future) valid
task id. This is safe since communication with inactive tasks is
impossible.

(0) The task creation failed.
Specifies the CPU on which Ithread O is to be started,
Specifies the current CPU for Ithread 0.



|4_config type a0 0 ~
IDT address a1 al ~

— PALcall OxB7—

This function sets the address of the threads Interrupt Descriptor Table, which contains an array of
entry points. When an exception occurs, the threads |P will be forced to the corresponding entry in
the IDT (See Section 2.5).

Parameters
type Thisisthe type of configuration request. Currently only 0 is used.

IDT address Thisisthe address of the IDT table.



4 _return

— PALcall 0xB8—>

This function is used to return to the address on the top of the user stack. Thisis used for returning
from exception handling.

Parameters



[4_migrate thread id a0 0 ~
destination CPU a1 al ~
~ V0 v0 return code
— PALcall OxAC—

This function migrates a thread from one CPU to another.

Parameters

thread id Thisisthe thread to be migrated.

destination CPU Thisisthe CPU to which the thread is to be migrated.
return code =0 Thisindicates that the migration was successful.

=1 Thisindicates that the migration was unsuccessful.



|4_whoami ~ V0 v0 current CPU

— PALcall OXxAB—>

This function returns the CPU id of the current thread.

Parameters

current CPU Thisis the CPU on which the thread is currently running.



sys.time ~ o vo ticks

— PALcall 0xB9—

This function returns the number of ticks since boot time for the processor the syscal is executed
on.

Parameters

ticks Number of ticks of run time since boot time.



2.5 Exception Handling

Exceptions in L4/Alpha are handled via a per thread interrupt descriptor table (IDT).
The IDT isastructure defined as follows:

typedef struct {

void
void
void
void
void
void

(*idt_ memory) (void) ;
(*idt instruction) (void) ;
(*idt_arithmetic) (void) ;
(*idt unaligned) (void) ;
(*idt_ mchk) (void) ;

(*idt break) (void) ;

} 14 alphaidt t;

Each thread must call 14_set_idt() to register an IDT.

When athread raises one of the above exceptions in L4/Alpha, the kernel will attempt to jump
to the appropriate entry point. Before doing so, the PC is pushed onto the user’s stack.

To exit from exception handling, [4 return() call should be used.



2.6 TheKernd-Info Page

The kernel-info page contains kernel-version data, memory descriptors and the clock. The remain-
der of the page is undefined. The kernel-info page is mapped read-only in the ¢y-address space.
op can use the memory descriptors for its memory management. oy can map the page read-only to
other address spaces.

The kernel information page contains information useful for the initial servers to find out about
the environment they were started in. Itslayout is as follows.

kernel data () +40
dit header (¢,) +32
kernel (64 +24
memory size (g4 +16
clock (64 +8
build (1) version (1) “LAUK” (32 +0
version L4 version number.
build L4 build number of above version
clock Number of 1 milliseconds ticks since L4 booted.
memory size The amount of RAM installed on machine L4 is running on.
kernel The address + 1 of last byte reserved by the kernel of low physical
memory.
dit header The address of the DIT header which maps out what was |oaded

with the kernel image.

kernel data The address of the start of kernel reserved memory in the upper
physical memory region.

The physical memory initially available for applications lies between kernel and kernel data.

Alpha I mplementation Note: | clock field is not used on Alpha




2.7 Page-Fault and Preemption RPC

Page Fault RPC

kernel sends: 0 (t0) fault address/ 4 (65 Wl
wl (t1) faulting user-level 1P g4,
w=0 Read page fault.
w=1 Write page fault.
kernd receives: The kernel provides areceive fpage covering the complete user ad-

dress space. The kernel accepts mappings or grants into this region.
Only a short (i.e., register-only) message is accepted, and its con-
tents are ignored.

timeouts PFat Pratipcin PFatipcin
used for user receiver's sender’'s
pagefault RPC | level space space
snd oo  sender'ssnd pf receiver'srcv pf
rcv oo  sender’'ssndpf receiver'srcv pf
snd pf oo  sender'ssnd pf receiver'srcv pf
rcev pf oo  sender’'ssnd pf receiver'srcv pf

Preemption RPC

‘Alpha Implementation Note: | Preemption RPC is yet to be implemented in L4/Alpha

kernel sends. 0 user-level ESP (39

wl user-level EIP (3,

ESP and EIP are the exception stack pointer and exception instruction pointer registers, respec-
tively.
kerne receives: The kernel only accepts a short (in-register) message, whose con-
tents are ignored.

timeouts
used for
preemption RPC
snd
rcv
snd pf
rcv pf
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2.8 o0y RPC protocol

oo istheinitial address space. Although oy may not be part of the kernel its basic protocol isdefined
by the u-kernel. Specia oy implementations may extend this protocol.

The address space oy isidempotent, i.e. al virtual addresses in this address space are identical
to the corresponding physical address. Note that pages requested from ¢ continue to be mapped
idempotently if the receiver specifies its complete address space as receive fpage.

oo gives pages to the kernel and to arbitrary tasks, but only once. Theideais that al pagers
request the memory they need in the startup phase of the system so that afterwards ¢ has spent all
its memory. Further requests will then automatically denied (by sending anull reply).

General Memory Mapping

Physical memory

mngO (SO) address (64)
msg.wi (s1) ~ (o)
If address is in the available memory range and not previously mapped, ¢y sends a writable
mapping to the requester.

Unlike L4/x86, multiple mappings of the same physical frame is not supported, any frame is
only mapped once.

Kernel information page

msg.wO (s0) OXFFFFFFFFFFFFFFFD (g4)

msg.wl (s1) ~ (64)

Maps the kernel info page to the requester read-only. The requester receives the address of
the info page in SO assuming a one to one mapping. Multiple mappings to multiple requesters are
supported. Note that the address of the dit header can be found in the kernel information page
(Sect. 2.6).

Dit header page

msg.w0 (s0) dit header address (64,

msg.wl (sl) ~ (64)
Maps the dit header page read-only. Multiple mappings to multiple requesters are supported.




29 DIT header

DIT isthe tool used to build kernel images for download. Like the L4 kernel itself, it has an infor-
mation page describing the layout of various programs and data that were part of the downloaded
kernel image. It consists of two parts, the initial header followed by zero of more file headers as
specified by the initial header. The initial headers format follows below.

vaddr end (32) +20
fileend (32) +16
phdr num (35, +12
phdr size (32) +8
phdr off (32, +4
“dhdr” (32) +0
phdr off The offset from the beginning of this header to where the file head-
ers start.
phdr size The size of each of the file headers.
phdr num The number of file headers that follow.
fileend The offset to the end of the kernel image file. For DIT internal use
only.
vaddr end The end of currently used physical memory space. This includes
the L4 kernel and all other programs and data in the downloaded
kernel image.

Each of the file headersislaid out asfollows.

flags (s2) +28
entry (s») +24
Size (32 +20
base (3, +16
name string (s, +12
name string (s») +8
name string (zs) +4
name string (s») +0
name string Null terminated string containing name of program or data file

(truncated to 16 characters).



size
entry

flags

The base address of the program or datafile.
The size of the program or data.
The start address of the program if it is executable, zero otherwise.

Miscellaneous flags defined below.

~ (30) b r

If set the kernel runs this program as part of theinitial servers upon
startup. If not set, the program or data has simply been loaded into
memory and has not been invoked.

If set this program is designated as the resource manager. In this
case, theinitial server is given rights to creation of new tasks.



Appendix A

DITE

A.1 Name

dite — tool for creating multi-object images

A.2 Synopsis

dite [-hVvqdI] [[-Rxr] [-b address]] [-E address] filename] -0 target

A.3 Description
DITE (Downloadable Image Tool Extended) is a tool for combining several object files (usualy
executables, but it isn’t picky) into a single downloadable image. Thisimageis usually appended to

a bootloader, or downloaded directly to the target machine.

DITE currently understands ELF and raw formats, although other formats can be added with
relative ease.

A.4 Options

DITE options may be either the traditional POSI X one letter options, or the GNU style long options.
POSIX style options start with asingle “-”, while GNU long options start with *--".

A.4.1 General Options

-h, --help Printsout alist of options and some usage examples.
-V, --version Printsout the nameand version.

-v, --verbose Increases the verbosity level. For example, displays the address and offset of
images in the output image.

-q, --quiet Disablesany non-error output.
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A.4.2 Target Options
-n, --nodit DonotincludeaDIT header in the output image.

-t format, --target format Specifies the format of the output image. This takes the
form object-architecture-endianness.

Note that partial target formats are allowed; the other information will be inferred from the
first non-raw input file. If this option is not included, the output format is that of the first
non-raw input file. For acomplete list of available formats, execute dite -h.

-o filename, --output filename This specifiesthe output file.

-D segment, --dit-segment segment This specifies the segment in which the DIT
header will be placed (starting from 0). The default segment is the last segment.

-0 offset, --offset offset! This specifies the offset by which each segment will be
moved. This does not effect any datain the DIT header.

-d, --dump This printsthe contents of the DIT segment to stdout.

-1, --link Printsthe next free addressin the image.

-u, --update-sigma0? Thisupdatesthe kernel info pagein the second segment of the output
image. Thisisused with - - raw so that sigma0 knows where to find the DIT page.

A.4.3 Source File Options

-a pad, --align pad This padstheinput image with zeroes up to the specified alignment.

-R. --raw Specifiesthat the file will not be included in the output image as-is.

-e address, --entry address Specifies the entry point for the image. Thisisonly re-
quired for those input formats which do not specify thisinformation (i.e. raw).

-b address, --base address This specifies the base of the object. Thisis different to -
-offset inthat it does affect the datain the DIT header. This option is primarily used with
the - -raw option.

-x, --execute Thissetsthe execute flaginthe DIT header.

-r, --resource Thissetstheresourceflaginthe DIT header.

A.5 Notes

For output formats which contain an entry point, the entry point of the first source fileis used, if the
target does not exist. If the target does exist, its entry point is used.

A.6 Examples

The following are examples of the usage of dite.

Thisis an example of how to create afile called kernel from afile caled kernel64.

Note the use of the -0 flag; the PMON bootloader uses the virtual address field rather than the
physical address field to load the image. The -0 flag specifies that the image needs to be loaded at
Oxffffffff80000000 plus the normal addresses.



dite -t elf32-mips64-big -D 2 -0 Oxffffffff80000000 -o ker-
nel kernelé64

This command takes the file kernel generated in the previous example and adds the file serial
specifying it as ainitial server.

dite -o kernel-serial -O 0x8000000 kernel -x serial

The following example creates an image called kernel-serial containing the raw file |4pal with
an entry address of 0x200000 and a base address of 0x20000 (i.e. it constitutes 1 segment in the
output file at address 0x200000), the file sigma0 and the file serial, which isan initial server and the
resource manager.

dite -R -e 0x200000 -b 0x200000 l4pal sigmalO -xr serial -o kernel-
serial

A.7 Bugs

The -0 flag is an abomination.

On 32 hit architectures, any address larger than Oxffffffff may be incorrectly read (thisisdueto
the use of strtoul to convert the string).

DITE will silently allow overlapping images.

A.8 Authors

Simon Winwood (sjwe@cse .unsw.edu. au)
The latest version of dite may be found at http://www.cse.unsw.edu.au/ " sjw/
code/dite/.

A9 SeeAlso

14 (1)






Appendix B

L4/Alpha Kernel Debugger

The L4/Alpha kernel debugger, as it’s name suggests, is used for debugging the L4 kernel itself. It
is not intended to be used for debugging applications, though it can be used to if one understands
enough of the internals of L4. For user level debugging, L4/Alpha supports the use of GDB.

The debugger is very primitive in functionality. It allows basic exploration of kernel data (both
global and task specific data), memory, and general purpose registers.

A description of the current list of commands follows.

? Print out a short help message.

SPC Reshow entire current TCB.

t Select thread id.

n Next from present queue.

p Previous from present queue.

d Datatrandation buffer.

i Instruction trandation buffer.

a Trandate address in current thread context.
m Dump 256 bytes from current address space.
M Show mapping-tree from current task.

T Display mailboxes.

g Show associated interrupts.

g Continue at interrupt instruction.

h halt and go to console.
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Appendix C

L4/Alpha C Library Headers

The following are the self documented header files for the C library interface to L4 on the Alpha
platform. The headers contain useful constants, macros, and function prototypes for programming
in the L4 environment.

C.1 typesh

/*

* $Id: types.h,v 1.2 2000/11/29 03:50:34 danielp Exp $
*/

#ifndef 14 TYPES H
#define L4 TYPES H

#include <14 /compiler.h>

typedef unsigned char byte t;
typedef unsigned short int word t;
typedef unsigned int dword t;
typedef unsigned long long gword t;
typedef long long cpu_time t;
/*

* L4 unique identifiers

*/

typedef struct ({
unsigned version low:11 PACK;
unsigned lthread:8 PACK;

unsigned task:10 PACK;
unsigned version high:4 PACK;
unsigned site:16 PACK;
unsigned chief:10 PACK;
unsigned nest:4 PACK; // code assumes on this order.

} 14 threadid struct_t ;

typedef union {
gword_t thread id;
gword t ID; // Compatibility with L4/MIPS
14 threadid struct t id;
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} 14 threadid t;
typedef 14 threadid t 14 taskid t;
typedef unsigned long 14 cpuid t;

typedef struct {
unsigned MBZ1:11 PACK;
unsigned intr:8 PACK;
long MBZ2:45 PACK;

} 14 intrid struct_t;

typedef union {

gword_t intrid;

14 intrid struct t id;
} 14 _intrid t;

#define L4 NIL ID ((14 threadid t) {thread id:0x0000000000000000})
#define L4 INVALID ID ((14_ threadid t) {thread id:Oxffffffffffffffff})

/*
* L4 flex pages
*/

typedef struct ({
unsigned grant:1 PACK;
unsigned write:1 PACK;
unsigned size:6 PACK;
unsigned zero:5 PACK;
gword t page:51 PACK;
} 14 fpage struct_t;

typedef union {

gword_t fpage;

14 fpage struct_t fp;
} 14 fpage t;

#define L4 PAGESIZE (0x2000)

#define L4_PAGEMASK (” (L4_PAGESIZE - 1))
#define L4_LOG2_PAGESIZE (13)

#define L4 WHOLE_ADDRESS_SPACE (63)
#define L4_FPAGE_RO 0

#define L4 FPAGE_RW 1

#define L4_FPAGE_MAP 0

#define L4 FPAGE_GRANT 1

typedef struct ({
gword_t snd base;
14 fpage t fpage;
} 14 snd fpage t;

/*
* L4 message dopes

*/

typedef struct {
unsigned msg_deceited:1 PACK;
unsigned fpage received:1 PACK;
unsigned msg_redirected:1 PACK;
unsigned src_inside:1 PACK;



unsigned snd _error:1 PACK;
unsigned error code:3 PACK;
unsigned strings:5 PACK;
gword t dwords:51 PACK;

} 14 msgdope struct t;

typedef union {

gword_ t msgdope;

14 msgdope struct t md;
} 14 msgdope t;

/*
* L4 string dopes
*/

typedef struct {
gword_t snd_size;
gword_t snd_ str;
gword_t rcv_size;
gword_t rcv_str;
} 14 strdope t;

/*
* L4 message header - currently unsupported.

*/

typedef struct {
14 fpage t rcv_fpage;
14 _msgdope_t size dope;
14 msgdope t snd_dope;
} 14 msghdr_t;

/*
* L4 timeouts

*/

typedef struct ({
unsigned rcv_exp:8 PACK;
unsigned rcv_pfault:8 PACK;
unsigned rcv_man:16 PACK;

unsigned snd_exp:8 PACK;
unsigned snd_pfault:8 PACK;
unsigned snd man:16 PACK;

} 14 timeout struct t;

typedef union {

gword_t timeout;

14 timeout struct t to;
} 14 timeout t;

/*
* 14 _schedule param word

*/

typedef struct ({
unsigned prio:8 PACK;
unsigned small:8 PACK;



unsigned zero:4 PACK;

unsigned time exp:4 PACK;

unsigned time man:8 PACK;
} 14 sched param struct t;

typedef union {

gword t sched param;

14 sched param struct t sp;
} 14 sched param t;

#define L4 SMALL SPACE(size mb, nr) ((size mb >> 2) + nr * (size mb >> 1))
/*

* Some useful operations and test functions for id’s and types

*/
#if 1

L4_INLINE int 14_is nil id(14_threadid_t id);

L4_INLINE int 14_is_invalid_id(14_threadid_t id);

L4 INLINE 14 fpage t 14 fpage (unsigned long address, unsigned int size,
unsigned char write, unsigned char grant) ;

L4 INLINE 14 threadid t get taskid(l4_threadid t t);

L4 INLINE int thread_equal (14_threadid t t1,14_ threadid t t2);

L4_INLINE int task_equal (14_threadid_t t1,14_threadid t t2);

L4_INLINE int 14 _is nil id(14_threadid t id)

{

return id.thread id == 0;

}

L4 _INLINE int 14 is_invalid_id (14 threadid t id)
{

return id.thread id == Oxffffffffffffffff;

}

L4 INLINE 14 fpage t 14 fpage(unsigned long address, unsigned int size,
unsigned char write, unsigned char grant)
{
return ((l4 fpage t){fp:{grant, write, size, 0,
(address & L4 PAGEMASK) >> L4 LOG2 PAGESIZE }});
}

L4_INLINE 14_threadid t
get_taskid(l4_threadid t t)
{

t.id.lthread = 0;

return t;

}

L4 INLINE int
thread equal (14 threadid t t1,14 threadid t t2)

{

return ((tl.thread id == t2.thread id));

}

L4 INLINE int
task_equal (14 _threadid t t1,14 threadid t t2)

{

return ((tl.thread id & "0x3ffff) ==



(t2.thread id & “Ox3ffff));

}

#endif
#endif /* _ L4TYPES H  */



C.2 syscallsh

/*
* $Id: syscalls.h,v 1.4.2.2 2001/03/08 02:33:38 danielp Exp $
*/

#ifndef L4 SYSCALLS H
#define L4 SYSCALLS H

#include <l4/compiler.h>
#include <1l4/types.h>

/* For GDB */
#ifdef GDB

#ifndef BREAKDEFINE
#define BREAKDEFINE

#define breakpoint() _asm _ volatile  (".long 0x80") /* FIXME - use a define

for pal 0x80 */
#endif
#endif

#define L4 FP_REMAP PAGE 0x02 /* Page is set to read only */
#define L4 FP_FLUSH PAGE 0x00 /* Page is flushed completly */
#define L4 FP_OTHER_SPACES 0x00 /* Page is flushed in all other */
/* address spaces */

#define L4 FP ALL SPACES 0x01

/* Page is flushed in own address */

/* space too */

#define L4 NC_SAME CLAN 0x00 /* destination resides within the */
/* same clan */

#define L4 NC_ INNER_CLAN 0x0C /* destination is in an inner clan */
#define L4 NC_OUTER_CLAN 0x04 /* destination is outside the */

/* invoker’s clan */

#define L4_CT LIMITED IO 0
#define L4_CT UNLIMITED IO 1
#define L4_CT DI_FORBIDDEN 0
#define L4_CT _DI_ALLOWED 1

/*
* prototypes
*/
L4 INLINE void
14 fpage unmap(l4 fpage t fpage, dword t map mask) ;

L4 INLINE void
14 fpage unmap_ easy(gword t VAddr, gword t 1d pages, int bInclud-
ing, int bReadOnly) ;

L4 INLINE 14 threadid t
14 myself (void) ;

L4 INLINE 14_threadid t

14 nchief (14 threadid t destination, 14 threadid t *next chief);

L4 INLINE int
14 _id nearest (14_threadid_t destination, 14_threadid t *next chief);



L4_INLINE 14 threadid t

14 thread ex regs(l4 threadid t destination, gword t pc, gword t sp,
14 threadid t *preempter, 14 threadid t *pager,
gword t *old pc, gword t *old sp);

#ifdef GDB

L4 INLINE void

14 thread ex regs gdb(l4 threadid t destination, gword t pc, gword t sp,
14 threadid t *preempter, 14 threadid t *pager,
gword t *old pc, gword t *old sp);

#endif

L4 INLINE void
14_thread_switch(14_threadid_t destination) ;

L4 INLINE cpu time t

14 thread_schedule (14 _threadid_t dest, 14_sched param_t param,
14 threadid t *ext preempter, 14 threadid t *partner,
14 _sched param_t *old param) ;

L4 INLINE cpu time t

14 smp thread schedule(14_threadid t dest, 14 sched param t param,
14 threadid_t *ext preempter, 14 threadid t *partner,
14 cpuid t *cpuid, 14 sched param t *old param) ;

L4 INLINE void
14 schedule (14 threadid t dest, 14 threadid t preempter, gword t par2);

L4_INLINE 14 taskid_t
14 task new(l4 taskid t destination, gword t mcp or new chief,
gword_t sp, gword t pc, 14 threadid_t pager) ;

L4_INLINE 14 taskid t
14 smp task new(l4_ taskid t destination, gword_ t mcp_or new_ chief,
gword_t sp, gword t pc, 14 threadid t pager, 14 _cpuid t cpuid);

L4 INLINE void
14_imb (void); /* John wants this, but he should just use imb() */

typedef struct ({
void (*idt_memory) (void) ;
void (*idt instruction) (void);
void (*idt_arithmetic) (void) ;
void (*idt_unaligned) (void) ;
void (*idt_ mchk) (void) ;
void (*idt_break) (void) ;

} 14_alphaidt_t;

(
(
(
(

L4 INLINE void
14 _set_idt (14_alphaidt_t *idt);

L4 INLINE unsigned long
14 sys time(void) ;

#endif



C.3 ipc.h

/*
* $Id: ipc.h,v 1.1.1.1.4.1 2001/03/08 02:33:38 danielp Exp $
*/

#ifndef L4 IPC H
#define = L4 IPC H

/*
* L4 ipc
*/

#include <14 /compiler.h>
#include <14/types.h>

/*
* IPC parameters

*/
/*

* Structure used to describe destination and true source if a chief
* wants to deceit

*/

typedef struct ({
14 _threadid_t dest, true_src;
} 14 ipc_deceit ids t;

#define L4 IPC MAX REG MSG 8

/* lets not use 14 ipcregs_t in future
*/
typedef union {
gword_t val[L4_IPC_MAX REG_MSG] ;
gword_t reg[L4_IPC MAX REG_MSG]; // compatibility with L4/MIPS
} 14 ipcregs t;

/*typedef struct

gword_t reg[L4_IPC_MAX REG_MSG] ;
} 14 _ipc_reg msg_t;
*/

typedef 14 ipcregs t 14 ipc reg msg t; // compatibility with L4/MIPS

/*
* Defines used for Parameters

*/
#define L4 TIPC _SHORT MSG O
/*

* Defines used to build Parameters

*/

#define L4 IPC STRING SHIFT 8
#define L4 IPC DWORD SHIFT 13
#define L4 IPC SHORT FPAGE ((void *)2)



#define L4 IPC DOPE (dwords, strings) \
( (14 _msgdope t) {md: {0, 0, 0, 0, 0, 0, strings, dwords }})

#define L4 IPC TIMEOUT (snd man, snd exp, rcv_man, rcv_exp, snd pflt, rcv pflt)\
( (14_timeout_t) \
{to: { rcv_exp, rcv pflt, rcv_man, snd exp, snd pflt, snd man} } )

#define L4 IPC NEVER ((l4 timeout t) {timeout : 0})
#define L4 IPC MAPMSG (address, size) \
((void *) (gword_t) ( ((address) & L4 PAGEMASK) | ((size) << 2) \
| (unsigned long)L4 IPC SHORT FPAGE))

/*
* Some macros to make result checking easier

*/

#define L4 IPC_ERROR MASK O0xFO0
#define L4 IPC DECEIT MASK 0x01
#define L4 IPC_FPAGE MASK 0x02
#define L4 IPC REDIRECT MASK 0x04
#define L4_IPC_SRC_MASK 0x08
#define L4 IPC_SND ERR MASK 0x10

#define L4_IPC IS ERROR(x) (((x).msgdope) & L4 IPC_ERROR_MASK)

#define L4_IPC_MSG_DECEITED(x) (((x).msgdope) & L4_IPC_DECEIT_MASK)
#define L4_IPC_MSG_REDIRECTED(X) (((x) .msgdope) & L4_IPC_REDIRECT_MASK)
#define L4 _IPC SRC_INSIDE (x) (((x).msgdope) & L4 IPC_SRC MASK)

#define L4_IPC_SND_ERROR(x) (((x).msgdope) & L4_IPC SND_ERR MASK)

#define L4_IPC_MSG_TRANSFER_STARTED \
((((x) .msgdope) & L4 IPC_ERROR MASK) < 5)

#define push most \

"subg $30,8%8,330;"\

"stq $1, 0x00($30);stqg $2, 0x08($30);stg $3, 0x10($30);stg $4, 0x18(530);"\
"stq $5, 0x20($30);stqg $6, 0x28($30);stqg $7, 0x30(S30);stg $27, 0x38($30) ;"

#define pop_most \

"1dg $1, 0x00($30);1ldg $2, 0x08($30);1dg $3, 0x10($30);1dg $4, 0x18(530);"\
"ldg $5, 0x20($30);1dg $6, 0x28($30);1dg $7, 0x30(s$30);1dg $27, 0x38($30) ;"\
"addg $30,8%8,$30;"

/*
* Prototypes
*/

L4 INLINE int
14 _alpha ipc_call(l4_threadid t dest,
const void *snd msg,
const 14 ipcregs_t *snd_regs,
void *rcv_msg,
14 ipcregs t *rcv_regs,
14_timeout_t timeout,
14 msgdope t *result);



L4 INLINE int
14 alpha ipc reply and wait (14 threadid t dest,
const void *snd msg,
const 14 ipcregs t *snd regs,
14 threadid t *src,
void *rcv_msg,
14 ipcregs t *rcv_regs,
14 _timeout_ t timeout,
14 msgdope t *result);

L4 INLINE int
14 alpha ipc_reply deceiting and wait (14 threadid t dest,
14 threadid t vsend,
const void *snd msg,
14 ipcregs t *snd reg,
14 threadid t *src,
void *rcv_msg,
14 ipcregs t *rcv_reg,
14_timeout_t timeout,
14_msgdope_t *result);

L4 INLINE int
14 _alpha ipc_send(l4_threadid t dest,
const void *snd msg,
const 14 ipcregs_t *snd_regs,
14 _timeout_t timeout, 14 _msgdope_t *result);

L4 INLINE int

14_alpha_ipc_send deceiting(l4_threadid_t dest,
14 threadid t vsend,
const void *snd msg,
14 ipcregs_t *snd_reg,
14 timeout t timeout,
14_msgdope_t *result) ;

L4 INLINE int
14_alpha_ipc_wait (14_threadid_t *src,
void *rcv_msg,
14 ipcregs t *rcv_regs,
14_timeout_t timeout,
14_msgdope_t *result) ;

L4 INLINE int
14_alpha_ipc_receive(14_threadid_t src,
void *rcv_msg,
14 ipcregs_t *rcv_regs,
14_timeout_t timeout,
14 msgdope t *result);

/* new API calls to support knowledge of real dst on deceit calls */
L4 INLINE int
14_alpha_ipc_chief wait (14_threadid_t *src,
14 threadid t *real dst,

void *rcv_msg,

14_ipc_reg_msg_t *rcv_reg,

14 timeout t timeout,

14 msgdope t *result);

L4 INLINE int
14 alpha ipc_chief receive(l4 threadid t src,



14 threadid t *real dst,
void *rcv_msg,

14 ipc reg msg t *rcv_reg,
14 timeout t timeout,

14 msgdope_t *result);

L4 INLINE int
14 _alpha ipc_chief call(1l4_threadid t dest,
14 threadid t vsend,
const void *snd msg,
14 _ipc_reg msg_t *snd reg,
14 threadid t *real dst,
void *rcv_msg,
14_ipc_reg_msg_t *rcv_reg,
14 timeout t timeout,
14 msgdope t *result);

L4 INLINE int

14 _alpha ipc_chief reply and wait (14 _threadid t dest,
14_threadid_t vsend,
const void *snd msg,
14 ipc_reg msg_t *snd reg,
14_threadid_t *src,
14 threadid t *real dst,
void *rcv_msg,
14_ipc_reg_msg_t *rcv_reg,
14 timeout t timeout,
14_msgdope_t *result);

L4 INLINE int
14_alpha_ipc_chief_send(1l4_threadid_t dest,
14_threadid_t vsend,
const void *snd msg,
14_ipc_reg_msg_t *snd_reg,
14_timeout_t timeout,
14 msgdope t *result);

#if 0

L4 INLINE int 14 ipc fpage received(l4 msgdope t msgdope) ;
L4_INLINE int 14_ipc_is_fpage_granted(14_fpage_t fp);
L4_INLINE int 14_ipc_is_fpage_writable(14_fpage_t fp);

/*

*

*/

L4 INLINE int 14 ipc_fpage received(l4_msgdope_t msgdope)

{

return msgdope.md.fpage received != 0;

}

L4 INLINE int 14 ipc is fpage granted(l4_ fpage t £fp)

{

return fp.fp.grant != 0;

}

L4 INLINE int 14 ipc is fpage writable(l4 fpage t fp)

{

return fp.fp.write != 0;

}



/*
* IPC results
*/

#endif

#define L4 IPC ERROR (x) (((x).msgdope) & L4 IPC ERROR_ MASK)
#define L4 TIPC _ENOT_EXISTENT 0x10
#define L4 TIPC RETIMEOUT 0x20

#define L4 IPC SETIMEOUT 0x30

#define L4 TPC _RECANCELED 0x40
#define L4 TPC_SECANCELED 0x50
#define L4 IPC REMAPFAILED 0x60
#define L4 TIPC_SEMAPFAILED 0x70
#define L4 IPC RESNDPFTO L4 IPC ENTRY
#define L4 IPC SERCVPFTO 0x90

#define L4 TIPC _REABORTED O0xAO0

#define L4_IPC_SEABORTED 0xBO

#define L4 IPC_REMSGCUT O0OxEO

#define L4 TIPC_SEMSGCUT O0xFO

/*
* Internal defines used to build IPC parameters for the L4 kernel
*/

#define L4 IPC_NIL DESCRIPTOR (-1)

#define L4_IPC DECEIT 1

#define L4 IPC OPEN IPC 1

#endif /* _ L4 IPC__ */



C.4 sigma0.h

/*

* $Id: sigma0.h,v 1.2 2000/11/16 01:11:06 sjw Exp $

*

* Proportions of this file are taken from L4/MIPS sigma0.h. L4 on Alpha
* attempts to make use of the same structures to make programming

* easier.

*/

#ifndef ALPHA SIGMAO H
#define ALPHA SIGMAO H 1

#include <1l4/types.h>
#define DIT HEADER _OFFSET 0x100

/* FIXME */
#ifdef _ GNUC__

#if 1

#define SIGMAO KERNEL INFO MAP (OxfffffffffffffffeULL)
#else /* FIXME - currently mapped 1 - 1 */

#define SIGMAO KERNEL INFO MAP (0x222000ULL)

#endif

#define SIGMAO_DEBUG_LEVEL (OxfffffffffffffffcULL)
#define SIGMAO TID ( (14 threadid t) {ID: (0x80001ULL)})
#endif

typedef struct {
dword_t magic; /* L4uK */
word_t version;
word_t build;
gword_t clock;
gword_t memory_size;
gword_t kernel;
gword_t dit_hdr;
gword_t kernel_data;
} 14 kernel info;

#endif



C.5 dit.h

/*

* $Id: dit.h,v 1.1.1.1 2000/10/18 05:29:15 sjw Exp $

*

* Proportions of this file are taken from L4/MIPS dit.h. L4 on Alpha
* attempts to make use of the same structures to make programming

* easier.

*

/

#ifndef ALPHA DIT H
#define ALPHA DIT H

#include <14/types.h>

#define DIT_RUN 0x01
#define DIT_MANAGER 0x02
#define DIT_NIDENT 4
#define DIT NPNAME 16

typedef unsigned int Dit_uint;

typedef struct ({
char d_ident [DIT NIDENT] ;
Dit_uint d_phoff;
Dit uint d phsize;
Dit_uint d_phnum;
Dit_uint d_fileend;
Dit_uint d vaddrend;
} Dit_Dhdr; /* L4 DIT Header */

typedef struct {
Dit_uint p_base;
Dit_uint p_size;
Dit_uint p_ entry;
Dit_uint p_flags;
char p name [DIT NPNAME] ;
} Dit_Phdr; /* L4 DIT File entry */

#endif
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