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m
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L
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g
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d
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n
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A
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o
rith

m
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V
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catio
n

fo
r

E
p

istem
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L
o

g
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R
o

n
van

d
er

M
eyd

en

U
n
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o

f
N
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o
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n
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u
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O
verview

o
f

th
e

C
o

u
rse

M
otivation

Logics
ofknow

ledge
and

tim
e

M
odelchecking

know
ledge

&
tim

e

A
m

odelchecking
system

&
exam

ples

S
ynthesis

&
know

ledge
based

program
im

plem
entation
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T
he

m
ain

problem
unique

to
distributed

system
s

is
a

lack
of(global)

know
ledge.

Itis
difficult(probably

im
possible)

for
one

node
to

know

everything
aboutthe

restofthe
netw

ork.
Yetglobalknow

ledge

seem
s

to
be

required
to

answ
er

questions
such

as
“W

here
is

the
file

A
”,“Is

there
a

deadlock”,[or]“W
hatis

the
bestw

ay
to

answ
er

the

question....
”

(G
ray,1979)

“O
nce

the
sender

receives
the

acknow
ledgem

ent,itknow
s

thatthe

currentpackethas
been

delivered;itcan
then

safely
discard

the

currentpacketand
send

the
next.”

S
lid

e
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S
eq

u
en

ce
Tran

sm
issio

n
P

ro
b

lem

S
ender

S
to

com
m

unicate
bits

x
1,x

2,..
to

receiver
R

across
a

possibly
unreliable

m
edium

(H
alpern

and
Z

uck,JA
C

M
1990)

S
en

d
er

S
:

F
or

each
i=

0..
do

w
hile

notknow
s(S

,know
s(R

,x
i))

dosend(R
, 〈

i,x
i〉)

w
ait(T

)

end

R
eceiver

R
:

F
or

each
i=

0
...

do

w
hile

notknow
s(R

,x
i)

do

send(S
, 〈

i,?
〉)

w
ait(T

’)

end

2
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B
rafm

an,Latom
be,M

oses,S
hoham

:
A

pplications
ofa

logic
of

know
ledge

to
m

otion
planning

under
uncertainty.

JA
C

M
1997

. . .

E
nvironm

entalC
onstraints:

•
S

ensor
∈

[position-1,position+
1]

•
R

obotm
oves

under
controlofthe

environm
ent,atm

ostone

step
per

unittim
e.

S
lid

e
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A
know

ledge-based
program

:

w
a
i
t
u
n
t
i
l

K
n
o
w
(
p
o
s
i
t
i
o
n
i
n

G
o
a
l
)
;

h
a
l
t
.

Im
plem

entations:

I
1
:
w
a
i
t

u
n
t
i
l
S
e
n
s
o
r
=
3
;

h
a
l
t
.

(w
hen

agent’s
view

=
S

ensor)

I
2
:
w
a
i
t

u
n
t
i
l
S
e
n
s
o
r
i
n
{
3
,
4
,
5
}
;

h
a
l
t
.

(w
hen

agent’s
view

=
S

ensor,and
w

hen
agents

view
=

S
ensor

+

clock
value)

3
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B
en

efi
ts

C
laim

ed
fo

r
K

n
o

w
led

g
e-B

ased
P

ro
g

ram
s

•
A

b
stractn

ess:
correctness

proofs
atthe

know
ledge

levelare

sim
pler

and
m

ore
intuitive

•
G

en
erality:

T
he

sam
e

know
ledge-based

program
describes

distinctprotocols
running

under
differentenvironm

ental

assum
ptions

•
O

p
tim

ality:
Im

plem
entations

ofknow
ledge-based

program
s

m
ake

optim
aluse

ofinform
ation

S
lid

e
8

Q
uestions

concerning
the

im
plem

entation
ofknow

ledge-based

program
s:

1.
D

o
im

plem
entations

exist?
A

re
they

unique?

2.
H

ow
can

one
verify

thata
given

protocolis
an

im
plem

entation?

3.
H

ow
can

an
agentcom

pute
w

hatitknow
s

in
a

given
system

?

4.
Ifan

im
plem

entation
exists,how

com
plex

is
itto

constructone?

5.
W

hatis
the

inherentcom
plexity

ofthe
im

plem
entations

them
selves?

C
an

they
be

finite
state

protocols?

4
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P
art

1:
L

o
g

ics
o

f
K

n
o

w
led

g
e

an
d

T
im

e

S
lid

e
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R
eferen

ces

T
he

C
om

plexity
ofR

easoning
aboutK

now
ledge

and
T

im
e

I(Low
er

B
ounds),Joe

H
alpern

and
M

oshe
V

ardi,JC
S

S
1989

C
om

plete
A

xiom
atizations

for
K

now
ledge

and
T

im
e,Joe

H
alpern,

R
on

van
der

M
eyden,M

oshe
V

ardi,to
appear

S
IA

M
J.C

om
puting

C
om

plete
A

xiom
atizations

for
K

now
ledge

and
B

ranching
T

im
e,R

on

van
der

M
eyden

and
K

a-S
hu

W
ong,to

appear
S

tudia
logica

5
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B
ackg

ro
u

n
d

•
M

.S
ato

1977
—

C
p
r
,s
y
n
c

•
D

.Lehm
an

1984
—

C
p
r
,s
y
n
c

•
R

.Fagin,J.H
alpern

and
M

.V
ardi1984

—
C
p
r

•
R

.P
arikh

and
R

.R
am

anujam
1985

—
C
p
r

•
R

.Ladner
and

J.R
eif1985

—
C
p
r
,n
l
,u
i
s

S
lid
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O
verview

•
S

em
antics

ofknow
ledge

in
distributed

system
s

•
P

roperties
ofagents:

abstractand
concrete

characterizations

•
A

xiom
atizations

ofknow
ledge

and
linear

tim
e

•
A

xiom
atizations

ofknow
ledge

and
branching

tim
e

6
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A
M

o
d

elfo
r

R
u

n
s

o
f

a
D

istribu
ted

S
ystem

LetL
be

a
setoflocalstates

ofthe
agents

and
S

e
be

a
setofstates

ofthe
environm

ent

D
efine

the
setofglobalstates

as
G

=
L

n
×

S
e ,i.e.,a

globalstate
is

a
is

a
tuple

〈l1
,
.
.
.
,ln

,se 〉.

•
fori=

1
,
.
.
.
,n

,the
com

ponentli
represents

the
localstate

of

agenti

•
se

represents
the

state
ofthe

environm
ent

S
lid

e
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R
u

n
s

A
run

over
globalstates

G
is

a
m

apping
r

:N
→

G
.

W
rite

ri (m
)

for
the

i-th
com

ponentofr(m
),and

re (m
)

for
the

n
+

1
-stcom

ponent(the
state

ofthe
environm

ent)

A
pair

(r,m
)

consisting
ofa

run
r

and
a

naturalnum
berm

is
called

a
point.

7

S
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D
istribu

ted
S

ystem
s

A
system

over
globalstates

G
is

a
setofruns

over
G

.

LetP
rop

be
a

setofpropositionalconstants.

A
n

interpretation
for

G
is

a
function

π
:

G
×

P
rop

→
{0

,1}
.

A
n

interpreted
system

I
=

(R
,π

)
consists

ofa
system

R
together

w
ith

an
interpretation

function
π

.

S
lid

e
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A
L

an
g

u
ag

e
fo

r
K

n
o

w
led

g
e

an
d

T
im

e

T
he

follow
ing

are
form

ulas:

p
,w

here
p
∈

P
rop

¬
ϕ

,ϕ
1
∧

ϕ
2 ,

�

ϕ
(“ϕ

atthe
nextm

om
entoftim

e”)

ϕ
1

U
Φ

2
(“ϕ

1
untilϕ

2 ”)

K
i ϕ

,w
here

i
=

1
.
.
.n

(“agenti
know

sϕ
”)

define
ϕ

1
→

ϕ
2

as
¬

ϕ
1
∨

ϕ
2 ,etc8
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S
u

b
lan

g
u

ag
es

W
rite

L
{O

p
1
,...,O

p
n }

for
the

sublanguage
based

juston
the

operators
O

p
1
,
.
.
.
,O

p
n

E
.g.

L
{

�

,U
}

(tem
porallogic)

L
{K

1
,...,K

n }
(logic

ofknow
ledge)

L
{K

1
,...,K

n
,�

,U
}

(logic
ofknow

ledge
&

tim
e)

S
lid

e
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I
,(r,m

)
|=

p
ifπ

(r,m
)(p)

=
1

.

I
,(r,m

)
|=
¬

ϕ
1

ifnotI
,(r,m

)
|=

ϕ
1

I
,(r,m

)
|=

ϕ
1
∧

ϕ
2

ifI
,(r,m

)
|=

ϕ
1

and
I
,(r,m

)
|=

ϕ
2

I
,(r,m

)
|=

�

ϕ
ifI

,(r,m
+

1)
|=

ϕ
.

I
,(r,m

)
|=

ϕ
1 U

ϕ
2

ifthere
exists

m
≥

n
w

ith
I
,(r,m

)
|=

ϕ
2

and
I
,(r,k)

|=
ϕ

1
for

allk
w

ith
n
≤

k
<

m
.

9

S
lid

e
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Tw
o

points
(r,m

)
and

(r
′,m

′)
are

indistinguishable
to

agenti,

w
ritten

(r,m
)
∼

i (r
′,m

′)
justw

hen
ri (m

)
=

r
′i (m

′).

I
,(r,m

)
|=

K
i ϕ

ifI
,(r

′,m
′)
|=

ϕ
for

allpoints
(r
′,m

′)
∼

i (r,m
)

o
o

o
o

o
o

o

o
o

o
o

o
o

o

o
o

o
o

o
o

o

o
o

o
o

o
o

o

o
o

o
o

o
o

o

S
lid

e
20

C
o

m
m

o
n

K
n

o
w

led
g

e

E
ϕ
≡

n∧i=
1 K

i ϕ

C
ϕ
≡

E
ϕ
∧

E
E

ϕ
∧

E
E

E
ϕ
∧

.
.
.

10
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S
em

an
tics

o
f

C
o

m
m

o
n

K
n

o
w

led
g

e

D
efine

the
(equivalence)

relation
∼

on
Points(I

)
to

be
the

transitive
closure

of
⋃

i=
1
...n

∼
i .

I
,(r,m

)
|=

C
ϕ

ifI
,(r

′,m
′)
|=

ϕ
for

allpoints
(r
′,m

′)
∼

(r,m
)

S
lid

e
22

a
t
t
a
c
k
≡

C
a
t
t
a
c
k

11

S
lid

e
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A
xio

m
s

fo
r

K
n

o
w

led
g

e:
S

5
m

A
1.

A
lltautologies

ofpropositionallogic.

K
1.K

i ϕ
∧

K
i (ϕ

→
ψ

)
→

K
i ψ

K
2.K

i ϕ
→

ϕ

K
3.K

i ϕ
→

K
i K

i ϕ

K
4.
¬

K
i ϕ
→

K
i ¬

K
i ϕ

R
K

.Ifϕ
then

K
i ϕ

R
A

.Ifϕ
and

ϕ
→

ψ
then

ψ
.

S
lid

e
24

P
o

liticalK
n

o
w

led
g

e

(D
o

n
ald

R
u

m
sfeld

,2003)

A
s

w
e

know

T
here

are
know

n
know

ns

T
here

are
things

w
e

know
w

e
know

W
e

also
know

T
here

are
know

n
unknow

ns

T
hatis

to
say

W
e

know
there

are
som

e
things

W
e

do
notknow

B
utthere

are
also

unknow
n

unknow
ns

T
he

ones
w

e
don’tknow

w
e

don’tknow

12
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+
A

xio
m

s
fo

r
C

o
m

m
o

n
K

n
o

w
led

g
e:

S
5C

m

C
1.E

ϕ
≡

∧

mi=
1 K

i ϕ

C
2.C

ϕ
→

E
(ϕ
∧

C
ϕ
)

R
C

.Ifϕ
→

E
(ψ
∧

ϕ
)

then
ϕ
→

C
ψ

S
lid

e
26

A
xio

m
s

fo
r

L
in

ear
T

im
e:

LT

T
1.

�

(ϕ
)
∧

�

(ϕ
→

ψ
)
→

�

ψ

T
2.

�

(¬
ϕ
)
⇔
¬

�

ϕ

T
3.ϕ

U
ψ
⇔

ψ
∨

(ϕ
∧

�

(ϕ
U

ψ
))

R
T

1.
Ifϕ

then

�

ϕ

R
T

2.
Ifϕ

′→
¬

ψ
∧

�

ϕ
′

then
ϕ
′→

¬
(ϕ

U
ψ

)

13
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lid
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P
ro

p
erties

o
f

system
s

syn
c:

A
system

R
is

synchronous
iffor

allagents
i,if

(r,m
)
∼

i (r
′,m

′)
then

m
=

m
′.

u
is:

A
system

has
unique

initialstates
iffor

allruns
r,r

′
and

all

agents
i,(r,0)

∼
i (r

′,0).

S
lid

e
28

C
o

n
co

rd
an

t
in

tervals

Tw
o

intervals
(possibly

infinite)
oftw

o
runs

are
concordantw

rtagent

i
ifagenti

goes
through

the
sam

e
sequence

oflocalstates
over

those
intervals,notcounting

consecutive
repeats.

E
.g.

if

ri [19
,∞

]
=

aaabbaacc
.
.
.

and

r
′i [2

,∞
]
=

abaaaaaaaaaaaaaacc
.
.
.

then
r[19

,∞
]

and
r
′[2

,∞
]

are
concordantfor

agenti.

14
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P
ro

p
erties

o
f

S
ystem

s
(co

n
tin

u
ed

)

p
r:

A
system

R
has

perfectrecall(or
no

forgetting)
iffor

allpoints

(r,m
)

and
allagents

i,if(r,m
)
∼

i (r
′,m

′)
then

the
intervals

r[0
,m

]
and

r
′[0

,m
′]

are
concordantw

rtagenti.

o
o

o
o

o
o

o

o
o

o
o

o
o

o

o
o

o
o

o
o

o

o
o

o
o

o
o

o

o
o

o
o

o
o

o

S
lid

e
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C
o

n
crete

co
n

stru
ctio

n
s

fo
r

syn
ch

ro
n

y
an

d
p

erfect
recall

Let S
e

be
the

setofstates
ofthe

environm
ent.

A
run

ofthe
environm

entis
a

function
ε

:N
→

S
e .

Let O
bs

be
a

setofobservations.

A
n

observation
function

is
a

m
apping

O
:S

e
→

O
bs.

15
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G
iven

a
run

ε
ofthe

environm
ent,and

an
observation

function
O

i

for
each

agenti=
1
.
.
.n

,define
the

runs
r ε

,o
b
s,r ε

,p
r,r ε

,c
l
o
c
k,

r ε
,s
p
r,by

r ε
,x

e
(m

)
=

ε(m
)

for
each

x
∈
{
o
b
s
,c
l
o
c
k
,s
p
r
,p
r
}

and

r ε
,o
b
s

i
(m

)
=

O
i (ε(m

))

r ε
,c
l
o
c
k

i
(m

)
=

(m
,O

i (ε(m
)))

S
lid

e
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r ε
,s
p
r

i
(m

)
=
〈O

i (ε(0))
,
.
.
.
,O

i (ε(m
))〉

r ε
,p
r

i
(m

)
=

O
i (ε(0))#

.
.
.#O

i (ε())

w
here

#
is

absorbtive
concatenation:

(σ
x)#y

=



σ
xy

if
x
6=

y

σ
x

if
x

=
y

16
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G
iven

a
setR

e
ofruns

ofthe
environm

ent,define
the

system

R
xe
=
{r ε

,x
|ε
∈

R
e }

forx
∈
{
o
b
s
,c
l
o
c
k
,s
p
r
,p
r
}

S
lid

e
34

S
ay

tw
o

system
s

R
,R

′are
isom

orphic
ifthere

exists
a

bijection

f
:
R
→

R
′

such
thatfor

alli
and

points
(r,m

)
,(r

′,m
′)

ofR
w

e

have
(r,m

)
∼

i (r
′,m

′)
iff(f(r)

,m
)
∼

i (f(r
′)
,m

′).

P
ro

p
o

sitio
n

:
Let

f
:

R
→

R
′be

an
isom

orphism
and

letπ
and

π
′

be
interpretations

such
thatπ

′(f(r)(m
)
,p)

=
π
(r(m

)
,p)

for
all

r
∈

R
,m

∈
N

and
p
∈

P
rop.

T
hen

for
allpoints

(r,m
)

ofR
and

ϕ
∈

L
{K

1
,...,K

n
,�

,U
,C
} ,w

e
have

(R
,π

)(r,m
)
|=

ϕ
iff

(R
′,π

′)(f(r)
,m

)
|=

ϕ
.
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P
ro

p
o

sitio
n

:

1.
A

system
R

is
synchronous

iffitis
isom

orphic
to

a
system

R
c
l
o
c
k

e
for

som
e

setR
e

ofsom
e

environm
entand

som
e

setof

observation
functions

2.
A

system
R

is
a

system
w

ith
perfectrecalliffitis

isom
orphic

to

a
system

R
p
r

e
for

som
e

setR
e

ofsom
e

environm
entand

som
e

setofobservation
functions

3.
A

system
R

is
a

system
w

ith
synchrony

and
perfectrecalliffitis

isom
orphic

to
a

system
R

s
p
r

e
for

som
e

setR
e

ofsom
e

environm
entand

som
e

setofobservation
functions

S
lid
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C
o

m
p

lexity
resu

lts
(H

alp
ern

an
d

V
ard

i86,88)

C
lass

ofsystem
s

L
{K

1
,�

,U
}

L
{K

1
,...,K

n
,�

,U
}

L
{K

1
,...,K

n
,C

,�

,U
}

C
,

C
u
i
s
,

C
s
y
n
c
,

C
u
i
s
,s
y
n
c



P
S

PA
C

E
P

S
PA

C
E

E
X

P
T

IM
E

C
p
r
,

C
p
r
,u
i
s
,

C
p
r
,s
y
n
c
,

C
p
r
,s
y
n
c
,u
i
s



T
IM

E
(2

2
p
(n

))
nonelem

entary
Π
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A
n

A
xio

m
fo

r
S

yn
ch

ro
n

o
u

s
S

ystem
s

w
ith

P
erfect

R
ecall

K
T
p
r
,s
y
n
c:

K
i�

ϕ
→

�
K

i ϕ

o
o

o
o

o

o
o

o
o

o
O K

i Oϕ
ϕ

ϕ

S
lid

e
38

A
n

A
xio

m
fo

r
A

syn
ch

ro
n

o
u

s
S

ystem
s

w
ith

P
erfect

R
ecall

K
T
p
r:

K
i ϕ

1
∧

�

(K
i ϕ

2
∧
¬

K
i ϕ

3 )
→

¬
K

i ¬
{(K

i ϕ
1 )U

[(K
i ϕ

2 )U
¬

ϕ
3 ]}
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S
lid

e
39

A
C

h
aracterizatio

n
o

f
P

erfect
R

ecall

LetI
be

an
interpreted

system
.

T
hen

the
follow

ing
are

equivalent:

(a)
I

is
a

system
w

ith
perfectrecall.

(b)
F

or
allagents

i,for
allruns

r,s
and

for
allnum

bers
n
,m

,if

(r,m
+

1)
∼

i (s
,m

)
then

either(r,m
)
∼

i (s
,m

)
or

there
exists

a
num

berl
<

m
such

that(r,m
)
∼

i (s
,l)

and
for

allk
w

ith

l
<

k
≤

m
w

e
have

(r,m
+

1)
∼

i (s
,k).

S
lid

e
40

C
lass

ofS
ystem

s
C

om
plete

A
xiom

atization

C
,

C
u
i
s
,

C
s
y
n
c
,

C
u
i
s
,s
y
n
c



S
5(C

)m
+

LT

C
p
r
,

C
p
r
,u
i
s

S
5

m
+

LT
+

K
T
p
r

C
p
r
,s
y
n
c
,

C
p
r
,s
y
n
c
,u
i
s

S
5

m
+

LT
+

K
T
p
r
,s
y
n
c
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S
lid

e
41

B
ran

ch
in

g
T

im
e

E
xtend

the
tem

porallanguage
to

a
variantofC

T
L
∗

(E
m

erson
&

H
alpern)

if ϕ
is

a
form

ula,then
so

is

1.
Aϕ

(read
“on

allpathsϕ
”)

2.
Eϕ

(read
“on

som
e

path
ϕ

”).

S
lid

e
42

Tw
o

runs
r,r

′
are

said
to

be
equivalentto

tim
e

n
,if

r[0
.
.
.n]

=
r
′[0

.
.
.n].

(I
,r,n)

|=
Aϕ

iffor
allruns

r
′

ofI
thatare

equivalentto
r

to

tim
e

n
,w

e
have

(I
,r
′,n)

|=
ϕ

.

(T
his

is
the

bundle
sem

antics
(B

urgess,S
tirling).)
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S
lid

e
43

A
xio

m
s

fo
r

B
ran

ch
in

g
T

im
e:

A
X

B

B
1.

p
→

A
p

,w
here

p
is

atom
ic

B
2.
∃

p
→

p
,w

here
p

is
atom

ic

B
3.
Aϕ

→
ϕ

B
4.
A
(ϕ
→

ψ
)
→

(Aϕ
→

Aψ
)

B
5.
Aϕ

→
A
Aϕ

B
6.
∃ϕ

→
A
∃ϕ

R
B

.F
rom

ϕ
infer

Aϕ
.

S
lid

e
44

In
teractio

n
A

xio
m

s

F
C

.
A

�

ϕ
→

�

Aϕ

T
h

eo
rem

:
A

X
B

+
LT

+
F

C
is

sound
and

com
plete

for
L
{
A
,�

,U
}

in

the
class

ofallinterpreted
system

s.

22



S
lid

e
45

A
n

In
teractio

n
b

etw
een

K
n

o
w

led
g

e
an

d
B

ran
ch

in
g

K
B

. K
i ϕ
→

AK
i ϕ

S
lid

e
46

C
lass

ofS
ystem

s
C

om
plete

A
xiom

atization

C
,

C
u
i
s
,

C
s
y
n
c
,

C
u
i
s
,s
y
n
c



S
5(C

)m
+

A
X

B
+

LT
+

F
C

+
K

B

C
p
r
,

C
p
r
,u
i
s

S
5

m
+

A
X

B
+

LT
+

F
C

+
K

B
+

K
T
p
r

C
p
r
,s
y
n
c
,

C
p
r
,s
y
n
c
,u
i
s

S
5

m
+

A
X

B
+

LT
+

F
C

+
K

B
+

K
T
p
r
,s
y
n
c
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S
lid

e
47

R
elated

W
o

rk

Ladner
and

R
eif(TA

R
K

86)

C
p
r

and
C
p
r
,n
l
,uis

w
ith

respectto
L
{K

1
,...,K

n
,A
◦ϕ

,A
�

ϕ
}

discuss
the

axiom
s

K
T

1
′.K

i A
◦ϕ

→
A
◦

K
i ϕ

.

K
T

2
′.K

i A
�

ϕ
→

A
�

K
i ϕ

.

C
om

pleteness
for

K
T

1
′by

H
alpern

and
V

ardi(IB
M

T
R

)

S
lid

e
48

B
ran

ch
in

g
T

im
e

as
a

S
p

ecialC
ase

o
f

T
h

e
L

o
g

ic
o

f
K

n
o

w
led

g
e

C
om

pare:

K
T
p
r
,s
y
n
c.

K
i ◦ϕ

→
◦K

i ϕ
,i

=
1
,
.
.
.
,m

.

F
C

.
A
◦ϕ

→
◦
Aϕ

S
ay

i
has

com
plete

inform
ation

in
I

iffor
allpoints

(r,m
)
,(r

′,m
′)

of

I
,ifri (n)

=
r
′i (n

′)
then

r(n)
=

r
′(n).

Ifi
has

synchronous
perfectrecalland

com
plete

inform
ation

in
I

,

then
I
,(r,m

)
|=

K
i ϕ

iffI
,(r,m

)
|=

Aϕ
.

(In
Z

+
A

FA
,can

define
i

has
com

plete
inform

ation
as

ri (n)
=

r(n))
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