10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

40

41

42

43

44

Optimal Simultaneous Byzantine Agreement,
Common Knowledge and Limited Information
Exchange

Ron van der Meyden &
UNSW

—— Abstract

In order to develop solutions that perform actions as early as possible, analysis of distributed

algorithms using epistemic logic has generally concentrated on “full information protocols”, which
may be inefficient with respect to space and computation time. The paper reconsiders the epistemic
analysis of the problem of Simultaneous Byzantine Agreement with respect to weaker, but more
practical, exchanges of information. The paper first clarifies some issues concerning both the
specification of this problem and the knowledge based program characterizing its solution, concerning
the distinction between the notions of “nonfaulty” and “not yet failed”, on which there are variances
in the literature. It is then shown that, when implemented relative to a given failure model and an
information exchange protocol satisfying certain conditions, this knowledge based program yields a
protocol that is optimal relative to solutions using the same information exchange. Conditions are
also identified under which this implementation is also an optimum, but an example is provided
that shows this does not hold in general.
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1 Introduction

The logic of knowledge has been shown to be a helpful formalism for the analysis of fault-
tolerant distributed algorithms [2, 3, 6, 5]. A particular focus of work in this area has been
the problem of Byzantine Agreement [10], which requires a group of agents to coordinate on
a decision in the face of faulty behaviour by some the agents. It has been shown that the
precise conditions under which a decision can be made by an agent in such a setting can
be characterized, independently of details of the fault model, in terms of what the agent
knows. That characterization can then be applied to derive protocols that are optimal in
the sense that agents decide in each possible run, at the earliest possible time. The present
paper reconsiders a number of issues in these results, for Simultaneous Byzantine Agreement
(SBA), which requires agents to decide simultaneously (in the same round of computation).
This version of Byzantine Agreement is relevant for applications such as the fair release
of stock market information, or the coordination of a set of actuators controlling physical
equipment such as an airplane or motor vehicle.

In order to coordinate, agents need to exchange information. In the context of Byzantine
Agreement protocols, this information is about the agents’ initial preferences for the joint
decision to be made, and about the faults that they have observed while running the protocol.
Driven by a focus on protocols that are theoretically optimal, in the sense of deciding as early
as possible, the literature has concentrated on “full information protocols” [10, 2, 6], which
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maximize the information exchanged by having agents store all messages that they receive,
and transmitting their complete state in each round of the protocol. Agents using a full
information protocol know everything that they could know in any other protocol, enabling
them to make their decision at a time no later than they would in any other protocol.

However, full information protocols use agent states that grow exponentially with time.
While this state can be reduced with further analysis [6], in some cases, the theoretically
optimal protocols are relatively inefficient, or even intractable, in space usage or computation
time [6, 7]. Full information protocols are therefore not necessarily practical, and more
practical protocols need to make compromises.

Limiting the information exchanged by the protocol is one approach to obtaining a more
practical protocol. However, one might still ask for a protocol that is optimal, when compared
with other protocols that exchange information in the same way. A consideration of this
issue was begun in [1], for the Eventual Byzantine Agreement problem in the case of sending
omission failures. In the present paper, we consider optimality of limited information exchange
protocols for Simultaneous Byzantine Agreement. Our particular focus is to understand the
relationship between optimality of SBA protocols relative to a limited information exchange
and a knowledge based program for this problem. We are interested in a general result
that covers a range of different failure and information exchange models, since this kind
of abstraction is one of the advantages obtainable from the knowledge based approach to
distributed computing.

In addressing this question, we are lead to first revisit a number of issues. The character-
ization of SBA protocols using the logic of knowledge has employed a number of distinct
notions of common knowledge, and there are also differences in the underlying semantic
models used to represent the various failure models that have been studied. It also emerges
that there are subtleties with respect to the notion of optimality guaranteed by the knowledge
based program once one considers limited information exchange.

With respect to notions of common knowledge, the original analysis of Simultaneous
Byzantine Agreement in the crash failures model by Dwork and Moses [2] uses a notion of
common knowledge amongst the nonfailed (active) agents, whereas a later developed analysis
by Moses and Tuttle [6] (followed by [3]), for omissions failure models, and a more general
notion of agreement protocol, uses a notion of common belief amongst the nonfaulty agents.
As generally understood, in the crash failure model, an agent may be nonfailed, but still
faulty, because it will fail at a later time. There exists some gaps in reasoning in these sources
related to these issues, as well as some errors in some presentations of related results (e.g., in
[3]). We clarify the relationship between these notions, both at the level of specifications and
the knowledge based program. Specifically, we show that both the SBA specification and the
common belief condition used in the knowledge based program for SBA may refer to either
the nonfaulty or the nonfailed agents, without change of meaning.

There are also some divergences between the formal modelling of the crash failure model
between the original source [2] and later presentations [3]. The former uses a distinguished
“crashed” state to represent when an agent has crashed, whereas the latter models crashed
agents as simply failing to send messages from some point on (making this model a special
case of the sending omissions model). This turns out to have an impact on the notion of
common knowledge that can be used in these models. In the interests of generality, we
develop a general modelling that covers both of these models of crash failures. We are then
able to establish an equivalence between the different notions of common knowledge that
have been used in the crash failures case.

Using the resulting unified understanding of the literature, we then turn to the main
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contribution of the paper, in which we provide a knowledge based characterization of an
optimal protocol for SBA with respect to a limited information exchange. We work with the
knowledge based program P that, when implemented with respect to the full information
exchange, yields an SBA protocol that is an optimum with respect to all possible SBA
protocols (for a fixed failure model). We show that if we implement P with respect to a given
information exchange protocol, we can also obtain an implementation that is an optimum
relative to protocols using that information exchange. This result requires an assumption on
the information exchange, namely, that the agents do not exchange information about the
specific actions that they have performed. In particular, agents should not inform others
about the fact that they have made a decision, or what that decision is.

We also show that if we allow agents to also exchange the information that they have
taken a decision, but not what that decision is, then the knowledge based program still yields
an implementation that is optimal amongst protocols using the given information exchange,
in the sense that this implementation cannot be improved upon by any SBA protocol using
that information exchange. However, we show by example that, under these assumptions, we
do not always get an optimum.

Our immediate motivation for developing these results was work that will be reported
elsewhere, in which we have been using automated synthesis techniques to derive a concrete
protocol from a knowledge based program and a description of the failure model in which it
operates. The results of the present paper help us to understand the optimality guarantees
satisfied by the implementations obtained using this process.

The structure of the paper is as follows. We begin in Section 2 by recalling the general
interpreted systems semantics for the logic of knowledge, and introducing the modal operators
needed for the work. Section 3 states the specification for the Simultaneous Byzantine
Agreement problem. Section 4 describes how an interpreted system is generated from an
underlying information exchange protocol, a model of the failures against which the solution
needs to defend, and a protocol used by agents to make their decisions. In Section 5, we
reconsider the knowledge based characterization of SBA in the crash failures model due to
Dwork and Moses [2], and show how this is related to the later characterization of Moses and
Tuttle [6] for omissions failures. The upshot of this analysis is that the Moses and Tuttle
characterization can be applied in all cases. We then apply this characterization to study

optimality of SBA protocols with respect to limited information exchanges in Section 6.

Section 7 presents a counter-example showing that the knowledge based characterization does
not always yield an optimum solution in limited information exchange contexts. Section 8
concludes with a discussion of related work and open problems. Proofs of results omitted in
the body of the paper are provided in the appendix.

2 Knowledge in Interpreted Systems

We use the general semantic model of [3] to model the semantics of the logic of knowledge. We
model the global states of a distributed system involving n agents from the set Agt = {1,...,n}
asaset L x Ly X ...x Ly, where L, is a set of states of the environment in which the agents
operate, and each L;, for i € Agt, is a set of local states of agent i. A run of the system is a
function r : N — L, x L1 X ... X L, mapping times, represented as natural numbers, to global
states. A point is a pair (r,m) consisting of a run r and a time m. An interpreted system is
a pair Z = (R, 7) consisting of a set R of runs and an interpretation © : R x N — P(Prop)
associating a subset of the set Prop of propositions to each point of the system.

The semantics of knowledge is defined using a relation ~; on points for each agent 1,

XX:3
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given by (r,m) ~; (r',m’) if r;(m) = r;(m’). For each agent %, the logic of knowledge has a
modal operator K, such that K;¢ is a formula for each formula ¢. Satisfaction of formulas
¢ at points (r,m) of an interpreted system Z = (R, 7) is defined by the relation }=, such that
1. Z,(r,m) Ep if p € w(r,m), for atomic propositions p € Prop, and

2. Z,(r,m) E K;¢ if Z,(r',m’) |E ¢ for all points (r',m’) ~; (r,m).

The interpreted systems we consider in this paper will generally be synchronous in the sense
that if (r,m) ~; (', m’) then m = m/.

We work with a number of different notions of group knowledge, that operate with respect
to an indezical set S of agents, which differs from point to point in the system. That is, we
assume that there is a function S mapping each point of the system to a set of agents. The
semantics of the atomic formula i € S is given by Z, (r,m) =i € S if i € S(r,m).

An agent may not know whether it is in a set S. We can define a notion of belief, relative
to the indexical set S, by BY¢ = K;(i € S = ¢). We define the notions of “everyone
in S believes” and “everyone in S knows”, by EBs¢ = \;cq BY¢ and EKgp = \;cq Ko
Common belief, relative to an indexical set S, is defined by CBg¢ = EBg¢ A EB%p A .. .1
Common knowledge, relative to an indexical set S, is is defined by CKs¢ = EKs¢pNEKZHA. . ..

A more semantic characterization is as follows. Define the relations ~% and ~% on points
of a system Z to the reflexive, transitive closures of the relations ~g and ~g on points given
by
1. (r,m) ~g (r',m’) if there exists i € S(r,m) such that (r,m) ~; (r',;m’)

2. (r,m) =g (r',m’) if there exists i € S(r,m) N S(r’,m’) such that (r,m) ~; (r',m’)
Then we have that Z, (r,m) = CKg¢ iff Z,(r',m’) = ¢ for all points (r',m’) of Z such that
(r,m) ~% (r',m'). Similarly, Z, (r,m) = CBg¢ iff Z, (r',m’) = ¢ for all points (r',m’) of Z
such that (r,m) =% (r',m’).

These notions are (greatest) fixed points, satisfying CBg¢ = EBsCBg¢ and CKg¢ =
EKsCKg¢. Provided it is valid that S # 0, we have that EBs¢ = ¢ and EKg¢ = ¢ and
CBs¢ = ¢ and CKg¢p = ¢ are all valid. These are therefore knowledge-like notions. Further,
for each of the operators O € {K;, B, EBs, EKs,CBg,CKg} we have O¢ = Ot valid if
¢ = 1 is valid.

» Proposition 1. If A and B are indexical sets such that A C B is valid, then the formulas
BP¢ = B¢, CKpp = CKa¢p and CBpp = CBa¢ are valid.

» Proposition 2. The formulas K;¢ = B¢, EKa¢ = EBa¢ and CK a¢) = CBa¢ are valid.

3 Simultaneous Byzantine Agreement

The specification of Simultaneous Byzantine Agreement concerns a set of agents, operating
subject to faults, who are required to reach a common decision on a set of values from
some set V. At each moment of time, each agent ¢ chooses an action from the set A; =
{noop} U {decide;(v) | v € V}.

We may state the specification SBA(S) of Simultaneous Byzantine Agreement with
respect to an indexical set S as follows:

! Moses and Tuttle [6] define this as ¢ A CBgé. If we write this as TC'Bg(¢) (for “true common belief)
we have TCBg(¢) = ¢ valid even when S # ) is not valid. However, their application of this operator
is for the set S of nonfaulty agents, which is always non-empty because they work with the assumption
that the number ¢ of faulty agents is at most the number of agents minus two. In all their applications,
therefore, TC'Bg(¢) is equivalent to CBg(¢).
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Unique-Decision: Each agent i performs an action decide;(v) (for some v) at most
2

once.

Simultaneous-Agreement(S): If ¢ € S and ¢ performs decide;(v) then, at the same

time, all j € S also perform decide;(v).

Validity(S): If i« € S and ¢ performs decide;(v) then there exists an agent j with

mity; = v.

There are variances in the literature as to the set S that should be used in this specification.

Most work takes S to be the set N of nonfaulty agents. However, Dwork and Moses [2]
(on the crash failure model) appears to refer to the nonfaulty agents, informally, in their
introduction, but work with the active (nonfailed) agents A in their proofs. We consider the
alternatives below in order to clarify these points.

A further point where the specification requires formal clarification is the meaning of
“agent ¢ € S performs an action decide;(v)”. Does this hold in a situation where an agent
attempts to perform the action, but crashes? (In [3], this is formalised as deciding,(v),
defined as —decided;(v) A Odecided;(v), where “()” is the “next time” operator, and N
appears to be interpreted (p. 207 and p. 213) as the set of active agents. But this combination
does not support the claim (on p. 218) that the formula deciding,(v) = BNdeciding;(v)
is valid.)

4 Information Exchange Protocols and Failure Models

To model protocols for SBA under a variety of failure models, and study the effect of a range of
assumptions about how agents in these protocols exchange information, we compose protocols
into two parts, a decision protocol P and an information exchange £. The environment in
which the agents operate will be modelled as failure model F.
An information exchange £ associates to each agent i a tuple & = (L;, I;, M;, u;, 6;),
where
1. L; is a set of local states for agent i;
2. I; C L; is a set of initial states;
3. M, is a set of messages that agent ¢ may send, assumed to contain the value | representing
that the agent sends no message;
4. p; : L; x A; — (Agt — M;) is a function, such that u;(s,a)(j) represents the message
that agent ¢, with local state s, sends agent j in a round in which it performs action a;
5. 0; : Ly x A; x Iljc agents M — L;, is a function, such that 6;(s, a, (ma, ..., m,)) represents
the local state of agent i immediately after a round in which the agent started in local
state s, performed action a, and received messages (mq,...,m,) from agents 1,...,n
respectively.
A decision protocol P for an information exchange £ consists of a function P; : L; — A; for
each agent 1.
We focus here on synchronous protocols in which local states in L; are of the form
(init;, time;, . ..), where init; € V represents agent i’s initial preference for the decision
to be made, and time; represents the current time. (In the case of the crash failures

2 In Byzantine contexts, with S equal to the set of nonfaulty agents, it would be appropriate to change
this to say that each agent i € S performs an action decide;(v) (for some v) at most once, since the
condition as stated cannot be guaranteed. However, in benign failure models this stronger condition
can be easily satisfied.

XX:5
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model, there is also an additional state crashed;.) The update function d; acts so that if

8({init;, time,, ...}, a,m) = (init}, time,, ...) then init; = init; and time; = time; + 1.

In the full information information exchange Eprp for SBA, agents’ initial local states
consist of their initial preferences, agents send their complete local states to all other agents
in each round, and update their states by recording all messages received in their local state.
That is, initial states are values init;, for all agents i, j, states s € L;, and actions a, we
have u;(s,a)(j) = s, and §(s,a, m) = s - m for all message vectors m. (The action a and the
time are not recorded explicitly in the local state in this model, but can be deduced.)

A failure model is given by a tuple F = (L., I, 0., Adv)

1. L. is a set of states of the environment.

2. I, C L. is a nonempty set of initial states of the environment.

3. 0c : Le x iepge Ai — Le, such that dc(s, (a1,...,a,)) represents how the state of
the environment is updated in a round in which agents perform actions aq,...,a,.-
(Dependence on agent actions allows the environment to record information about the
actions performed by the agents. We could also include here a dependence on the messages
sent, but we will not need this for the failure models considered in this paper.)

4. Advis a nonempty set of adversaries, where each adversary is given by a tuple (A, A™ A®)
where

A" N x Agt x Agt X U;cpge Mi — Uicpge Mi s a function, such that A'(k, i, j,m) is
a message resulting from a fault, if any, through which the environment perturbs the
message m transmitted by agent ¢ to agent 7 in round k£ + 1.

A" N x Agt X Agt X U, cpge Mi = Ujcpge Mi s a function, such that A”(k, 4, j,m) is
a message resulting from a fault, if any, through which the environment perturbs the
message m received by agent j from agent ¢ in round k + 1.

A® N x Agt X Ijepge Ly — Hicpge Ly is a function, representing effects that faults have
on the agents’ local states, such that A®(k,i,s}) = s, when the effect of the fault, if
any, is to cause state s} of agent ¢ to be modified in round & + 1 to state s}, for each
agent 7. (Here we write s to indicate the state of the agent after it has applied its
state update for the round.)

Given a decision protocol P, information exchange £ and failures model F, we define

the interpreted system Zpe r = (Rpe,r,m) with global states LY x Ly X ... X L,, where

L} = L. x Adv, and runs r defined by

1. 7(0) = ((se, (A", A", A%)),51,...,58y), where s, € I, and s; € I; for each i € Agt, and
(AL, AT A%) € Adw.

2. for all times k, if r(k) = ((se, (AY, A", A%)),51,...,5,), then r(k + 1) is the state
((sL, (AY, A", A%)), s, ..., s) obtained as follows.

For each agent i, let a; = P;(s;) be the action selected by the decision protocol, and

let m; j = pi(si,a;)(j) be the message that agent ¢ sends to agent j, according to the

information exchange &;.

Note that the adversary (A, A" A#%) is the same in 7(k) and r(k + 1). The remaining

state of the environment is updated from s, to s, = d.(sc, (a1,...,a,)).

For each agent i and j, let m; ; = A" (k,i,j, A'(k,i,4,m; ;) be the message resulting

from any faults caused by the adversary in the transmission from ¢ to j. Thus, for each

agent j, the messages received by agent j are (mj j,...,my, ;). The expected effect of
these message receptions on the agents’ local states is to transition from (sq,...,s,) to
(s7,---,85), where s7 = §;(s;,a;,(my ;,...,my ;). We define s} = A*(k, 1, s7) for each

agent 7. That is, we apply the perturbation A® to the local states of the agents after they
have updated their local states according to the information exchange.
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Agents may experience a number of different types of faults. Agent i has a transmission
fault in round k+1 of run 7 if A'(k, i, j, m; j) # m; ;, where m; ; is the message sent by i to j
in round £+ 1. Agent j has a reception fault in round k+ 1 of run r if A" (k, 4, j,m; ;) # m; ;,
where m; ; is the message delivered from ¢ to j in round k + 1. Agent 7 has a state fault if,
in round k + 1, we have (s},...,s),) = A%(k,(s7,...,s))) and s, # s;. If none of these types
of faults apply, then we say that agent i does not have a fault in round k + 1. We say that
an agent ¢ is faulty in a run r if it has a fault of any type for some round k£ € N. Agent ¢
is nonfaulty to time k if it does not have a fault in rounds 1...k in run r. We define the
indexical set N'(r, k) to be the set of agents that are not faulty in r, and the indexical set
A(r, k) to be the set of agents that are not faulty to time k.

The interpretation 7 will give meaning to a number of propositions dependent on the
specifics of the information exchange and the failure model. In particular, for agents i, values
v € V, and indexical sets S, T,

decides;(v) is in w(r,m) if P;(r,m) = decide;(v);

1€ Sisinw(r,m)if i € S(r,m);

S CTisin w(r,m) if S(r,m) C T(r,m);

S =01isin 7(r,m) if S(r,m) = 0;

Jv is in w(r,m) if there exists an agent ¢ with nit; = v in r;(0).

2

We have noted an ambiguity in “agent performs decides;(v)” in the specification of
SBA. In the following, we interpret this as decides;(v) as defined above. We remark that
our definition of decides;(v) holds at a point where an agent is required by its protocol to
perform decide;(v), but crashes in the next round.

Plainly, N/ C A is valid; any agent that never fails will not have failed before the
current time. Note that A is independent of the time, and depends only on the run:
N(r,m) = N(r,m') for all times m, m’. This does not hold for A.

A context for SBA is a pair v = (€, F), where £ is an information exchange and F is a
failure model. For brevity we may also write Zp,, for the interpreted system Zp¢ 7.

Commonly studied failure models from the literature can be represented in the above

form. We say that A® is correct for agent ¢ if A®(k,i,s;) = s for all s; € L; and k € N.

Similarly A? is correct for agent i if At(k,i,j,m) =m for all k,j and m, and A" is correct

for agent j if A"(k,4,j,m) =m for all k,i and m.
In the hard crash failures model of [2], agents may crash at any time. In the round in
which an agent crashes, it sends an arbitrary subset of the set of messages it was required
to send in the round. To represent this model, we require that agents’ local state sets L;
contain a distinguished state crashed. We always take A" to be correct for all agents i. An
adversary for which agent ¢ crashes in round k+1 has A®(k, i, s;) = crashed for all s; € L;,
and there exists a set J C Agt such that, for all messages m, At(k,i,j,m) = 1 for j € J,
and Af(k,i,j,m) = m for j € Agt \ J. For k' > k, we also have A*(K',i,s;) = crashed,
and A!(k’,i,7,m) = L for all agents j. For agents that do not crash, A% A? and A" are
correct. We write Crash; for the failure model in which Adv contains the adversaries in
which ¢ or fewer agents may crash.
In the communications crash version of the crash failures model used in [3], again agents
may crash at any time, and in the round in which an agent crashes, it sends an arbitrary
subset of the set of messages it was required to send in the round. However, we do not
require for this model that agents’ local state sets L; contain the distinguished state
crashed. Instead, failures in this model can be understood as crashes of the agent’s
transmitter. An adversary for which agent i crashes in round &k +1 has A®(k, 4, s;) = s; for
all 5; € L;, and there exists a set J C Agt such that, for all messages m, At(k,i,j,m) = L
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for j € J, and A(k,i,5,m) = m for j € Agt \ J, and for k¥’ > k, we also have
At(k,i,j,m) = L for all agents j. In all other cases, A%, A’ and A" are correct. We
write ComCrash; for the failure model in which Adv contains the adversaries in which ¢
or fewer agents may crash.
In the Sending Omissions model SO;, A® and A" are correct for all agents, but A may
allow failures for up to t agents.
In the Receiving Omissions model ROy, A® and At are correct for all agents, but A” may
allow failures for up to t agents.
In the General Omissions model GO;, A® is correct for all agents, but A” and A! may
allow failures may allow failures for up to ¢ agents.
Other types of failure assumptions can also easily be modelled, such as crashing agents
sending messages to a prefiz of the list of agents [1...n], atomic transmission failures in
which a failing agent transmits to no other agents, message corruption, etc.

5 Crash Failures

We first consider some subtleties relating to the hard crash failures model and the knowledge
based program from [2]. This modelling has consequences for the agent’s knowledge, and
affects the knowledge based program developed in [2]. In the context of this model, N
represents the nonfaulty agents and the set A of agents that have not failed to the current
time is the set of active agents, that have not yet crashed.

The specification for SBA for the crash failures model appears to be given by Dwork and
Moses as SBA(N), i.e., with respect to nonfaulty agents. On the other hand, it is stated
in [3] as SBA(A), i.e., for the nonfailed agents. Moses and Tuttle [6] consider omissions
failures, and state a specification that is a generalization (to a richer set of coordinated
action problems, and allowing the inclusion of a termination requirement) of SBA(N'). The
use of A/ appears to be the more common approach in the broader literature on distributed
algorithms. We may note the following relationship between these specifications,

» Proposition 3. Let v be any context for SBA, and P any protocol for this context, and
let S and T be indexical sets of agents such that Ip, =S CT. If Ip~ = SBA(T) then
Ip~ = SBA(S). In particular if Tp,, = SBA(A) then Ip, = SBA(N).

Under certain conditions, we also have a converse to this result.

» Proposition 4. Suppose that P is a protocol for the context v, and let S and T be indexical
sets of agents in Ip ., such that
(a) for all points (r,m), if Ip.,(r,m) =i € T ANj €T, then there exists a run r' such that
(rym) ~; (r',m) and (r,m) ~; (r',m), and Ip,(r,m) =i SAje S, and
(b) Ip,ESCT, and
(¢c) Ipy ET#0=S#0.
Then Ip~ = SBA(S) implies Ip., = SBA(T).

» Corollary 5. For crash failures and omissions failure contexts v and protocols P, with

Ip~r =N #0, we have Ip., = SBA(N') implies Zp = SBA(A).

Thus, we have SBA(N) is equivalent to SBA(.A) in crash and omission failure models when
N # ) is valid. While SBA(N) requires only the nonfaulty agents to decide simultaneously,
in fact, the stronger statement that all nonfailed agents act simultaneously is implied by this
specification.
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For a set S, write decidesg(v) for A\, gdecides;(v). Dwork and Moses [2] The-
orem 8 states that for any SBA protocol P for the crash failures model, decides;(v) =
CK 4(decides 4(v)) and decides;(v) = CK 4(3v) are valid in Zp ¢, crasn,- The specification
of SBA is stated informally in the introduction of the paper using the term “nonfaulty” but
it is not made precise in the paper whether this should be interpreted as referring to the
set A of agents that never fail, or the set A of active agents, that have not yet failed. The
proof of Theorem 8 appears to be using A as the interpretation. However, the result can
also be established using the apparently weaker interpretation N, as shown in the following
result. A second subtlety is that the proof depends on the fact that crash failures have been
modelled using the hard crash failures model, so that crashed agents are in a special state
crashed, with the property that P;(crashed) = noop # decide;(v) for all values v.

» Proposition 6. Suppose that P is a protocol for the hard crash failures context (€, Crashy)
with t < n such that Ipg, crash, = SBA(N). Then decides;(v) = CK 4(decides4(v)) and
decides;(v) = CK 4(3v) are valid in Ipg, crash, -

On this basis, [2] use the general knowledge-based program P(®) in which agent ¢ operates
as follows

do noop until Jv € V(®,);
let v be the least value in V' for which &, (1)
in decide;(v)

where ® is a collection of formulas indexed by a values v € V' such that ®, is the (knowledge-
based) condition for each possible choice v € V' given by K;CK 4(3v). A concrete protocol P
implements P(®,,) with respect to a context v if at all points (r,m) of Zp, and all agents 1,
P;(r;(m)) is the same action as would be selected by P(®,) at (r,m), with @, interpreted as
true iff Zp -, (r,m) = ®,.

By contrast, [3] show that for an SBA(A) protocol, the formula decide;(v) = BACB 43
is valid in Zp e 7. On the basis of this, they use ®, = BACB43v in the knowledge based
program P(®).3 In fact, this result holds more generally, as shown in the following result.

» Lemma 7. Let S be an indexical set of agents and suppose that P is an SBA(S) protocol
for an information exchange protocol £ and failure environment F. Then the formula
decide;(v) = BfCBSElv is valid in Ipg F.

Beyond the use of CK 4 instead of CB 4 to characterize the conditions for an agent to
decide, a further difference in the results of [2] and [3] is the modelling of crash failures.
Whereas [2] uses the hard crash model, [3] uses the communication crash model. We now
clarify the connection between these characterizations: in hard crash contexts, the two
characterizations are equivalent.

» Proposition 8. If P is an SBA(N') protocol for the hard crash context (€, Crashy) witht < n
then CK 4(decides(v)) < CBpr(decidesp(v)) and i € A = (K;CK 4(decides4(v)) &
BNCBy(decidesy (v)) are valid in Ipg crash, -

3 Moses and Tuttle [6] show just that i € N A decide;(v) = CByJv is valid, and write a program in
which the condition “test for CBar3v” is used. This work predated the formal definition of knowledge
based programs, which requires that the conditions of the program be local to an agent. The treatment
of [3] is therefore more satisfactory.

XX:9
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303 Proposition 8 establishes that, in hard crash contexts, the knowledge based program using
0t K;CK s(decides 4(v)) is equivalent to the knowledge based program using B}¥ CBs(decidesys(v)),
a5 since these formulas are equivalent for active agents, and agents that have crashed take no
w6 actions in either case. However, these knowledge based programs may behave differently
7 in a “communications crash” model, where crashed agents continue to take actions, since
s then i € A= K;(i € A) is no longer valid, and whether a crashed agent satisfies K;(i ¢ .A)
0 depends on the information exchange.

400 Since the characterization of [6] is more general, in the sequel, we work with their belief
w1  based decision condition in the knowledge based program P(®), assume N # () is valid, and
w2 take SBA(N) to be meaning of the specification of SBA.

203 However, we may also note that, similar to the equivalence at the level of the specification,
s the choice of A or A in the condition of the knowledge based program makes no difference
ws  to the semantics. Define a synchronous epistemic bisimulation on Z with respect to a set of
w6 atomic propositions Prop to be a relation & such that whenever (r,m) =~ (', m’), we have

407 m = m’,
208 for all p € Prop, Z,(r,m) Epiff Z,(v',m) E p, and
409 for all i € Agt, (r,m) ~; (r',m).

a0 » Proposition 9. Suppose that S and T are indexical sets of agents in an interpreted system
a1 L, and let = be a synchronous epistemic bisimulation on I with respect to Prop such that
w2 (a) T =S CT, and (b) for all points (r,m) of T there exists a point (r',m) such that
as (r,m) =~ (r';m) and S(r',m) = T(r,m). If p € Prop then T |= BY CBsp < BI CBrp.

s » Corollary 10. If p is an atomic proposition that depends only on the local states of the agents,
as and F is either a crash or omission failure model, then Ipe r = (B{\/CBNp) = B;“CBAp

a16 Taking p = Jv, we see that we can use either the formula BZN CBx v or BACB43v in
a7 the knowledge based program, without changing its semantics.

«s 6  Optimality with Respect to Limited Information Exchange

sns We now turn the the question of optimality of SBA protocols with respect to limited
a0 information exchange. The literature has concentrated on implementations P of the knowledge
o based program P(®) with respect the full information exchange, because it can be shown
w22 that such implementations P are an optimum, in the sense that for every SBA protocol
w2 P’ using any other information exchange, in every run the nonfaulty agents decide using
w24 P mno later than they would in the corresponding run of P’. Here, a run r of P is said to
w5 correspond to a run v’ of P’ if they have the same initial state, hence the same adversary
w6 and initial states of all the agents.

a7 Since the full information protocol P may be impractical or even require agents to perform
w8 intractable computations we are interested in alternative limited information exchanges.
w29 However, having selected an information exchange, it is still desirable to use a protocol that is
a0 optimal amongst those that use the same information exchange. In this section, we consider
e whether the knowledge based program P(®) yields such implementations. We show that this
a2 is the case in several ways, subject to some assumptions about the information exchange.
433 In order to fairly compare two decision protocols relative to an information exchange,
aa it helps to assume that the information exchange does not explicitly transmit information
a5 about what decisions have been taken. Say that an information exchange protocol £ with
s action sets A; = {noop} U {decide;(v)|v € V'} does not transmit decision information if for
«r  all agents i, local states s € L;, and actions decide;(v1),decide;(v) € A;, we have
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1i(s,decide;(v1)) = pi(s,decide;(v2)), and

for all message vectors m, we have J;(s,decide(vy), m) = 0;(s, decide(va), m).

Say that an information exchange protocol £ does not transmit information about actions if
for all agents i, local states s € L;, and actions a1, as € A;, we have

wi(s,a1) = wi(s,az), and

for all message vectors m, we have 9;(s, a1, m) = 0;(s, az, m).

Clearly, if £ does not transmit information about actions, then it does not transmit decision
information. Intuitively, the information such protocols exchange is only about the initial
states and failure pattern, and not about decisions that the protocol has taken. Similarly,
the information exchange protocol does not record information about decisions in its local
state. In effect, this assumption states that agents should not base their decisions on
what other agents have decided, but only on what information about the initial state
and failures has been exchanged. Note also that an early stopping protocol, which stops
transmitting information once it has decided, satisfies the property of not transmitting
decision information, but such a protocol may transmit information about actions, since we
may still have u;(s,noop) # p;(s,decide;(v)).

We remark that a protocol, as defined in [6], determines the messages to be sent, and
actions to be performed, as a function of a view (corresponding to our notion of local state)
that is comprised of a history of messages received, a history of other inputs from the
environment, the time, and the agent identity. This means that the [6] protocols (including
their full-information protocols) do not transmit information about actions. However, in the
case of a full-information protocol, and other protocols that exchange sufficient information,
it is in fact possible, knowing the decision protocol that the agents are running, for an agent
to deduce what actions other agents have taken in the past.

We work with the following order on decision protocols: P’ <g r P if for all runs 7’ of
Ip ¢, and all agents 1, if agent ¢ decides in round m in run 7/, then in the corresponding
run 7 of Zp ¢ 7, agent ¢ decides no earlier than round m (or not at all). An SBA protocol P
is optimal with respect to an information exchange £ and failure model F, if for all SBA
protocols P’ with respect to £ and F, if P/ <g r P then P <g r P’. That is, there is no
SBA protocol P’ that decides no later than P, and sometimes decides earlier.

» Theorem 11. Suppose the information exchange & is synchronous and does not transmit
decision information, and that the protocol P implements P(®) with respect to information
exchange € and failure model F. Then P is an optimal SBA protocol with respect to
information exchange £ and failure model F,

Proof. We prove optimality. Suppose that P’ <g  P. We show that there is no run where
some agent ¢ running P’ decides strictly earlier than in the corresponding run of P. Moreover,
we show that for all runs 7’ of Zps ¢ 7, and all times m, then for the corresponding run r of
Ipe,F, we have that r.(m) = r;(m) for all agents i.

The proof is by induction on m. For m = 0, we have that r,(0) = r;(0) for all agents i,
by definition of correspondence. Moreover, there can be no instance of P’ deciding in an
earlier round than P before time m = 0.

For the inductive case, assume that that we have that for all agents i, (k) = r;(k) for
all k < m, and there is no instance, before time m, of some agent using P’ deciding in an
earlier round than it would using P. We show that for each agent ¢, protocols P’ and P
either both decide (possibly on different values), or both perform noop. It will follow from
this that r;(m 4+ 1) = r;(m + 1) for all agents 7. Also, it remains true for each agent 4 that
P’ has not decided earlier than P to time m + 1.
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We first show that for each agent i, either both P;(r;(m)) = P/(r;(m)) = noop or
there exists v,v’ € V such that P;(r;(m)) = decide;(v) and P}(ri(m)) = decide;(v’).
Obviously, this holds if P;(r;(m)) = P/(r;(m)) = noop, so we need only consider the cases
where either protocol decides. If P'(r;(m)) = decide;(v’), then by Lemma 7, we have that
Ipr g7, (r',m) = BN(CBy3v'). Because the local states of corresponding runs of Zp ¢ 7 are
identical to time m to those of Zp ¢ 7, it follows that Zp ¢ 7, (r,m) = BN (CBy3v'). Because
P’ <g¢ 7 P, agent i has not yet decided at the point (r,m). Since P implements P(®), it
follows that P;(r;(m)) = decide;(v) for some value v. Alternately, if P(r;(m)) = decide;(v),
then because P’ has not decided earlier, and P’ <g r P, we must have P’(rj(m)) =
decide;(v’) for some value v’. Thus, in either case we have that both protocols decide, as
required.

Next, we show that r}(m + 1) = r;(m + 1) for all agents i. The proof considers several
cases, but in each case, the fact that the local states of all agents are identical in 7'(m) and
r(m) and that for each agent ¢, protocols P’ and P either both decide, or both perform
noop, implies that the same messages are sent by each agent in round m + 1 of ' and
r’. (In the case that both protocols decide, we use the fact that £ does not transmit
decision information.) Moreover, the failure patterns are identical in these corresponding
runs, so the same vector p; represents the messages received by agent ¢ in round m + 1
in run r and in run . If Py(r;(m)) = P/(rj(m)) = noop, then we have rj(m + 1) =
3i(r;(m),noop, p;) = 0;(r;(m),noop, p;) = r;(m + 1). Alternately, if P;(r;(m)) = decide;(v)
and P/(r}(m)) = decide;(v") then, because £ does not record decision information, we have
ri(m+1) = §;(r}(m),decide(v’), p;) = d;(r;(m), decide(v’), p;) = §;(r;(m),decide(v), p;) =
ri(m+1). <

Note that Theorem 11 does not state that an implementation P of the knowledge-based
program is an optimum SBA protocol, in the sense that P <g r P’ for all SBA protocols
P’ with respect to £ and F. In fact, this is not true, as we show in Section 7. The counter-
example illustrates a trade-off between information exchange and decision time: sending
less information may result in making later decisions. The information exchange in this
counter-example does not transmit decision information, but it does transmit information
about actions. However, for information exchanges that do not transmit information about
actions, we do obtain that the knowledge-based program implementation is an optimum.

» Theorem 12. Suppose that information exchange £ does not transmit information about
actions. Let P be an implementation of the knowledge-based program P(®) with respect to €
and failure model F. Then P is an optimum SBA protocol with respect to € and F.

Proof. Note first that for all SBA protocols P and P’, if r and r’ are corresponding runs
of P and P’ with respect to £ and F, then because £ does not transmit information about
actions, for all times m and all agents i, we have r;(m) = r;(m). We show that P decides
no later than P’ for all agents . Suppose that P’ decides in round m + 1 in run r’. Then
Ipr . 7(r';m) = BN (CBx3v) for some value v. Since the local states are always the same
with respect to P, we also have Zp ¢ #(r,m) = BN (CBx3v). Because P implements P (®)
this implies that either agent i has already decided before time m in run r, or agent i also
decides in round m + 1 in run 7. <

7 A Counter-example

For the counter-example promised above, we demonstrate that the implementation P of P(®)
with respect to an information exchange £ and the sending omissions failure model SOy is



530

531

532

533

534

535

536

537

538

539

540

541

542

543

544

545

546

547

548

549

550

551

552

553

554

555

556

557

558

559

560

561

562

563

564

565

566

567

568

569

570

571

572

573

574

575

576

577

R. van der Meyden

not always an optimum SBA protocol with respect to £ and SO;. To do so, we provide an
SBA protocol P’ with respect to £ and SO, such that we do not have P <g¢ g0, P'. We take
V ={0,1} and give the description of P’ for an arbitrary number n of agents of which up to
t < n are faulty, but then specialize to n = 4 and t = 3 for the counter-example.

The information exchange £ is defined as follows. The local states L; of agent i are tuples
of the form (init;, w;, new;, kf;, done;, time;), where

ingt; € {0,1} is the agent’s initial value,

w; € P({0,1}) is, intuitively, the set of values that the agent knows to be the initial value

of some agent,

new; € P({0,1}) is, intuitively, the set of values that the agent first learned about in the

most recent round,

kf, € P(Agt) is, intuitively, the set of agents that the agent knows to be faulty,

done; € {0,1} indicates whether the agent has made a decision, and

time; is the current time.

The initial local states I; are the states with w; = {init;}, new; = {init;}, kf = 0 and
done; = time; = 0.

Agent s set of messages M; contains L and messages of the form (n, f), where n C {0,1}
and f C Agt. Intuitively, n is a set of values that agent i has just learned about, and f
is a set of agents that agent ¢ knows to be faulty. The message that agent i sends when
it performs action a and has local state s; = (init;, w;, new;, kf;, done;, time;) is defined as
follows:

If either done; = 1 or a = decide;(v) for some v € {0,1}, then u;(s;,a) = (0, 0).

Intuitively, if either the agent is in the process of deciding, or it has already decided, then
it sends a message carrying no information. Note that this is different from sending no
message, since reception of such a message informs the recipient that agent 7 did not
make a sending omission fault in the current round. Effectively, when an agent decides, it

stops participating in the protocol, except for sending a heartbeat message in each round.

Otherwise p;(s;,a) = (new;, kf;). That is, if the agent has not yet decided and in the
current round performs the action a = noop, the agent transmits the set of values it has
newly learned about, and the set of agents that it knows to be faulty.

When agent ¢ is in local state s; = (init;, w;, new;, kf;, done;, time;), performs action a,
and receives vector of messages (mq, ..., m,) from the other agents, agent #’s state update
8i(siya, (ma, ... ,my)) = (init;, w), new,, kf,, done;, time}) is defined as follows. Let J C Agt

be the set of agents from which agent ¢ actually receives a message, so that m; = L iff j & J.

For j € J, suppose m; = (n;, f;). Then
ingt, = init;,
w; =w; UY e
new; = w} \ w;,
kf; = kf; U(Agt\J) UUjlej7
if @ = decide;(v) for some v € {0,1}, then done; = 1, otherwise done, = done;, and
time}, = time; + 1.
Intuitively, the agent collects in w} the values that it has heard about, either previously or
as new values transmitted by the other agents in the current round. It records an agent j
as known to be faulty in kf’ if either it already knew j to be faulty, it does not receive a
message from j in the current round, or it receives a message saying that j is faulty. This
completes the description of the information exchange £.
The protocol P’ is defined for agent i on a local state s; = (init;, w;, new;, kf;, done;, time;),
when there may be up to ¢ faulty agents, by P/(s;) = decide;(v) if done; = 0 and v is the

nj,
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least value in w; and either time =t + 1 or kf, = Agt \ {i}, and P;(s;) = noop otherwise.
That is, an agent decides if it learns that it is the only nonfaulty agent, otherwise it waits to
time ¢ + 1 to make a decision.

» Proposition 13. P’ is an SBA protocol with respect to £ and SO;.

We now argue that for the implementation P of P(®) with respect to £ and SOy, we
do not have that P <g so, P’. Consider the case of n =4 and ¢t = 3, and let  be a run in
which the only failures are that agents 1,2, and 3 omit to send their message to agent 1 in
round 1. Note that the model is defined in such a way that an agent is able to detect its
own faultiness by seeing that a message it sent to itself was not received. Hence, we have
kfi(r,1) = {1,2,3}. In case of protocol P, this means that Zpg so,,(r,1) = K;(i ¢ N),
which implies that Zp ¢ s0,, (r,1) | BY CBy3v for all v. According to P, therefore, agent 1
decides in round 2 and sends the message (0, ) in round 2 (and all subsequent rounds). This
means that at time 2, all other agents ¢ have kf,;(r,2) = (). The run is indistinguishable to
the other agents from a run without failures. When ¢ = n — 1, the earliest possible decision
time in a run without failures is round ¢ + 1 (see appendix), but ¢ = 3, so no nonfaulty agent
running P can decide in round 3 in run 7.

On the other hand, for protocol P’, agent 1 does not decide in round 2 of the run r’
corresponding to r, since we do not have kf,(r',1) = Agt \ {1} or 1 = ¢t + 1 = 4. By the
definition of £, this means that agent 1 sends a message (w, {1,2,3}) in round 2, and the
nonfaulty agents ¢ have kf,(r’,2) = {1,2,3}. This means that the nonfaulty agents all decide
in round 3 of the run 7’.

We therefore have a run in which the nonfaulty agents decide earlier using P’ than they
do when using the corresponding run of P, so it is not the case that P <g g0, P’. We remark
that this remains the case had we defined <g r by comparing decision times of only the
nonfaulty agents, rather than all agents.

8 Conclusion

Our focus has been on Simultaneous Byzantine Agreement, in which the nonfaulty agents
are required to decide at the same time. A number of variants of the specification have been
studied in the literature on the knowedge based approach to distributed algorithms.

One dimension of variation is with respect to the behaviour of faulty agents. The SBA
specification does not require the faulty agents to make the same decision as the nonfaulty
agents. Neiger and Tuttle [9] consider the uniform (also called consistent) variant, in which
the faulty agents, if they decide, must agree with the nonfaulty agents. They show that a
different formulation of common knowledge captures the condition under which a decision
can be made, which is equivalent to the “common belief” condition for the crash and sending
omissions failure models, but may differ otherwise. Since, in general, the faulty agents cannot
decide ahead of the nonfaulty agents in this problem, the example of Section 7 does not
apply in this case, so it remains open to understand optimality of Uniform SBA with respect
to limited information exchange.

Another dimension of variation is with respect to simultaneity. In Eventual Byzantine
Agreement (EBA), the nonfaulty agents may decide at different times. In general, there is not
an optimum protocol for this specification, but there are optimal protocols. Halpern, Moses
and Waarts [5] show that a more complex notion called “continual common knowledge” is
required to capture the conditions under which a decision can be made in optimal protocols
for EBA. Neiger and Bazzi [8] show that adding a termination requirement to the specification
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further complicates the required notion of common knowledge. We do not presently have a
general characterization of optimality with respect to limited information exchange for EBA.
Alpturer, Halpern and van der Meyden [1] present optimal protocols, for full information
exchange and for two specific limited information exchanges, but the proof of optimality
for the latter uses side conditions that do not hold in general. In particular, information
exchanges involving reports about faults detected, such as our example in Section 7, do not
satisfy these side conditions. A satisfactory general characterization of optimality for EBA
with respect to limited information exchange therefore remains open.

We have identified conditions on the information exchange under which the knowledge-
based program P(®) gives an optimum with respect to a limited information exchange that
does not transmit information about actions, but also a counter-example that shows that this
knowledge-based program yields an optimal implementation but does not yield an optimum
implementation when the information exchange transmits information about actions. The
underlying reason is that the knowledge based program forces faulty agents to decide early,
and this may diminish the amount of information available to the nonfaulty agents.

Conceivably, another knowledge based program can express the optimum implementation,
if one exists, with respect to an order that compares the decision times of only the nonfaulty
agents only. However, it would seem that such a program would need agents that discover
that they are faulty to determine when they decide based on counterfactual reasoning about
the consequences, on the decision times of the nonfaulty agents, of deciding or deferring a
decision. This introduces a number of complexities. For one thing, the knowledge-based
program would need to refer to the future, and a unique implementation of the knowledge
based program is then not guaranteed to exist. Counterfactual reasoning in knowledge based
programs also requires a more complex semantic framework, which has been little studied.
(The only relevant work is [4].) We therefore leave this question for future work.
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A  Proofs for Section 2 (Knowledge in Interpreted Systems)

» Proposition 1. If A and B are indexical sets such that A C B is valid, then the formulas
BE¢ = B¢, CKpop = CKa¢ and CBpp = CBad are valid.

Proof. Suppose that Z, (r,m) = BP¢. Then Z, (r',m’) | ¢ for all points (r',m’) ~; (r,m)
such that i € B(r',m’). We show that Z, (r,m) = Bf¢. Let (r',m) ~; (r,m) and suppose
that i € A(r',m). Since A C B is valid in Z, we also have i € B(r’,m), and it follows that
Z,(r,m') E ¢.

Similarly, suppose that Z, (r,m) = CKg¢. Then Z, (r',m’) |= ¢ for all points (r',m’) of
Z such that (r,m) ~% (r',m’). When A C B is valid in Z, we have for all points (', m’)
that (r,m) ~% (r',m’) implies (r,m) ~% (r',m’), hence Z, (r',m’) = ¢. This shows that
Z,(r,m) = CKp¢.

The proof of CBg¢p = CB4¢ is similar, using instead the characterization in terms of the
relations ~* A and ~* B. |

» Proposition 2. The formulas K;¢ = BlAqﬁ, EK ¢ = EBA¢ and CK 24 = CBa¢ are valid.

Proof. Validity of K;¢ = B¢ is immediate from the fact that B¢ is K;(i € A = ¢).

For EK A¢ = EB4¢, note that if EK ¢ then A, , K;$, which implies A, 4 B# ¢ by the
previous paragraph, and this is EBs¢.

For CK ¢ = CBa¢, we show by induction that EK%¢ = EB% ¢ is valid for all & > 0.
The base case of k = 1 is the result of the previous paragraph. Assuming EK%¢ = EB% ¢ is
valid, we have that if EKZHgb then EK 4(EK*% ), which implies EB4(EK* $) by the result of
the first paragraph, and then EB4(EB%¢) = EB’f‘HqS by the inductive hypothesis. It follows
that CK4¢ = A\, EK*% ¢ implies Nkso EB% ¢ = CBa¢. <

B Proofs for Section 5 (Crash Failures)

» Proposition 3. Let v be any context for SBA, and P any protocol for this context, and
let S and T be indexical sets of agents such that Ip, =S CT. If Ip~ = SBA(T) then
Ip~ = SBA(S). In particular if Zp, = SBA(A) then Ip., = SBA(N).

Proof. The Unique-Decision is property is independent of the indexical set in the specification,
so holds trivially. Validity(T") implies Validity(.S) since S C T is valid. Also, Simultaneous-
Agreement(T") implies Simultaneous-Agreement(S) for the same reason. Thus validity of
SBA(T) implies validity of SBA(S). The fact that Zp, = SBA(A) implies Zp ., = SBA(N)
follows directly from the fact that /' C A is valid. ]

» Proposition 4. Suppose that P is a protocol for the context v, and let S and T be indexical
sets of agents in Ip., such that

w (a) for all points (r,m), if Ip~,(r,m) =i €T ANj €T, then there exists a run v’ such that
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P;(ri(m)) = P(r;(m)) = decide;(v), so also Zp., (', m) = decides;(v). Since Zp, =
SBA(S) we have Simultaneous-Agreement(S) and it follows that Zp -, (7', m) |= decides;(v).
Because (r,m) ~; (r',m), we also have Zp ., (r,m) |= decides;(v), as required.

Next, we show Validity(T) is valid in Zp .. Let (r,m) be a point where Zp ., (r,m) =
decides;(v) A4 € T. Since Simultaneous-Agreement(T) is valid in Zp ,, as shown above, we
have Zp -, (r,m) |= decides;(v) for all j € T'(r,m). Since S C T is valid, by (b), we have
Zp~,(r,m) = decides;(v) for all j € S(r,m). Because S(r,m) # 0, by (c) and the fact that
i € T(r,m), there exists j € S(r,m) such that Zp,, (r,m) |= decides;(v). It now follows
from Validity(S) that Zp, (r,m) = init;, = v for some agent k.

The property Unique-Decision is the same in SBA(S) and SBA(T'), so this is immediate.

<

» Corollary 5. For crash failures and omissions failure contexts v and protocols P, with
Ipy =N #0, we have Ip,, = SBA(N) implies Ip, = SBA(A).

Proof. The result follows using Proposition 4 with S = A and T = A. Condition (b) in
Proposition 4 follows from the definitions of " and A. Condition (c) is direct, by assumption.
We show that condition (a) of Proposition 4 holds for these failure models. Suppose
Ipy, (r,m)E=ie AANj e A Let v’ be the run that is identical to r to time m, but in which
the adversary is modified so that agents ¢ and j never fail after time m. Since these agents
did not have a failure in run r before time m either, we have Zp., (7', m) i e NANjeN
as required. Because runs are determined by their initial states, the protocol P and the
adversary, there is no difference between r and 7’ in the adversary before time m, we have
(r,m) ~; (r',m) and (r,m) ~; (r',m) in particular. <

» Proposition 6. Suppose that P is a protocol for the hard crash failures context (€, Crashy)
with t < n such that Ipg, crash, = SBA(N). Then decides;(v) = CK 4(decides4(v)) and
decides;(v) = CK 4(3v) are valid in Ipg, crash, -

Proof. From Proposition 5, we obtain from Zp ¢ crash, = SBAN)AN # 0 that Zp ¢ crash, =
SBA(A). Suppose that Zpg crash,, (r,m) = decides;(v). Then we cannot have that
ri(m) = crashed, and thus ¢ € A(r,m). It follows from SBA(A) that Zp ¢, crash,, (r,m) E
decides4(v). Let j € A(r,m) and (r,m) ~; (r',m). Then r;(m) = r’(m) # crashed
so also j € A(r',m) and Zpg crash,, (r',m) = decides;(v). Using SBA(A), we obtain

Ipg, Crash,, (1", m) = decides 4(v). This shows that for all agents i, Zp ¢ cresn, = decides;(v) =

EK gdecides 4(v), which implies that Zpg cresh, = decidesy(v) = EK gdecides(v).
By induction, this gives Zpg crasn, = decidesq(v) = CK 4 decides4(v), and we de-
rive Zp g crash, = decides;(v) = CK gdecides4(v). Next, it follows using Zp e, crash, =
SBAN) AD #N C A and Validity(N) that Zp g cresh, = decides;(v) = CK 43v. <

» Lemma 7. Let S be an indexical set of agents and suppose that P is an SBA(S) protocol
for an information exchange protocol £ and failure environment F. Then the formula
decide;(v) = BfCBsﬂv is valid in Ipg F.

Proof. For brevity, we write Z for Zp ¢ r. We first show that decidesg(v) = CBgdecidesg(v)
is valid in Z. Suppose that Z,(r,m) = decides;(v). Suppose (r,m) ~; (r’,m) where
i € S(r'ym). Then P;(r;(m)) = P;(r;(m)) = decide;(v). Since P is an SBA(S) protocol
and i € S(r’,m), it follows by Simultaneous-Agreement(S) that Z, (r’',m) = decidesg(v).
This shows that Z |= decide;(v) = Bfdecideg(v). Since this holds for all i, it fol-
lows that decidesg(v) = EBgdecidesg(v) is valid in Z. It follows by induction that
decidesg(v) = CBgdecidesS(v) is valid in Z.
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Next, notice that (S # @ A CBsdecideg(v)) = EBs(S # 0 A CBgdecideg(v) A Fv) is
valid in Z. This is because (i) B (s # ()) is valid by definition of BY, (ii) CBs¢ = EBsCBg¢
is valid for all ¢, and because (iii) (S # 0 A decideg(v)) = Jv is valid in Z by Validity(S).
By induction, we conclude that S # ) A CBgdecideg(v)) = CBgJv is valid in Z. <

» Proposition 8. If P is an SBA(N') protocol for the hard crash context (€, Crashy) witht < n
then CK 4(decides4(v)) < CBpr(decidesy(v)) and i € A = (K;CK g(decides4(v)) &
BNCBy(decidesy (v)) are valid in Ipg crash, -

Proof. Suppose Zp ¢ crash,, (1,m) = CK 4(decides 4(v)). Then we have Zp g crash,, (1, m) =
CB.a(decides 4(v)) by Proposition 2. Since N' C Ais valid, it follows that Zp ¢ crash, , (1, m) =
CBy(decides 4(v)), and also that decides4(v) = decidesy (v) is valid. It follows that
ZIp.g,Crashs, (1,m) = CByr(decidespr(v)).

Conversely, suppose that Zpg crash,, (,m) | CBy(decidesy (v)). Since N # 0 is
valid, we have Zp g crash,, (1,m) = decides;(v) for some i € N'(r,m). By Proposition 6,
Ip.g, Crash,, (r,m) = CK q4decides 4 (v).

This shows validity of CK 4(decides 4(v)) < CBys(decidesys(v)). Validity of the formula
i € A= (K;CKa(decides 4(v)) < BNCByr(decidesys(v)) follows from this using the
fact that K;¢p = BZNqb is valid, and that in the hard crash system Zp ¢ crasn,, we have
ie A= K;(i € A). <

» Proposition 9. Suppose that S and T are indexical sets of agents in an interpreted system
Z, and let = be a synchronous epistemic bisimulation on I with respect to Prop such that
(a) T =S CT, and (b) for all points (r,m) of I there exists a point (r',m) such that
(r,m) = (r',m) and S(r',m) = T(r,m). If p € Prop then T = BY CBsp < BI CBrp.

Proof. We have Z |= CBr¢ = CBs¢ and hence Z | (B CBr¢) = BYCBgs¢ by Pro-
position 1. For the converse, we prove Z |= (=Bl CBr¢) = —B7CBgs¢. Suppose that
Z,(r,m) = ~BI'CBr¢. Then there exists a point (r°,m) ~; (r,m) such that i € T(r° m)
and Z, (r%, m) = —~CBr¢r. Moreover, from the latter we have that there exists a sequence
(r% m) ~, (11, m) ~4y ...~ (7%, m) such that Z, (r*,m) = —p and for j = 1...k we have
i; € T(ri=Y,m) N T(r/,m). By the assumptions on =, there exists for each j = 0...k a
run p? of Z such that (r7,m) =~ (p?,m), and S(p?,m) = T(r?,m). Since (r¥,m) ~ (p*, m)
we obtain that Z, (pF,m) = —p. Also for j = 1...k we have i; € T(r’~1,m)NT(r7,m) =
S(ri=t m) N S(ri,m). It follows that Z, (p°,m) = ~CBgp.

Moreover, i € T(r%,m) = S(p", m), and because (r°,m) ~ (p°,m), we have (r°,m) ~;
(p,m). Because (r,m) ~; (r°,m), we obtain (r,m) ~; (p°,m). It follows that Z, (r,m) &=
—\BFCBsp. <

We remark that the above proof does not show that Z = CBs¢ < CBr¢.

» Corollary 10. Ifp is an atomic proposition that depends only on the local states of the agents,
and F is either a crash or omission failure model, then Tpg 5 = (BN CByp) < BACBAp

Proof. Define the relation ~ on the points of Zp ¢ 7 by (r,m) =~ (r’,m) if for all agents i, we
have that ¢ has the same initial state in r as in 7/, and the behaviour of the adversary of r up
to time m is the same as the the behaviour of the adversary of ' up to time m. In particular,
it follows from (r,m) ~ (r',m) that we have A(r,m) = A(r',m) and (r,m) ~; (r',m) for all
agents i. If we take S = N and T = A then the assumptions of Proposition 9 are satisfied
with respect to =. In particular, note that we can obtain the run r’ required for condition
(b) by changing the adversary so that there are no new faults after time m. The claim is
then immediate. |
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C Proofs for Section 7 (A Counter-example)

» Proposition 13. P’ is an SBA protocol with respect to £ and SO;.

Proof. Unique-Decision holds because an agent performs a decide;(v) action only if done; =
0, and the variable done; captures whether the agent has performed a decide;(v") action
some time in the past. Validity(N') holds because when agent i performs decide;(v), we
have v € w;, which can be the case only when some agent j had init; = v, by the initial
condition and update rule for w;.

For Simultaneous-Agreement, suppose that ¢ € N performs decide;(v) in round m + 1
of run r. By definition of &£, the set kf;(r,m) contains only faulty agents. Hence, in the
case where kf;(r,m) = Agt \ {i}, we have that ¢ is the only nonfaulty agent in run r, and
Simultaneous-Agreement holds trivially. Otherwise, suppose that m = ¢+ 1. If any nonfaulty
agent j # i decided earlier, then j can only have done so because it is the only nonfaulty
agent, contradicting the assumption that ¢ is nonfaulty. Hence no nonfaulty agent has decided
earlier. This implies that all nonfaulty agents decide in round m + 1 also. |

Figure 1 shows a key part of the argument for the fact that a decision cannot be made in
round three in a failure free run. The figure depicts a sequence of runs for four agents and
indistinguishability relations at time 2, from a failure free run (at the top of the diagram)
with both 0 and 1 values to a run (at the bottom of the diagram) with only 0 values. Dashed
lines indicate messages that are not sent. (We omit messages that are sent in order to avoid
cluttering the diagram.) N indicates nonfaulty agents. This shows that the first run, at time
2, is =}, related to the last (also at time 2). The first run is indistinguishable to the first
agent from a similar run that has three 1 and one 0 value, and a similar sequence then shows
that there is also a /&y path to a run with only 1 values. It follows that, in a failure free run
such as the first, we do not have either BY¥ CBx 30 or BN CBA31.
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