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ABSTRACT

The paper develops a new approach to bounded model chedking f
a logic of knowledge and branching time. Experimental rssarle
presented that demonstrate improved model checking peafue,
compared with previous approaches, on a range of examples.
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1. INTRODUCTION

Bounded Model checking is a technique for verifying that st sy
tem satisfies a specification, based on a search for couxdarpes
to the validity of the specification using an encoding to jEsip
tional sastisfiability. A bounded model checking (BMC) ediogy
for a universal fragment of the branching time logic CTL,ledl
ACTL, was proposed in [4], and improved in [6]. An extensidn o
the [4] approach that adds epistemic operators, givinglagiTLK ,,
is given in [3]. We show in this paper that it is possible tongfig
cantly improve upon the efficiency of BMC for ACTLK We de-
velop an improved encoding féair ACTLK , logic, which extends
ACTLK , with a generalized Biichi fairness condition.

We show by both theoretical arguments and experimental re-
sults that our encoding yields an improved performance ofCBM
on a range o f examples. Theoretically, there are examplesevh
the size of the encoding is reduced from exponential to quadr
One such example is the “nested knowledge" formidakg)" p
expressing that two agengsb have degreen mutual knowledge
of the propositionp. In our experimental results, we have imple-
mented two encoding functions, in the BDD-based epistenoidah
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checker MCK [2], the encoding of [3] and our new encoding. The
experimental results show that our BMC encoding yields alhmuc
better performance than the previous BMC encoding in akgas

Comparison with BDD model checking depends on the example.

2. PRELIMINARIES

Let Prop be a set of atomic propositions aAds= {1,...,n} be
a set ofn agents. The syntax of ACTLKis given by the following
grammar = p|-p|¢Ve | pAd| AXp| AFp | AGH A(BUS) | Kig.
Intuitively Ay meansp holds in all futuresX, F, G, U are the next,
some future time and all future time and until operatorspees
tively), andK;¢ says agent knows¢. Its semantics is given in a
standard way based on structutds= (W.I,=,~1,..., ~ o x)
whereW is a (finite) set of global state$,c W is the set of ini-
tial states=>C W x W is a serial temporal transition relation, each
~iC W x W is an equivalence relation representing epistemic ac-
cessibility for agent € Ags 7 : W = P(Prop) is a propositional
interpretation, angk € P(P(W)) is a generalised Bichi fairness
condition ECTLK, is the dual language based on existential tem-
poral branchinge and epistemic possibility operatdfs = —K;-.

The model checking problem is the following: given a system
M and a specificatiogr in ACTLK,,, compute whetheM E ¢,
or equivalently, whether nd¥l g ¢ for the ECTLK, formula ¢
corresponding tew.

3. IMPROVED ENCODING FOR ACTLK,

The basic idea underlying bounded model checking is to bearc
for counter-examples tg, or equivalently, witnesses , of in-
creasingly large sizk. The statement that the existential formula
holds on a witness is encoded as a boolean satisfiabilitylgmrob
In the approach of [3] for ACTLEK, witnesses are collectio&of
cyclic runs of lengthk, and the encoding effectively evaluates all
subformulas at all points of such runs, handling the seaoctaf
witness for an existential formula such B&¢ at a point ¢, n) by
means of a disjunctive formula, with a disjunct for eathn R,
where the disjuncts express that the pom@) has the same state
as ¢, n) and recursively calls the encoding f¢on (r’,0). For the
language ACTL, Zbrzezny [6]. shows that this disjunction te
eliminated by designating a specific ruhas providing the wit-
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required to provide witnesses for multiple existentialrola

Our encoding for ACTLK builds on Zbrzezny’s idea, but sharp-
ens it by associating particular subformutawith particular points
(r,n) in the counter-example structure, and using atomic piiepos
tions€;" to represent the satisfaction of these subformulas at these
points in a way that eliminates exponential blowups in presi
encodings by means of structure-sharing. We illustrate whih
some specific examples. The fact that the fornitlka holds at a
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Figure 1. Experimental Results

point (r, n) is expressed in the encoding by the atomic proposition
e . The encoding identifies a particular ruras representing the
branch from , n) that satisfiesr, and expresses that the rursat-
isfiesa at some point. This is done by including in the encoding
the formula

x

-1

/

:> brnr ,0 A
i=0

! @)

where b""0 expresses that the states ainj and at {’,0) are
the same, and," (recursively) expresses thatholds at the point
(r’,i).  This approach results in significant savings in encoding
size compared to Zbrzezny's, particularly when dealingpwisted
modalities, where an exponential saving can be theorbtiglabwn.
Write ef(r, n, y, r’) for formula (1). When encoding = (EF)"a on
point (r, n), our encoding has the form

h-
ef(r,n, (EF)"a, ry) A
j=1

1k-1

ef(r.i, (EF)™a,r.1)
i=0

which has sizé@(hk?). Zbrzezny’s encoding has the form

k-1 k-1
H(r,n,ry,0) A \/( \/ (H(rn-1,in-1, rn, 0) A \/[a]’h )]
i1=0 ih-1=0 ih=0

which has siz@®(k"). Zbrzezny did not deal with epistemic oper-
ators. In our encoding these are handled by a new idea, 8z, th
inclusion of atomic propositioris{’”"/’J that represent that the point
(r, n) is indistinguishable to agemtfrom the point ¢/, j). We may
then express thag;e holds at the pointr( n), with the witness pro-
vided on runr’, by including in the encoding the formula

k-1
AL ATAVICRRR D

j=0

whereb! " expresses that the state &t Q) is initial. For nested
knowledge formulas, this encoding results in an exponksdidang
over the approach of [3], which requires the constructiommésted
disjunctive formula that grows exponentially, whereasapproach
has linear growth.

4. EXPERIMENTAL RESULTS

We have implemented the ol@MC;) and new BMC,;) ACTLK,
encodings as extensions to the epistemic model checker MK (
with sifting optimization) and performed a range of expeants
that demonstrate improved performance of bounded modekehe
ing in all cases. We give a sample of the performance results i

Figure 1. Each experiment measured runtime in seconds @) as
function of some parameter of the problem. Since the results
show exponential growth patterns (as is to be expected far SA
problems of increasing size), we use a log-scale for ruegim

In all our experiments the new BMC procedure outperforms the
old, decreasing the constamin the model 2" for performance as
a function ofn, sometimes significantly, and increasing the scale
of problems that can be solved in reasonable runtimes. &itfa)
shows results for Chaumis agent Dining Cryptographers proto-
col and a formula of the formAG(a = K;i(B)) wherea andp
are propositional. Here the formula is fixed and the number of
states in the system grows exponentially with the numbegefits.

In this case, we find that our new BMC procedure outperforms
BDD-based model checking. (In most other cas®) outper-
formsBMC,, but we note thaBDD does not return counterexamples,
so BMC remains important for this purpose.)

In Figure 1(b) the protocol is the two agent Byzantine Gelsera
Problem wheren is the number of messages sent, and the formula
has the formAG(ay = «(B)) wherea andg are propositional and
« is the nested sequence of operatér&,K;K, ... of lengthn— 1.
HereBMC,gives a dramatic improvement oVeMC; .

To compare with [6], we conducted some experiments on pure
temporal formulae. The protocol in this case is the two aBgnan-
tine Generals Problem and the formula has the fé@&(ay =
AG(a; = ...AG(ap)...) where the; are propositional and there
aren+ 1 AG operators. The performance improvement is dramatic.
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