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11.1 Introduction

Recent advances in wireless technologies such as multiple-input multiple-output
(MIMO) systems and smart antennas, wireless mesh networks (WMNs) have
attracted increasing attention as an alternative for large-scale deployment of
metropolitan area wireless networks.
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Fig. 11.1. Typical infrastructure of WMN [1]

Figure 11.1 illustrates a typical hierarchical architecture of a WMN [1],
consisting of mesh routers and mesh clients. Mesh routers constitute the net-
work infrastructure while mesh clients connect to them via wireless medium.
Compared with conventional wireless routers, mesh routers are equipped with
multiple wireless interfaces and the most common communication pattern is by
multi-hop with lower transmission power. Mesh clients can be various devices,
such as laptops, PDA, RFID readers, etc. Each mesh client usually has only
one wireless interface. Moreover, although the mesh clients may also forward
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packets as a router, there is no gateway/bridge functionalities implemented in
the mesh clients.

WDMNSs share some nice features with wireless ad hoc networks, including
self-organization and self-configuration. In addition, since the mesh routers are
either static or with minimal mobility, there exists infrastructure/backbone in
WDMNs. Thus, WMNs have the advantage of being extremely easy to deploy
and relatively cheap in terms of both infrastructure and maintenance cost.

These desirable features make WMNs an appealing solution for a plethora
of applications, such as broadband home networking, community networking,
etc. However, there are still several challenges and issues preventing WMNSs to
be widely deployed in large scales. The first major issue is that the performance
(throughput, delay, or packet loss rate) of WMNSs drops sharply with increasing
number of wireless hops the packets traverse through. The multi-radio, multi-
channel technique ([2], [48]) is being researched to overcome this problem. The
second major issue is the lack of an integrated cross-layer solution to provide se-
curity in WMNSs, which has received meager attention in the literature. Clearly,
without a well designed security solution, WMNs are vulnerable to various types
of internal and external attacks that may cause significant inconvenience to the
users and operators.

In this chapter, we will address the security issues in wireless mesh networks.
The rest of the chapter is organized as follows. In Section 11.2 we discuss the
security goals and challenges posed in WMNs. Section 11.3 surveys and analyzes
the applicability of existing security techniques to WMNs. In Section 11.4 we
point out the open problems in this area. Finally, we conclude in the end of this
chapter.

11.2 Security Goals and Challenges

For any application (not necessarily on WMNSs), the following general goals are
desired to ensure security.

Confidentiality or Privacy: The communication between users must be se-
cured such that the information cannot be disclosed to any eavesdroppers.

Integrity: The whole transmission paths must be protected to ensure the
messages are not illegally altered or replayed during the transmission.

Awailability: Applications should provide reliable delivery of messages against
denial of service (DoS).

Authentication: When a user sends messages, there should be some processes
to identify the user to ensure the messages are really sent by the claimed sender
rather than fabricated by someone else.

Authorization: Before any user performs some tasks, there should be mech-
anism to ensure the corresponding users have the right to do them.

Accounting: When a user is using some services, some process should be able
to measure the resources the user consumes for billing information.

Here we assume the existence of upper layer security mechanisms, such
as anti-virus software and Secure Sockets Layer (SSL) protocol, and focus on
additional security challenges posed by the unique features of WMNs.
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11.2.1 WMN Specific Security challenges

The shared nature of wireless medium, the absence of globally trusted central
controller, and the lack of physical protection of mesh routers pose the main
challenges for securing WMNs.

First, like any wireless networks, the shared wireless medium makes it easy
for attackers to launch jamming attacks, eavesdrop the communication between
the mesh routers and inject malicious information into the shared medium.
Given the fact that the correctness of routing messages is fatal to achieve wire-
less multi-hop routing in WMNs, the most harmful kind of malicious informa-
tion is due to the fabricated routing messages.

Mesh
Router
A

Fig. 11.2. The attacker fools mesh router B

Figure 11.2 illustrates a simple example of such attacks. The correct route
for Mesh Router B to access the Internet is via Mesh Router A and the Gateway
Mesh Router, while the attacker fools Mesh Router B by broadcasting the mes-
sage: “I am the gateway to the Internet.” If Mesh Router B could not detect
such a message as faulty, it will direct all its Internet traffic to the attacker. Be-
cause the wireless medium is open, it is impossible to prevent the mesh routers
from receiving such malicious messages. Therefore, an authentication mecha-
nism is essential to distinguish the malicious information from the legitimate
information.

Second, an authentication mechanism is usually implemented with the help
of Public Key Infrastructure (PKI), which requires a globally trusted entity to
issue certificates. However, it is impractical to maintain a globally trusted entity
in WMNs. The details of authentication challenges are discussed in Section
11.3.1.

Third, the mesh routers are located outdoor, usually on roof tops or traffic
light poles. They are not physically protected like the wired routers and wire-
less LAN access points. Therefore, it is much easier for attackers to capture the
mesh routers and get full control of the device. If a router is fully controlled
by attackers, the attacks can be launched from that router and the informa-
tion sent by the attackers will be regarded as authenticated by other routers.
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The cryptographic authentication schemes are thus broken and there must be
another line of defense behind the authentication protection.

The above major challenges demand a set of cross-layer, self-adapted secu-
rity mechanisms to protect WMNSs.

In the following sections, we will discuss if and how some of the existing
security solutions proposed for wireless ad hoc or sensor networks could be
employed to protect WMNs by overcoming these challenges.

11.3 Security Concerns and Current Countermeasures

While the security of WMNs is a fairly new research topic, there exist several
schemes to secure wireless ad hoc networks and wireless sensor networks which
share similarities with WMNs to some extent. Let us analyze these solutions
and discuss how to utilize them to secure WMNs.

11.3.1 Authentication

In wireless networks, authentication is very important because of the shared na-
ture of the wireless medium. Any node, legitimate or malicious, with a suitable
hardware device can send data into the network. Verifying that the data re-
ceived is from a legitimate entity is critical for securing the network. Public key
infrastructure (PKI) and certification authority (CA) provide two important
mechanisms for authentication.

PKI and CA

Authentication is usually realized by implementing PKI based on asymmetric
cryptography in which each user has a pair of cryptographic keys: public key
and private key. The public key is widely distributed and known by all the
users while the private key is only secretly kept by the user. One property of
the pair of keys is that a message encrypted with the public key can only be
decrypted with the corresponding private key and vice versa. By exploiting
this, authentication can be achieved. For instance, a sender can digitally sign
the packets using its own private key before sending them. If the receiver can
successfully decrypt the messages with the sender’s public key, it is assured that
the packets are really sent by the claimed sender rather that someone else.

To check the validity of a digital signature, it is necessary to first verify
that the sender’s public key does belong to the sender, which requires a Cer-
tificate Authority (CA) be involved in the authentication procedure. The CA
signs the binding of an entity’s identity and its public key with its private key,
and issues the signature as the entity’s certificate. Any entity can validate the
binding of sender’s identity and public key by checking its certificate using
CA’s public key. A node may update its certificate periodically to reduce the
chance of brute-force attack on its private key. So the CA has to stay on-line
to reflect the periodically changing certificates. This scheme is based on the
following assumptions: (a) the CA’s public key is known by every entity in the
network, (b) the CA’s public key and signed certificates are globally trusted in
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the network, and (c) the communication channels through which the entities
get other’s certificate from CA are secure.

However, the absence of pre-established trusted network infrastructure in
WDMNs obstructs direct application of PKI. This is because it is impractical to
deploy a CA that every node can trust and establish a secure communication
channel with. A distributed CA scheme is thus required.

Distributed CA

An ingenious method is to distribute the functionality of the centralized CA
to the whole network by applying threshold cryptography [15]. Basically, an
(n,t + 1)-threshold cryptography scheme allows n parties to share the ability
to create a digital signature so that ¢ + 1 parties can jointly generate a valid
signature, whereas it is infeasible for at most t parties to do so. The scheme
is based on the assumption that the number of compromised parties will never
exceed t.

Fig. 11.3. (5, 3)-threshold signature

In WMNs, if the CA’s public key is globally known and its private key is
divided into n shares (one share for each node in the network), the threshold
signature scheme [62] can be designed so that the certificate of a particular
node is signed by combining ¢ 4+ 1 partial signatures generated by ¢t 4+ 1 nodes
respectively, and the certificate can be verified by the CA’s public key which is
known by each node in the network.

Figure 11.3 shows a (5, 3)-threshold signature scheme, in which the CA’s
private key is divided into 5 shares for each node: s1,s2,...,s5. A message m
(the identity and public key of a particular node) could be signed by any three
of the nodes. In Figure 3(a), nodes 1,2 and 3 generate the partial signatures of
message m as follows: PS(m, s1), PS(m, s2) and PS(m,s3). The three partial
signatures could be combined to obtain the certificate C, which is the same
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as it is signed by the CA’s private key. In Figure 3(b), nodes 4 and 5 are
compromised by the attackers, but the two malicious nodes can not generate
a valid certificate by themselves because at least three partial signatures are
needed to be combined to sign a message.

This example shows that although a compromised node could also generate
an incorrect partial signature, which would yield an invalid signature, a com-
biner can verify the validity of a computed signature using the CA’s public
key. In case the verification fails, the combiner tries another set of ¢ + 1 par-
tial signatures. This process continues until the combiner constructs the correct
signature from ¢ 4+ 1 correct partial signatures.

The scheme described above was proposed in [62] for wireless ad hoc net-
works. Compared with ad hoc networks, WMNs are more favorable for utilizing
the threshold cryptography key management scheme. First, WMNs is typically
operator-managed, which makes it easier to pre-establish the distributed central
authority (the CA’s public key and private key shares) in WMNs than in ad hoc
networks. Moreover, the nodes in WMNs are usually not mobile and hence do
not rely on the battery power supply. Therefore, the asymmetric cryptography
computation can be frequently processed in WMNs without much concern of
the resource limitation.

There exists another public-key management scheme [41] in which two nodes
can authenticate each other by finding a certificate chain between them. This
scheme differs from the above in that it proposes a full-organized public key
management system, where security does not rely on any trusted authority,
not even in the initialization phase. Although the operator-managed WMNs do
not require such a full self-organization key management, the certificate chain
approach in [41] poses an interesting question: if A can authenticate B which in
turn can authenticate C, is it 100% safe for A to authenticate C? In other words,
even if A can authenticate B, should A fully trust what B trusts (that is, C' is
authentic)? Furthermore, we can regard the whole process of authentication as
a trust evaluation problem: “do I trust that you are who you claim you are?”
The trust model for securing WMNSs will be discussed in Section 11.4.5.

11.3.2 Secure Routing

In WMNSs, the data travel via multiple wireless hops from the source node to
its destination. The routing protocols for WMNs are designed to achieve:

Self- configuration of the routing tables.

Self-adaptation to changes in the wireless link quality.

Maximized performance metrics such as end-to-end delay, throughput and
packet loss rate.

The routing protocols for wireless ad hoc networks have also similar re-
quirements such as routing through wireless multi-hop links, self-configuration
and self-adaptation. Although very few routing protocols have been proposed
specifically for WMNs, the similarities between WMNs and wireless ad hoc
networks make it feasible for WMNs to borrow the ideas from the domain of
wireless ad hoc networks, which have been extensively studied in the literature.
For example, in 802.11s [63], the IEEE 802.11 standard for wireless LAN mesh
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networking, the Ad hoc On Demand Distance Vector (AODV) protocol [46] is
extended to Radio Metric AODV (RM-AODV), an on demand routing protocol
for wireless LAN mesh networks.

The self-configured and self-adapted wireless multi-hop routing mechanisms
rely on the fact that all participating nodes cooperate with each other without
disrupting the operation of the protocol. Without proper protection, the routing
mechanisms could be attacked by both external and internal attacks [4].

External Attacks

Due to the shared nature of the wireless medium, anyone with a suitable hard-
ware is able to send information into the medium. Indeed, external attackers
can inject fabricated routing information into the network or maliciously alter
the content of routing messages exchanged between the nodes. Therefore, the
correctness of routing information exchange is vital to any routing protocols.

To secure routing, some proactive ad hoc routing protocols, such as DSDV
[45] and OLSR [11], require that the routing messages are exchanged periodi-
cally between all the nodes so that each node has a view of the whole network’s
topology, based on which the routing decisions are made. The malicious routing
messages with false topology information will make some nodes getting an in-
correct view of the topology. On the other hand, for reactive routing protocols,
such as AODV and DSR [26], the routing messages are exchanged between the
source, destination and the intermediate nodes in order to find the best route
after the source node initializing a route discovery process sends a packet to
the destination. The route discovery process will then end up with a false route
with the existence of the malicious routing massages

To protect routing messages exchanging from attacks, the routing protocols
need effective mechanisms to:

e Authenticate the received routing message to validate that it is sent by a
legitimate node.

e Check the integrity of the received routing message to validate that it has
not been altered by the attacker.

Such mechanisms are often achieved by employing cryptographic solutions.
Asymmetric Cryptography Approach:

As described in Section 11.3.1, asymmetric cryptography based authentication
can prevent the fabricated routing information. When sending a routing mes-
sage, the sender attaches the certificate signed by CA to the message and digi-
tally signs the message with its private key. Upon receiving a routing message,
the receiver first checks the validity of the certificate attached to the message
using the CA’s globally known public key and then checks the message’s in-
tegrity using the digital signature and the sender’s public key. ARAN [52] is an
on demand protocol utilizing the digital signature scheme, in which the rout-
ing messages such as route discovery packet, reply packet and shortest path
confirmation messages are signed by the sender and validated by the receiving
node.
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Symmetric Cryptography Approach:

In this scheme, a single secret key is used for both encryption and decryption.
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R e e SO S e o e ey
M%) fx)
X1 X2 < A3
_______________________ —j
Reveal

Fig. 11.4. One-way Hash Chain

One of the most common schemes is one-way hash chains. As cited in [4], “A
one-way hash function is a function that takes an input of arbitrary length and
returns an output of fized length”. Computing the input of a hash function from
the output requires a huge amount of computation resource, so hash functions
are computationally expensive to reverse. A hash chain is generated by applying
a given hash function f() repeatedly (n times) to an initial input z and obtaining
a chain of outputs f;(x), ¢ = 1,2...,n. The protocols utilizing one-way hash
chains require that a shared secret, f;(z), exists so that the validity of f;(z)
for i < j can be checked by applying the hash function j — ¢ times on it and
comparing the result with f;(z). Figure 11.4 is an example of a one-way hash
chain with length three. The chain is generated by applying the hash function
fO) on x3 such that xo = f(x3),21 = f(f(z3)) = fa(xs3). Since x; is a shared
secret, x5 and x3 could be validated by checking if f(z2) = x1 and fo(x3) = ;1.

For an instance, TESLA [47] is a broadcast authentication protocol based
on one-way hash chains. In this protocol, the receivers need to buffer a message
to wait for the delayed key disclosure from the sender, which requires time
synchronization. TESLA is employed by a distance vector protocol, SEAD [24],
and a source routing protocol, Ariadne [23].

Compared with the digital signature scheme, the one-way hash chain scheme
has the advantage of light weight computation cost and no need to maintain
a globally trusted CA, but it requires clock synchronization of all the nodes in
network. Furthermore, in TESLA, a received message has to be stored in buffer
waiting for the disclosed key to authenticate it before being processed, which
degrades the performance of the network.

To overcome such limitations, a hybrid approach, SAODV [60] has been
proposed where the non-mutable fields of the routing messages are signed by
asymmetric cryptography while the mutable field, hop count, is authenticated
using a hash chain so that the expensive asymmetric cryptographic computation
is only needed for the source and destination nodes and the intermediate nodes
authenticate the hop count using hash function.

The one-way hash chain scheme is more favorable for wireless ad hoc net-
works in which the nodes are battery-powered and the computation resource
is limited. Furthermore, the node mobility in wireless ad hoc networks makes
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it difficult to maintain an online CA available for all the nodes. However, the
nodes in WMNs are not mobile and they do not rely on battery power sup-
ply. So the digital signature scheme is a better choice for WMNs if the clock
synchronization is hard to achieve.

Internal Attacks

If an attacker gains full control of a legitimate node, the cryptographic ap-
proaches will not be able to prevent the attacks launched from the node because
the node has valid cryptographic keys and the messages sent by the node are
also cryptographically valid. The compromised nodes could attack the routing
mechanisms by generating false routing information, scheduling the data pack-
ets forwarding for their own benefits, selectively forwarding the packets, or not
forwarding any packet at all. Here, we discuss some countermeasures to internal
attacks.

Packet Leash

In [25], a challenging attack, called the wormhole attack is defined. If an attacker
gets control of two nodes with a wired communication link (tunnel) between
them, the wormhole attacks could be launched by sending all the packets re-
ceived from one node through the tunnel and replaying these packets at the
other end of the tunnel. Figure 11.5 shows an example of wormhole attack [4].
Because the packets through the tunneled link (A — B) arrive sooner than
the packets through the multi-hop wireless links (1 — 2 — 3 — 4), nodes 2
and 3 are excluded from the network, and the traffic between nodes 1 and 4 is
completely under the control of the attacker.

sscsssssssses | —————————— >

Wireless Link Tunnel Link Route Created by
the Wormhole

Fig. 11.5. A wormhole attack performed by colluding malicious nodes A and B

The Packet Leash solution [25] is to add some extra information to each
message at the sender side in order to allow the receiver to determine if the
packet has traversed an unrealistic distance. The extra information could be a
precise timestamp, which requires extremely precise clock synchronization, or
the location information with a timestamp, which requires less precise clock
synchronization.
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Neighbor Monitoring:

The neighbor monitoring approach to discover misbehaving nodes takes the
advantage of the broadcast nature of wireless network: any packet sent in to
the air can be overheard by the neighbor nodes. After a node sends a packet
to its neighbor, it could monitor the behavior of its neighbor to see whether
it forwards the packet to the next hop without any misbehavior. Each node
maintains a rating record of all the nodes it knows, and the misbehaviors of
a particular node being detected cause the rating to decrease. The low rating
nodes are considered misbehaving or non-trust nodes so that they will not be
included in the route of forwarding packets from source to the destination nodes.

Based on this approach, two other solutions [42] and [8] have been proposed
to defend against packet forwarding attacks.

Byzantine Failure Resilience:

In [5], an on-demand secure routing protocol is proposed that is resilient to
Byzantine failures caused by Byzantine behavior, which is defined as “any ac-
tion by an authenticated node that results in disruption or degradation of the
routing service”. The failure refers to “any disruption that causes significant
loss or delay in the network”. The detection of such failures is based on ac-
knowledgements (acks). The destination node sends an ack back to the source
node when receiving a packet. If an ack is not received after a certain time,
the source node assumes it has been lost. The number of lost (to the same
destination) exceeding a threshold triggers the Byzantine fault detection.
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Fig. 11.6. Byzantine fault detection: the faulty link is located after 3 probes [5]

Figure 11.6 illustrates the detection process [5]. The source node launches a
binary search of all the links along the path by probing the intermediate nodes.
The normally behaving nodes sends acks back to the source when receiving the
probe. Half of the links are excluded from the suspects of failure for each probe.
The faulty link will be identified after logn probes, where n is the number of
hops between the source and destination. After the failure is located, the source
node will start a new route discovery process and try to bypass the faulty link.
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Figure 11.7 summarizes various schemes for secure routing that may be
applied to WMNS.

‘ Secure routing schemes ‘
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Fig. 11.7. Secure Routing Protocols

11.3.3 Secure Location Information

As mentioned before, most routing protocols in WMNs are adopted from ad hoc
networks, including both topology-based and geographic routing schemes. For
geographic routing schemes [19, 6, 12, 22], the location information of the mesh
routers are crucial to multi-hop routing schemes and thus subject to attack.

For securing location information, two general methods are currently em-
ployed: correctly compute location information, and verify location claims.

Generally speaking, a mesh router’s location can be determined either with
the help of GPS or some location-known beacons. The goal of the first approach
is to ensure the accuracy of location computation even when the calculation is
under attack. For example, although GPS is the most common approach to
get the geographic position information, no secure protection for public civilian
GPS makes it vulnerable to different kinds of attacks [34]. As an example, a
signal-synthesis attack can fool a receiver to connect to a device present at
some pretended location. Similarly, selective-delay attack can convert a signal
received at time ¢ and position r into another signal that would have been
received at earlier time ¢’ and position 7.

To defend such attacks, an information-hiding based asymmetric security
mechanism is proposed in [34]. The essence of the scheme is to introduce time
asymmetry through a delayed disclosure of despreading key. Specifically, when a
spread-spectrum broadcast signal temporarily hidden in the background noise
is transmitted, the receivers store the whole radio band in buffer. And the
despreading key is not published until the delay is larger than the uncertainty
of the local clock in the receiver. In this way, both signal-synthesis and selective-
delay attack can be easily detected.

For the schemes that utilize beacons, a cryptographic-based scheme, SeRLoc
(Secure Range-independent Location), is proposed to enable the nodes to deter-
mine their location even in the presence of malicious adversaries [37]. In SeRLoc,
some nodes which re equipped with directional antennas and have acquired the
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location and the orientation through GPS receivers are termed “locator”. Each
locator transmits different beacons at each antenna sector containing its coor-
dinates and the angles of the antenna boundary lines with respect to a common
global axis. The nodes will collect the beacons from all locators they can hear
and then determine their location. To protect the localization information, a
global symmetric key is shared between nodes and locators. Moreover, every
sensor shares a symmetric pairwise key with every locator so that the beacons
from each locator can be authenticated. The analysis shows SeRLoc is robust
against several attacks including wormhole attack, Sybil attack and compro-
mised nodes. However, one limitation of this scheme lies in that it assumes
locators are always trusted and cannot be compromised by an adversary.

Besides directly securing the location calculation, the location information
may also be verified from spoofing. Due to the fact that the mesh routers in
WDMNs are usually static, a claim of location information made by the mesh
routers to the mesh clients would often be more than just location calculation.
Therefore, location verification would be more agreeable in WMNs. To vali-
date a node is in a region of its position claim, different techniques such as
exampling by public key based challenge-response protocol [7] and robust sta-
tistical methods [39, 40, 36] have been employed. In addition, by exploiting the
physical properties of sound and RF signal propagation in wireless communica-
tion, a simple protocol called “Echo”, has been proposed [53] that requires no
cryptography nor time synchronization. Another mechanism, called Verifiable
Multilateration (VM), achieves both secure position computation and location
verification [9]. All sch schemes proposed for wireless sensor networks seem to
be applicable to WMNs as well.

11.3.4 Modeling Virus Propagation

Given the fast emergence of computer viruses in the host computers and the
Internet, the threat of virus in wireless networks is not an unrealistic panic. In
fact, there have been some viruses that spread over the air, such as the Brador
virus [55] and the Cabir worm [18] for the mobile devices, the evil twin and the
promiscuous client for Wi-Fi users [16].

In order to effectively defend the virus attack, one important issue is how
to model the virus propagation to get a better understanding on the virus be-
havior in wireless networks. Inspired by biological modeling techniques, some
researchers have adopted Epidemic theory to model the virus propagation prob-
lem.

Epidemic theory [3] is the study of the dynamics of how contagious diseases
spread in a population, resulting in an epidemic. It can mathematically model
the progress of the infectious diseases and measure its outcome in relation to
a population at risk. In general, the population is divided into three groups:
the susceptible (S), who are healthy and are subjective to catching the disease;
the infected (I), who have the disease and can transmit it; and the removed
(R), who have had the disease and are recovered now. In general, there are two
popular models to characterize the infection spread: Susceptible Infected Sus-
ceptible (SIS) and Susceptible Infected Recovered (SIR). The difference between
these two models is the following. For an individual who acquires infection,



1 Security Issues in Wireless Mesh Networks 13

this individual can becomes susceptible again after some infectious period in
the former model, while in the latter model, the individual becomes immune to
further infections after recovery.

An important aspect in Epidemic theory is that the phase transition of
the spreading process is dependent on an threshold of the epidemic parameter.
That is, when the epidemic parameter is above the threshold, the infection will
spread out and become persistent; on the contrary, if the parameter is below
the threshold, the infection will die out. Therefore, identifying this threshold
value is critical in the study of how an epidemic spreads and how it can be
controlled [13].

Epidemic theory has been employed to investigate virus spreading problem
not only in wirelined networks, but also in wireless networks. Here, we list two
schemes that apply Epidemic theory to model the worm and compromised nodes
propagation, respectively.

Topologically-Aware Worm Propagation Model (TWPM):

TWPM was proposed in [33] for wireless sensor network. By parameterizing the
effects of physical, MAC and network layers on the worm propagation, the au-
thors incorporate all these parameters in the SIS model and analytically derive
the worm propagation model from a partial differential equation. With some
assumptions including regular two-dimensional grid topology and constant in-
fection rate, they also obtained a closed-form expression for the TWPM model.

Although this work is originally proposed for wireless sensor networks, it
has the potential to adapt to WMNs by taking real topology into account.
In WMNs, most mesh routers have a neighbor list, either for routing pur-
pose or infrastructure maintenance. Unfortunately, the scanning worms, called
topologically-aware worms, can take advantage of this list and spread the infec-
tion quite effectively by just communicating to its next-hop neighbors.

Modeling Node Compromise Spread:

Unlike TWPM using a differential equation approach to solve the problem,
a network and graph theoretic based technique was proposed to model node
compromise spread in wireless sensor networks [14].

In general, no matter whether its is sensor network or mesh network, for
secure communication, a secret key used to encrypt the messages is shard be-
tween each communication party. However, without physical protection, the
nodes are subject to capture. Once a node is captured, its keys are known by
the attackers, thus affecting communications with all the compromised node
involved. In [14] is studied how an adversary capturing one or two nodes and
thereby extracting the secret keys, can possibly propagate the node compromise
to the whole network.

By constructing a random graph model of the key sharing overlay graph of
the sensor network and presenting the compromised propagation model as a
poisson process, this work investigates the probability of a breakout (when the
whole network is compromised) and also computes the size of the compromised
clusters of nodes under no breakout. Additionally, the effects of two scenarios
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— recovery and no recovery — on the compromised nodes recovery are analyzed
in this work.

Although this scheme is proposed for wireless sensor networks, the essential
idea and basic assumptions are still valid for WMNs. Therefore, they shed some
light on modeling virus propagation in WMNs.

11.4 Summary and Open Problems

Wireless mesh networks (WMNs) possess some nice features and promise to of-
fer better wireless network connectivity and larger coverage area. On the other
hand, these features also pose significant challenges to the network security. In
this chapter, we have reviewed some existing solutions that could potentially be
employed to secure WMNs. The threshold signature and TESLA schemes could
be utilized to realize the authentication between mesh routers. Such authenti-
cation schemes also help routing protocols such as ARAN, SEAD and Ariande
to defend against external attacks. The Packet Leash, neighbors monitoring
and Byzantine failure resilience solutions provide possible approaches to detect
and countermeasure internal attacks to the wireless multi-hop routing proto-
cols. The secure location information solutions for wireless sensor networks can
help securing the geographic routing schemes. However, there are still a lot of
open problems for security in WMNSs that need further investigation. These are
discussed below.

11.4.1 Secure Medium Access Control

The IEEE 802.11 medium access control (MAC) protocol has been adopted as
the de facto MAC scheme of WMNs in many research projects and commercial
products ([51, 10, 44]). The cryptographic approach for securing the 802.11
MAC protocol had evolved from Wired Equivalent Privacy (WEP) protocol to
IEEE 802.11i standard [64].

In IEEE 802.11i, an authentication server (AS) is incorporated to authen-
ticate the mobile node (MN) that tries to associate with the mesh access point
(AP). IEEE 802.11s [63], the IEEE standard for wireless LAN mesh networking,
utilizes IEEE 802.11i based security mechanism to provide link-by-link security
in WLAN mesh networks. According to IEEE 802.11s, the AS is collocated with
a mesh point (MP) or located in a remote entity to which an MP has a secure
connection. It is assumed by the standard that an MP could establish a secure
connection to the remote AS after establishing a secure connection with the
MP that collocates with the AS or has a secure connection with the AS. But
the standard neither proposes how to establish the secure connection nor evalu-
ates the practicality of establishing such a secure connection. Furthermore, the
802.111 security framework is a centralized structure in which the MNs submit
authentication request to AP which in turn communicates with AS to decide
whether to authenticate or not. But such a hierarchical structure is not suit-
able for WMNs in which two MPs need to authenticate each other before they
start communication; in other words the MPs are both the authentication sup-
plicants and the authenticator. This mutual authentication requires that both
MPs have a secure connection with AS, which is impractical in WMNs.
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The cryptographic approach to secure the MAC protocol is to answer the
question “who can utilize the mesh medium?” However, it does not address the
issue of fair utilization of the medium. The attacks to the backoff scheme of
IEEE 802.11 MAC protocol break the fairness of using the wireless medium.
The TEEE 802.11 MAC protocol uses CSMA/CA (Carrier Sense Multiple Ac-
cess/Collision Avoidance) scheme to reduce the probability of collisions in ac-
cessing the medium. If the sender senses the channel is busy before transmission,
it defers the transmission for a random backoff time. Simulation results reported
in [35] show that if a misbehaving node selects smaller backoff time than other
nodes complying the protocol, it will obtain more than its fair share of the
bandwidth and degrade the throughput of well-behaved nodes.

A modification to IEEE 802.11 protocol is proposed in [35] to countermea-
sure this attack. In this proposal, the sender does not decide the value of random
backoff time. Instead, the receiver selects a backoff time value and sends it to
the sender. The receiver can identify whether a sender deviated the protocol
by monitoring the time intervals between the sender’s transmissions and com-
paring them with the backoff time assigned to the sender. If the deviation is
identified, the receiver will penalize the sender by assigning larger backoff val-
ues to it than those assigned to normal nodes. Such a scheme could restrict the
selfish nodes to get more bandwidth share, but it could do nothing to prevent
the malicious nodes from attacking the backoff scheme if the malicious nodes
that do not care how much bandwidth to share, keep transmitting data with-
out backoff time at all. Such an attack is a denial of service (DoS) attack to
the MAC layer protocol, which is still an open issue for the wireless networks
relying on the CSMA /CA scheme.

11.4.2 Defense Against DoS Attacks

Denial of Service (DoS) attacks can reduce the availability of resource and result
in massive service disruption. A robust WMN application should be resilient to
DoS attacks and be able to defend against such attacks launched either by the
end devices or other adversaries.

DoS attacks could happen at all the layers in the protocol stack from the
physical to the application layer [56]. Usually different approaches have been
employed in different layers of the protocol. For instance, at the physical layer,
the most common defense against DoS (e.g., jamming) is spread spectrum.
At the MAC layer, some special measures such as rate limitation and error
correcting code may be used to defend against DoS attacks. Although most of
routing schemes in WMNs are adopted from ad hoc networks, the characteristics
of WMNSs, especially multi-hop routing, should be taken into account for the
defense mechanisms at the network layer. In particular, a poorly designed multi-
hop routing scheme may introduce traffic unfairness or starvation, which even
leads to DoS for some mesh routers that are close to the backbone network.

Even though there is no universal way to defend against DoS attacks, a
systematic framework that can comprehensively consider all these issues at the
beginning design phase would be more effective. Furthermore, an integrated,
cross-layer security solution is more desirable.
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11.4.3 Embedded Security Schemes vs. System Level Monitoring

The majority of the current security mechanisms are embedded in the network
protocols, so they usually focus on some particular attacks at a specific layer
and are efficient for outside (external) attacks.

An alternate approach is to design a cross-layer framework that can mon-
itor in real time the whole network to detect attacks and respond promptly.
Compared with the embedded schemes, the monitoring framework can work as
an intrusion detection system (IDS) to detect any real-time abnormality. Since
the intrusion includes not only the attacks launched by the outsiders but also
the misuse from the inside, it is more effective and flexible to defend insider
(internal) attacks.

However, WMNs pose new challenges for intrusion detection design. First,
mesh routers that are usually not physically protected are subject to capture.
Once a mesh router gets captured, all of its secret information including keys is
disclosed to the adversary. These corrupted mesh routers not only compromise
the whole network security, but can also modify the network configuration or
inject false information to disturb the routing schemes. Moreover, the delay
introduced by multi-hop communication causes difficulty for traffic monitoring.
Therefore, how to detect the corrupted mesh routers and inform the whole
network in a timely manner is still an open problem in WMNs.

11.4.4 Integration Issues

One main advantage of WMNs is that it enables us to integrate various existing
networks such as Wi-Fi, cellular networks, sensor networks, etc, through the
gateways. However, this benefit also brings related vulnerability in WMNs.

Various (heterogeneous) networks as part of WMN clients imply their prop-
erties may have significant differences as well. For example, although the public
key cryptography is a common approach for most networks for authentication,
it may be computationally too costly for sensor networks. Naturally, WMNs
should be able to customize the security schemes according to the character-
istics of network clients while not compromising the security features of the
overall network. Therefore, the interworking of several different types of net-
works poses a new challenge to securing WMNs.

11.4.5 Trust Relationships

Some security issues, such as establishing certificate chains [41] and collabo-
rating between mesh routers to implement routing protocols or reduce the au-
thentication delay by sharing the security key [21], imply the existence of trust
relationships between different entities of WMNs. A mechanism to define how
to establish and quantify such trust relationships could help the mesh routers
to make proper decisions in the presence of potential attacks, and thus improve
the reliability and robustness of the networks.

Although the trust and reputation systems have been extensively and suc-
cessfully applied in E-commerce applications [50, 57, 59], public key authenti-
cation [43, 49, 38, 20|, peer-to-peer networks [32, 58], mobile ad hoc networks
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[17, 54] and wireless sensor networks [61], some characteristics of WMNs differ
from these networks or applications. Therefore, there is a need for new trust
establishment and management in WMNs.

On one hand, the existence of infrastructure/backbone in WMNs favors the
trust establishment. Unlike ad hoc networks supporting node mobility, most of
the mesh routers are static. Intuitively, a trust infrastructure could be estab-
lished on top of the fixed WMN backbone. And once it is created, the entities
and their trust chains will be permanently present.

On the other hand, the erroneous and uncertain nature of wireless links
cannot guarantee stable connectivity between the mesh routers even they phys-
ically exist. Moreover, the quality of wireless links may also change frequently.
While in traditional applications, the trust relation are usually established and
updated based on a long time observation. In WMNs, however, the trust in-
frastructure should have the capability to respond to temporary disconnections
between the mesh routers. Hence the evaluation of the trust relation must be
fast enough to promptly reflect the instantaneous changes in the environment.

Moreover, the mesh routers in WMNs can only monitor their neighbors with
the radio range which means that the trust relation is establishment locally and
thus distributed. Therefore, when the packets are routed via multi-hop links,
the trust should be uniformly evaluated. As a result, it is necessary to develop
some scheme that can manage the trust propagation. In [31], a method of Trust
Network Analysis with Subjective Logic (TNA-SL) is designed based on graph
simplification and trust derivation with subjective logic. TNA-SL expresses and
propagates both positive and negative trust values and takes the confidence level
(certainty) into account, which might make it an appropriate model for calcu-
lating and evaluating quantified trust in WMNs. There exist other works that
have been proposed to define the trust transitivity and manage trust propaga-
tion [28, 30, 29, 27]. However, the validation and performance of such schemes
under real WMNSs applications needs further investigation.

Besides the above issues, a node in a WMN may not always be able to
monitor its neighbors if they are using different radio interfaces. In addition,
how to effectively make the trust relation globally available to the whole network
is also a challenging problem in WMNs. However, the trust based system fits
the characterizes of WMNs and provides a promising solution to secure WMNs.

Conclusion

In this chapter, we addressed some security issues in WMNs and survey state-of-
the-art solutions that have either been applied to WMNs or have he potential
to be adopted. It is worth noting that no panacea exists that can solve all
the problems identified. In fact, there are currently more open problems that
need further investigation than solutions to secure WMNs. Depending on the
specific applications and requirements, some approaches need to work together
to achieve the desired security, or a cross-layer solution should be developed
while designing WMN applications.
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