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Abstract. Security Policies (SP) constitute the core of comication networks protec-
tion infrastructures. It offers a set of rules waiilog differentiating between legitimate ac-
tions and prohibited ones and consequently, agssc&ach entity in the network with a
set of permissions and privileges. Moreover, iratdsl technological society and to allow
applications perpetuity, communication networks naugpport the collaboration between
entities to face up any unavailability or flinchirithis collaboration must be governed by
security mechanisms according to the establishedipgions and privileges. Delegation
is a common practice that is used to simplify tharimg of responsibilities and privileg-
es. The delegation process in a SP environmenbeamplanted through the use of ade-
quate formalisms and modeling. The main contributibthis paper is then, the proposi-
tion of a generic and formal modeling of delegatwocess. This modeling is based on
three steps composing the delegation life cyclgotiation used for delegation initiation,
verification of the SP respect while delegating asebcation of an established delega-
tion. Hence, we propose to deal with each steprdoapto the main delegation charac-
teristics and extend them by some new specificities

Keywords: security policy, delegation, revocation, muligily, affiliation, monotonici-
ty.

1 Introduction

Nowadays, communication networks are more and fiamed to the collaboration between entities. In
order to avoid any unavailability or data lossstbbllaboration must be secured and governed by in-
volved entities permissions and privileges. In facty active entity, called subject, may need &reh

its permissions with another subject. This can $&ful in case of an absence for example. Such kind
of interaction is called delegation. Delegatiordéfined as the process whereby a user without any
administrative prerogatives obtains the abilitygtant some authorizations [1]. It can be considesed

a potential approach in addressing the problemr@figing dynamic access control decisions in activ-
ities with a high level of collaboration [2]. Hexadelegation is used in order to facilitate resjduli-

ties interaction between subjects. The subjecigadileg a given permission is called grantor wHile t
beneficiary is called, grantee. Moreover, a grantor delegate some of his permissions to the grante
according to several characteristics including nomigity (does the grantor preserve the delegated
permission?), permanence (is the delegation pemt2nanultiplicity (can several grantees benefit of
a unique delegation?), level of delegation (camaetge re-delegate an obtained permission?), latera
agreement (who is the delegation initiator?), etc.
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In this paper, we propose a generic delegation hmked on the most known delegation characteris-
tics enumerated above. The proposed modeling igrikxs as an extension of a previously proposed
framework using SP for network securing [7]. Consedly and for sake of compatibility, the present
modeling is based on the same concepts such asctylghannels, etc. and extends them by delega-
tion’s characteristics such as monotonicity, peremae, revocation, etc. A special attention is gien

an important delegation aspect, revocation. Relmtas a significant aspect for delegation when
permissions are required to get back. Since detegeain be made following several aspects, it seems
obvious that its revocation also has to be madeviihg several schemes.

The remaining part of this paper is organized dsvis. In Section 2, we introduce our delegation
modeling basing on several well established chariatics as well as new proposed ones. In Section
3, the whole delegation process modeling is degic®ection 4 presents the revocation modeling and
differentiates between several revocation scheRiaally, Section 5 concludes this paper.

2 Related Work

During the last years, several works dealing wéledation have been proposed.

Barka and al. [4] proposed the first delegation eloNevertheless, this model only deals with role
level delegation, and does not consider sufficamtstraints to manage the delegation policy. n [1
Ben Ghorbel-Talbi and al. describe a delegatiorr@aah for role-based access controls models. Their
modeling is based on the AdOrBAC model and spetifion different administrative views. A view
IS an organizational concept used to structureptiiey specification. Therefore, inserting an abje
in a view enable an authorized user to assign atase role and consequently to a permission. Con-
versely, deleting an object from a view, enableserdo perform a revocation. Recently, Crampton
and al. [7], propose an orBAC model that focuseshenissue of roles and permissions transfer. In
fact, this model defines specific components to aganeach delegation level. For instance, predicates
such aggrantP1l andxferP1 are used to perform a permission delegation apdraission transfer,
respectively. In [5], the authors focused on thkegation of obligations using the Alloy specifioat
language.

Most of these works are based on Role-Based Ac@essol models and propose to extend it with
some delegation aspects. Our proposition, in tagep is a generic model that can be applied te sev
eral communication domains.

3 DELEGATION MODELING

In this section, we build our delegation modelinga@ding to the delegation characteristics such as
introduced in the literature.

3.1 Delegation basics

Let's recall that delegation is the process wherghyser without any administrative prerogatives
obtains the ability to grant some authorizationshsas introduced in [1]. The user initiating théede
gation is calleddrantor’ while the delegation beneficiary is callegtantee’! In order to propose a
complete framework dealing with delegation, we tifezd the main delegation characteristics [1, 4, 5
7]. These latter comprise permanence, monotonititality, levels of delegation, multiple delega-
tion, lateral agreements and revocation.

Monotonicity refers to the state of the authorization thatdhlegating member possesses after the
delegation. A monotonic delegation means that ufelagation the delegating member maintains the
delegated power. With a non-monotonic delegatiponudelegation the delegating member loses the
delegated power for the duration of the delegation.
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Permanencerefers to types of delegation in terms of thigiret duration.

Levels of delegatiordefines whether or not each delegation can libdudelegated and how many
times. Single step delegation does not allow thegagion to be further delegated. Multi-step delega
tion allows the delegated member to further dekedigd or her delegated permission to a third user,
and so on.

Lateral agreementsrefers to the delegation protocol between theeghibr and the delegated
members. It is of two types: bilateral agreemernt anilateral agreement. A bilateral agreement is an
agreement wherein delegation is accepted by betdelegating role member and the delegated mem-
ber. A unilateral agreement, on the other hand,dae-way decision.

Totality: in the context of role-based delegation modelslity refers to how completely the per-
missions assigned to that role are delegated.

Multiple DelegationsThis type of delegation refers to the number @fgle to whom a delegating
member can delegate at any given time.

Revocationrefers to the process by which a delegating caertake away the privileges that he or
she delegated to another user who is a membemntfienrole.

Based on the previously introduced characteristiesdepict in the following the proposed delega-
tion modeling.

3.2 Monotonicity modeling

In this work, we distinguish between ‘delegationdddelegation policy’. The first concept repre-
sents, as introduced above, the process allowiaguger to delegate some of his rights to anotker u
er. The delegation policy (DP) however, is a satutds differentiating between legitimate and ileg
delegations. Besides, we designate by “permissaoy’delegated right. A permissipris structured
similarly to a SP rule as follows:

p: {type, modality, object, action, [constraintgVent]}

Let's have a grantagr /7 S (subjects set), a grantgé ./ S p a permission, some delegation con-
straintsdc /7 C (constraint set), some delegation evatds’ E (event set) andesp /7{yes, no} the
response rule.

A grant request is formalized as follows:

grt-req (gr, at, (p), dc)- resp
A transfer request is formalized as follows:

tsf-req (gr, gt, (p), dcy- resp

Unlike requests and according to the proof thatpwesented in [8], obligations cannot be granted
but only transferred. Hence, we model a transfégation as:

tsf-ob (gr, gt, (p), dc ,de)

Globally, a delegation rule can be representedbydllowing structure:

(t, m, gr, gt, p, dc, de)

wheret [7{grt-req, tsf-req, tsf-ob}s the rule type such ast-reqidentifies a grant requestsfreq
identifies a transfer request atsfi-obidentifies a transfer obligatiom is the rule modality, positive
or negativegr andgt represent respectively the grantor and the graptsethe delegated permission.
dc are delegation constraints ashel are delegation events.

3.3 Permanence and level of delegation modeling

Permanence is related to delegation constraintscéjave assume that a delegation is active while
its constraints are valid which implies that coaistts absence is synonym of a permanent delegation.
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Furthermore, we propose to model three permaneostraint types: temporal constraints, spatial
constraints and general constraints.

Temporal constraintd-c’ deal with the delegation duration. A temporal swaint can be defined
through a given interval characterized by a begite @nd an end date, or can occur before or after a
given date. Furthermore, a temporal constraintbeaa conjunction or a disjunction of other temporal
constraints. For instance, the temporal constBEfFORE Wednesdawstricts the delegation use to
Monday and Tuesday. This can be formalized asvislio

t-c = DURING interval | BEFORE dyd-TER datept-c| t-cC t- c|t-d_t-C
interval = ‘[ date -’ date ‘] | literal

date S=jrmm Y aa

il = number

mm 2= number

aa ::= number

The second constraint type that we consider deitifisspatial constraintss:c. These latter restrict
the application of the delegation process to argaite. So, we propose two constraint kinds rel&ted
the presence in a given site or the absence froifhis can be formally represented as follows:

s-C ::= IN location | =s-C |s-c0 s-c | s-cOs-c

location = literal

For instance, the spatial constrail classroonrestricts the delegation use to the presence in the
classroom.

General constraintg)‘c’ express varied constraints besides temporal gattibsones related to the
grantee such as his belonging, his old, etc. Thesstraints can be formally represented as follows.

g-c ::= HAS constraint | IS congitai kg-c|g-cg-c |g-cO g-c

constraint  ::= literal

Another essential characteristic for delegatiothésdelegation levels. It concerns the abilityhad t
grantee to re-delegate a given delegation to anaer. In this context, we propose another comstra
type, the level constraints. Level constraints’ ‘express a constraint authorizing delegated permi
sion to be re-delegated. This means, that the ggantll be able to take advantage of the delegated
permission or delegate it again. This is formakpressed as follows:

I-c = ‘MULTI-LEVEL DELEGATION’

34 Lateral Agreement Modeling

A delegation can be initiated spontaneously bygtamator or by a common agreement. In the first
case, the grantor delegates his permission withefetring to the grantee. Whereas, in the second
case, the delegation can be initiated by the geant®o requests some permission from the grantor or
by the grantor who delegates his permission aftamamon agreement with the grantee.
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According to Fig. 1, three types of lateral agrestrade modeled. In the first case, a spontaneous
delegation is formulated. This can be modeledhieyfollowing elementary operations:
(1) Grantorgr requests to delegate a permission to the gragttepontaneously and thus through
a request submitted to the Dd-{write)
(2) The DP receives this requesid(-read

In the second case, the delegation is triggeratidograntee. This can be modeled as follows:
(0-1") the grantegt requests a given permission to the gragtdidig-claim)
(0-2") the grantogr receives this request and acceptdlg-approva).
(1) Grantorgr submits a request to the Dgr-{write)
(2) The DP receives this requesi(-read

In the third case, delegation is triggered by ttantpr. This can be modeled as follows:
(0-1) The grantor gr request the grantee’s@amrfor a delegatiord{g-claim)
(0-2) The grantee gt receives this requestaandpts itdlg-approva)
(1) The grantogr submits a request to the Dir{write)
(2) The DP receives this requesi-read

Once the accord is achieved and the delegatiorepsoriggered, the DP can accept or deny this
delegation. In the first case, the request willhamdled according to its type i.e. transfer omgra
where in the second case the request is simplypébpnd a notification is sent back through st8ps (
and (9) of Fig. 1.

3.5 Multiple Delegation M odeling

This characteristic refers to the number of gramteewhom a grantor can delegate the same per-
mission at any given time. This number, let's &y is fixed by the administrator. For each delega-
tion request, the DP verifies that the number dégltions of the request’s permission is less tan
This principle supposes the existence of a proeedaunting the number of delegations each time a
request, including the permission in questionuisnsitted by a grantor. We assume also, that the DP
has a permission-Nt from which it checks each arriving delegati@guest to decide whether it is
bounded by a given number of delegatiuhor not.

Notice that when the request does not appear snlihii.e. Nd is not used, the number of grantees
to whom a subject can delegate is not restricted.

4 Delegation process modeling

Based on the previously introduced concepts, olagdéon modeling process can be depicted by
Fig 1 as follows.
(0-1)The grantogr (respectively grantegt) requests to delegate (respectively receive) migsion
p (dlg-claim).
(0-2)The grantegt (respectively grantagr) accepts this delegatiodlg-approval)
(1) The grantogr puts into the channel the delegation requgsivfite).
(2) The DP extracts this requefiK-read)
(3) The DP verifies the legitimacy of the request basethe existing SRi{g-legitimacy)
(4) If the request is accepted, a rule is added t&th@dd-rule).
(4) In case of a transfer, the initial rule is pijnmodified modify-rule)
(5) The DP then, notifies the grantge (DP-write)
(6) The grantegt receives this notificatiorgf-read).
(7) Neverthelessf the request is denied, it is simply dropped itite channebut (deny)
(8) A reject natification is then sent back to the goagr (DP-write).
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(9) The grantor greceives the notificatiofgr-read).

Let's note that thellg-claim anddlg-approvalsteps concern the lateral agreement. Moreovee onc
accepted by the DP,grant request implies the addition of a new rule in 8 Atransferhowever,
implies the modification of the rule handling thelebated permission (for tlggantor) i.e. thegrantor
field is replaced by thgranteevalue.

Since, delegation updates an existing SP, a vatidic process must go with it. We propose two
verification tasks: (1) delegation legitimacy vartion when a delegation request is submitted(ahd
SP consistency verification when the SP is updated.

Delegation legitimacy verification is performed B in order to check whether a given grantor has
actually the right to delegate. Algorithm 1 depiots proposition.

For each rule r0 SP \ (r.s==p.grjlo
If (rn p <>0) then
If (r.modality == yesjhen
dig-legitimacy
else not(dlg-legitimacy)
else not(dlg-legitimacy)
od

Algorithm 1 Delegation request verification

Having a SP and a given permissjpthat agrantor wants to delegate tograntee this algorithm
verifies the existence of a rule grantindor the consideredrantor. Hence, we check only rules hav-
ing a subject field equal to tlgrantor. For each of these rules, we compute its intemeetith p. If
the intersection is not empty then we look at tile modality: a positive modality implies that the
grantor has actually the delegated right where a negatigdality implies that he hasn't this right.
However, if the computed intersection is empty thesan that thgrantor hasn't the permissiopand
consequently cannot perform the delegation.

The second verification task concerns SP consigtgadfication after an update due to
delegation process. In fact, we have to verify Wwhethe SP doesn’t contain conflicts after
the addition of the new rules. In a receaper [9], we have proposed a framework detecting S
inconsistency. Hence, in the following we use tbéamed results and interested reader may refer to
the original paper for more details.

Having a SP (assumed consistent) and a given ddledaby the delegation proces Algorithm 2
verifies whether there exist a rulén the SP having a domain relation ‘R’ with theled ruledr and
a contradictory modality. If such rule exists, thikare is an inconsistency.

For each rule r0 SP \ (r.s == dr.g)o
If (dom(r) R dom (dr)) and (r.modality != dr.modality
Then inconsistancy
Else consistency

od

Algorithm 2 SP consistency verification

Once a conflict is detected, it must be resolvdis FTesolution must take into account the fact that
delegation is temporary process and that the lirfia must be preserved. Hence, we propose to re-
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solve conflict using priorities as well as partatler relation. Let's have P a finite set of pties and
let's assume that P is associated to a partialroedation < such that if;pand p O P then p< p,
means that phas a greater priority than. We propose to associate to the rule added bydhega-
tion process the greatest priority. In fact, defegais performed in order to satisfy a given naethe

SP environment consequently, a rule generated legalson must have a greater priority than existing
rules.

Furthermore, when the rule is revoked, then thdgdarder relation is deleted.

Let's consider the following example depicted tvamiticting rules and where rule 1 was added by
delegation:

Rulel:(req, positive, assistant, present, course, dupngfessor-absence)

Rule2:(req, negative, assistant, present, course)

These two rules cause a SP conflict since the 8fhetibe able to decide whether an assistant is
authorized to present a course or not. Using oopgsition, this is solved as follows. Two prioritie
are defined,

P ={p. p.} such that p< p,

Then the greater priority is associated to the adided by delegation (Rulel).

Rulel:(req, positive, assistant, present, course, dupngfessor-absence,)

Rule2:(req, negative, assistant, present, coupsg,

Hence, Rule 2 will not be used by SP while delegeis not revoked.

5 REVOCATION MODELING

Delegation is needed, as we mentioned it, in oroldacilitate user’s interaction. This is the case,
for example, when a user responsible of doing s@asies is not able to fulfill them. In such casést
user can delegate some of his permissions to anaotlee. However, he must be able to recover them
when initial constraints (of the delegation) aremore fulfilled. This is done by the revocation fro
cess. Revocation refers to the process by whidtaatay can take away the permissions that he dele-
gated to another user, the grantee.

In this section, we present our revocation framéveaaling with its modeling and management.

5.1 Revocation dimensions

Following the classification defined by Hagstrondaa. [3], revocation can be categorized into
three main different dimensiongtopagation dominanceandresilience However, while studying the
main delegation features, we found that three ot@ensions could be added: we propoasano-
tonicity, multiplicity andaffiliation.

4.1.1. Propagation distinguishes revocations according to space.dyapon is saidbcal if the revo-
cation affects only the direct grantees giabal if its affects all grantees authorized by the di@nes
[3]. A direct grantee is a grantee of the firstdefor the delegation.

In our modeling, this dimension is handled throigb procedures.-revokeinvoked when local
propagation is usednd G-revokeinvoked when global propagation is used. AlgoritBrdepicts its
principle: according to the request type, a new islremoved (grant) or the grantee field is regdiac
by the grantor value (transfer).

L-revoke (p, gt, dp, sp)
t :=find (t.p,DP)
r:=find (p,sp)
if (t==grt-req)
then remove (r) {grant}
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else add-rule (r, gr) {transfer}
end

Algorithm 3 Local Revocation Procedure

Algorithm 4 depicts the proceduf@-revokeconcerning the global propagation. For each grantee
having received the permission from a direct gmntee invoke thd.-revokeprocedure in order to
remove (or modify) the concerned rule.

G-revoke (p, gt, dp, sp)
L-revoke (p, gt, dp, sp)
For all derived —dlg (gt'do

L-revoke (p, gt’, dp, sp)
od

end

Algorithm 4 Global Revocation Procedure

4.1.2. Dominance deals with conflicts arising when a subject lospggmission in a revocation still
has permissions from other grantors [3]. A revaxai$ saidstrongif the grantor initiating the revoca-
tion (revoker) dominates other grantors and revdkes delegated permissions too. It is sawbk
however, when the revoker can only revoke permissamming directly from him.

In our modeling, there is no restriction concerning delegation of the same permission from sev-
eral grantors. Hence, we adopt this dimension lfiyidg a grantor hierarchy associated with a phrtia
order relation ‘dominates '. Formally, we consider H a finite set of hieraies. We assume that H is
associated with a partial order relatbsuch that if h1 = h2 means that grantdrl dominatesh?2
and consequently that the grantor associatedhdittominates the grantor associateti2o

4.1.3. Resilience distinguishes revocation via removal from revamatvia a negative permission [3].
Therefore, a revocation is said tofmrsistentf a negative permission with a greater priorgygiven.
The effect of this permission remains until it évoked. The second case concernanthrepersistent
revocation where the delegated permission is grapred.

In our modeling, we do not consider resilient reatamn, since we considered that delegation con-
cerns only positive permissions.

4.1.4. Monotonicity differentiates between the grant and the trargdérgation as introduced in sec-
tion 4. Grant allows to a grantor to share sombki®fpermissions while transfer allows to a grambor
hand over some of his permission to a grantee. éJeme propose two revocation schemas, a mono-
tonic revocation and a non-monotonic revocatiomdtiag to the two types. A monotonic revocation
(deletg concerns the grant revocation and induces thevahof the rule handling the concerned
permission from the grantee(s). A non-monotoniocation (nodify) concerns the transfer revocation
and induces simply the maodification of the rulendiiing the concerned permission for the grantee) by
replacing the subject field by the grantor value.

4.1.5. Multiplicity deals with multiple revocations. It is saitlltiple if the delegation affects all the
grantees of a given delegation amagleif the revocation concerns only one grantee. We ha note,
however, that the loss of the permission by thentgraimplies an automatic revocation of all his
grantees.

4.1.6. Affiliation deals with revocation triggers. In fact, we fouhdt a revocation can be triggered
according to three cases: (1) a constraint vialai@y. an expired date (2) a grantor request oth€3)
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loss by the grantor of the permission. If the gratdses a permission he delegated, it is obvibas t
the delegation must be revoked.

These dimensions are combined to provide sixteeocedion schemes. However, in the following
sub-sections, we describe only four schemes dtiestpaper length limits.

5.2  Revocation categorization

We have to note, that only the grantor requditagibn dimension can be combined with other
dimensions. In fact, the two other (the constraiatation and the grantor permission loss) trigger
automatic revocation. In the first case, only thangee (s) related to the constraint is (are) dfec
while in the second case, all direct grantees fiieetad (and consequently their direct granteas).et
Table 1 depicts the remaining schemes where eaghas a unique description with respect to the
four dimensions.

4.2.1. Weak local single delete. In this schema, there is no dominance and no paijzag only one
grantee is affected and the rule issued from thegdéon is deleted.

Let's consider the situation where an assistantepsmr ‘A’ belongs to several university depart-
ments. When ‘A’ no longer belongs to a given departt, professor ‘P’ revokes A’s authorizations,
but he may still have access to the same objecsraamber of other departments. Other assistamts ar
not affected except that their direct grantor maylanger be ‘A’. For ‘P’ to weakly locally single
revoke a permission given to ‘A’, the operation giets in removing one permission and making sure
that all the permissions ‘A’ has granted are s#llid. If necessary, ‘P’ must assume the grantt# ro
for the permissions that ‘A’ granted.

4.2.2. Weak local plural delete. This schema differs fronhe single variant in the plurality aspect, i.e.
the professor ‘P’ attempt to revoke a permissiantgd to a given assistant ‘A’ will remove alsain
ripple effect the other grantees beneficiary ofsame permission from the same ‘P’.

4.2.3. Weak global single delete. This schema is useful if professor ‘P’ loses tindssistant ‘A’ but
still trusts others grantees having received timespermission at the same time. Also, since ‘P’ no
longer trusts ‘A’ in term, he no longer trusts aupject trusted by ‘A’.

4.2.4. Strong local plural delete. In this schema, the revocation affects all diraeintees whatever
their grantor.

6 Conclusion

The importance of security in communication netvgoik no longer in question. Hence, any effi-
cient security solution must be adapted to the iBpaweeds of the network that it governs. One of
these needs concerns users’ interaction whereem giser may share its permissions or even transfer
them. This is what we call delegation.

In this work, we proposed a delegation modelinggiesi to complete a previously proposed SP
modeling and to interact with him. Hence, we sefgai@o delegation types: the grant and the transfer
and for each type, we depict a modeling dealindp Wik initial agreement process, the permanence,
the delegation levels, multiple delegations andréwecation. Three agreements processes were pro-
posed based on the initiator of the delegation.al¥e formalized three request rules: grant request,
transfer request and revocation request. More@vepecial focus was given to revocation manage-
ment and thus through five dimensions: two preexs propagation and dominance and three newly
proposed i.e. monotonicity, affiliation and plutaliThese dimensions were combined to provide six-
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teen revocation schemes. Finally, we proposedradbsyntax formalizing our modeling. This syntax
will be the first step towards implementation.
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Figl. The Generic Delegation Model
Affiliation M onotonicity Dominance Propagation Plurality
No No No No weak local single modify
No No No Yes weak local plural modify
No No Yes No weak global single modify
g No No Yes Yes weak global plural modify
= No Yes No No strong local single modify
g No Yes No Yes strong local plural modify
g No Yes Yes No strong global single modify
g No Yes Yes Yes strong global plural modify
Yes No No No weak local single delete
Yes No No Yes weak local plural delete
Yes No Yes No weak global single delete
Yes No Yes Yes weak global plural delete
Yes Yes No No strong local single delete

Table 1. Categorization of revocation schemes




