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Preface

This volume contains the proceedings of GandALF 2022, the Thirteenth International Symposium
on Games, Automata, Logics, and Formal Verification. The symposium was held in Madrid, Spain,
September 21-23, 2022.

The GandALF symposium was established by a group of Italian computer scientists to provide an op-
portunity for researchers interested in logic for computer science, automata theory, game theory, to gather
and discuss the application of formal methods to the specification, design, and verification of complex
systems. Previous editions of GandALF were held in Padova, Italy (2021); Brussels, Belgium (2020);
Bordeaux, France (2019); Saarbriicken, Germany (2018); Rome, Italy (2017); Catania, Italy (2016);
Genoa, Italy (2015); Verona, Italy (2014); Borca di Cadore, Italy (2013); Napoli, Italy (2012); and Mi-
nori, Italy (2011 and 2010). It is a forum where people from different areas, and possibly with different
backgrounds, can fruitfully interact, with a truly international spirit, as witnessed by the composition of
the program and steering committee and by the country distribution of the submitted papers.

The program committee selected 14 papers (out of 20 submissions) for presentation at the sympo-
sium. Each paper was reviewed by at least two referees, and the selection was based on originality,
quality, and relevance to the topics of the call for papers. The scientific program included presentations
on automata, logics for computer science and verification, complexity theory, formal methods and lan-
guages, games, synthesis algorithms and security. The program included four invited talks, given by Woj-
ciech Czerwinski (University of Warsaw, Poland), Javier Esparza (Technische Universitdt Miinchen, Ger-
many), Dana Fisman (Ben-Gurion University, Israel), and Jerzy Marcinkowski (University of Wroctaw,
Poland). We are deeply grateful to them for contributing to this year edition of GandALF.

We would like to thank the authors who submitted papers for consideration, the speakers, the program
committee members and the additional reviewers for their excellent work. We also thank Eddie Kohler
for the HotCRP conference review software, EPTCS and arXiv for hosting the proceedings; in particular,
we thank Rob van Glabbeek for the precise and prompt technical support with issues related with the
proceeding publication procedure.

Finally we would like to thank the local organisers, and especially Tania Rodriguez and Maria Al-
caraz for making sure the event ran smoothly.

Dario Della Monica and Pierre Ganty
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Techniques for Unambiguous Systems

Wojciech Czerwinski (University of Warsaw, Poland)

In recent years it became apparent that many decision problems can be solved efficiently on unambigu-
ous systems (systems in which each word is accepted by at most one run). I will show first a classical
approach for solving language equivalence by weighted automata. Then I will present novel techniques,
which helped us solve the problem for vector addition systems. Finally I plan to advertise an interest-
ing related problem of multiplicity equivalence, which seems to reveal some connections between the
unambiguity problem and other fields of mathematics.

D. Della Monica and P. Ganty (Eds.): 13th International Symposium on
Games, Automata, Logics and Formal Verification (GandALF 22)
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Learning Languages of Infinite Words

Dana Fisman (Ben-Gurion University, Israel)

The problem of inferring an automaton model of a black box system has found many applications in
formal methods of system design. If the black-box system implements (or can be abstracted as) a regular
language of finite words, it can be inferred in polynomial time using query learning. In this talk we’ll
discuss the problem we face when the black-box system implements a regular language of infinite words
(e.g. the black-box is a reactive system).

While there are automata processing infinite words e.g. (Buechi automata) that have the same struc-
ture as automata on finite words (DFAs), learning them seems to be a harder problem. During the talk
we will get acquainted with the ideas behind learning algorithms for regular languages, the obstacles
in devising learning algorithms for regular languages of infinite words, and state-of-the-art results on
learnability of acceptors of regular languages of infinite words.

D. Della Monica and P. Ganty (Eds.): 13th International Symposium on
Games, Automata, Logics and Formal Verification (GandALF 22)
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State Complexity of Population Protocols

Javier Esparza (Technische Universitat Miinchen, Germany)

Population protocols were introduced by Angluin et al. in 2004 to study the theoretical properties of
networks of mobile sensors with very limited computational resources. They have also been proposed as
a natural computing model, with molecules, cells, or microorganisms playing the role of sensors.

In a population protocol an arbitrary number of indistinguishable, finite-state agents interact ran-
domly in pairs to collectively decide if their initial global configuration satisfies a given property. The
property is formalized as a predicate that maps each initial configuration to an output, O or 1. Starting
from an initial configuration, the agents eventually agree to the correct output almost surely, and continue
producing it forever. The protocol is said to stabilize to the correct output.

Population protocols can decide exactly the semilinear predicates, or, equivalently, the predicates
expressible in Presburger arithmetic. Current research concentrates on investigating the amount of re-
sources needed to decide a given predicate. The standard resources, time and memory, translate for
population protocols into expected time to stabilization and number of states of each agent. In this talk
we concentrate on the state complexity of population protocols, for which matching upper and lower
bounds have been found in the last few years.

D. Della Monica and P. Ganty (Eds.): 13th International Symposium on
Games, Automata, Logics and Formal Verification (GandALF 22)
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Towards Multiset Semantics Database Theory: How I Learned to Stop
Worrying and Love Linear Algebra

Jerzy Marcinkowski (University of Wroctaw, Poland)

For the last ten years, or maybe more, [ have been a Database Theorist.

Like all (or at least most of) the Database Theorists I modelled the real-world-database relations, and
real-world answers to the queries, as sets. If my query was “Exists y Cat(y) and Owns(x,y)”, and my
database happened to contain the tuples “Cat(Tibby)” and “Owns(Andreas, Tibby)” then — clearly — the
constant “Andreas” was an element of the answer set.

I studied this model, using the methodology of mathematics. My toolbox was simple. It comprised
some specific Database Theory concepts (like Chase) and some simple Computation Theory tricks (in-
cluding maybe some automata-based arguments). Using this toolbox I constructed reasonings, which
were occasionally complicated, but always elementary. It was fun.

But then, in early 2021, someone asked me what would happen to my results concerning Query
Determinacy (whatever it is) if I considered a more realistic model, in which database relations, and
answers to the queries, are multisets rather than sets. So, if my database knew that Andreas actually has
six cats, the answer (multi)set would contain the constant “Andreas” with multiplicity six.

We started to think about it (with my very clever students, Jarostaw Kwiecieri and Piotr Ostropolski-
Nalewaja) and soon we realized that this minor change in the assumptions about the model leads to a
major change in the tools we need to study it. This felt to us like entering a completely new world.
Suddenly the language and the methods from Linear Algebra appear so naturally that it is fair to say that
they impose themselves on the researchers.

Clearly, we were not the first Database Theorists to set foot on this new continent. People have
attempted to re-examine old Database Theory results, in the multiset-semantics scenario, for about 30
years now. But such attempts were few. And this is (I guess) exactly because in order to make any
progress here one needs to learn totally new tools.

To our surprise we learned that this continent had also been visited before by the Mathematicians.
They had constructed a number of structures there, some of them of some use for us. That’s a bit
frustrating, because they use different terms to call some notions, and it is not always straightforward to
understand how to translate their own results to our language.

My talk will be a story by a traveller astonished by what he saw during his first short trip to the little
known continent of Multiset-Semantics Database Theory.

To give you a glimpse of the techniques that appear there I will present some results and argu-
ments from our PODS 2022 paper “Determinacy of Real Conjunctive Queries. The Boolean Case” (with
Kwieciert and Ostropolski-Nalewaja). But I will also mention the adventures of other travellers to this
new land, with particular emphasis on the famous Conjunctive Query Containment Problem.

D. Della Monica and P. Ganty (Eds.): 13th International Symposium on
Games, Automata, Logics and Formal Verification (GandALF 22)
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On the Existential Fragments of Local First-Order Logics
with Data

Benedikt Bollig Arnaud Sangnier Olivier Stietel
CNRS, LMF, ENS Paris-Saclay IRIF, Université Paris Cité CNRS, LMF, ENS Paris-Saclay
Université Paris-Saclay, France CNRS, France Université Paris-Saclay, France

IRIF, Université Paris Cité
CNRS, France

We study first-order logic over unordered structures whose elements carry a finite number of data
values from an infinite domain which can be compared wrt. equality. As the satisfiability problem
for this logic is undecidable in general, in a previous work, we have introduced a family of local
fragments that restrict quantification to neighbourhoods of a given reference point. We provide here
the precise complexity characterisation of the satisfiability problem for the existential fragments of
this local logic depending on the number of data values carried by each element and the radius of the
considered neighbourhoods.

1 Introduction

First-order data logic has emerged to specify properties involving infinite data domains. Potential appli-
cations include XML reasoning and the specification of concurrent systems and distributed algorithms.
The idea is to extend classic mathematical structures by a mapping that associates with every element of
the universe a value from an infinite domain. When comparing data values only for equality, this view
is equivalent to extending the underlying signature by a binary relation symbol whose interpretation is
restricted to an equivalence relation.

Data logics over word and tree structures were studied in [1}[2]]. In particular, the authors showed
that two-variable first-order logic on words has a decidable satisfiability problem. Other types of data
logics allow two data values to be associated with an element [12}[13]], though they do not assume a
linearly ordered or tree-like universe. Again, satisfiability turned out to be decidable for the two-variable
fragment of first-order logic. Other notable extensions, either to multiple data values or to totally ordered
data domains, include [5,[11./154/17].

When considering an arbitrary number of first-order variables, which we do in this paper, the decid-
ability frontier is quickly crossed without further constraints as soon as the number of allowed data in
gretar then two [[10]]. One of the restrictions we consider here is locality, an essential concept in first-
order logic. It is well known that first-order logic is only able to express local properties: a first-order
formula can always be written as a combination of properties of elements that have limited, i.e., bounded
by a given radius, distance from some reference points [8,9]. In the presence of (several) data values,
imposing a corresponding locality restriction on a logic can help ensuring decidability of its satisfiability
problem.

In previous work, we considered a local fragment of first-order data logic over structures whose
elements (i) are unordered (as opposed to, e.g., words or trees), and (ii) each carries two data values.
We showed that the fragment has a decidable satisfiability problem when restricting local properties to
radius 1, while it is undecidable for any radius greater than 1.

D. Della Monica and P. Ganty (Eds.): 13th International Symposium on © B. Bollig, A. Sangnier & O. Stietel
Games, Automata, Logics and Formal Verification (GandALF 22) This work is licensed under the
EPTCS 370, 2022, pp. 116l doi:10.4204/EPTCS.370.1 Creative Commons|Attribution License.
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2 On the Existential Fragments of Local First-Order Logics with Data

In the present paper, we study orthogonal local fragments where global quantification is restricted to
being existential (while quantification inside a local property is still unrestricted). We obtain decidability
for (i) radius 1 and an arbitrary number of data values, and for (ii) radius 2 and two data values. In
all cases, we provide tight complexity upper and lower bounds. Moreover, these results mark the exact
decidability frontier: satisfiability is undecidable as soon as we consider radius 3 in presence of two data
values, or radius 2 together with three data values.

To give a possible application domain of our logic, consider distributed algorithms running on a
cloud of processes. Those algorithms are usually designed to be correct independently of the number
of processes executing them. Every process gets some inputs and produces some outputs, usually from
an infinite domain. These may include process identifiers, nonces, etc. Inputs and outputs together
determine the behavior of a distributed algorithm. A simple example is leader election, where every
process gets a unique id, whereas the output should be the id of the elected leader and so be the same for
all processes. To formalize correctness properties and to define the intended input-output relation, it is
hence essential to have suitable data logics at hand.

Outline. The paper is structured as follows. In Section[2] we recall important notions such as structures
and first-order logic, and we introduce the local fragments considered in this paper. Section [3] presents
the decidable cases, whereas, in Section 4 we show that all remaining cases lead to undecidability.

This work was partly supported by the project ANR FREDDA (ANR-17-CE40-0013).

2 Structures and first-order logic

2.1 Data Structures

We define here the class of models we are interested in. It consists of sets of nodes containing data
values with the assumption that each node is labeled by a set of predicates and carries the same number
of values. We consider hence X a finite set of unary relation symbols (sometimes called unary predicates)
and an integer D > 0. A D-data structure over ¥ is a tuple 2 = (A, (Ps)sex, f1,-- -, fp) (in the following,
we simply write (A, (Ps), f1,--.,fp)) where A is a nonempty finite set, P; C A for all 6 € £, and f;s are
mappings A — N. Intuitively A represents the set of nodes and f;(a) is the i-th data value carried by a
for each node @ € A. For X C A, we let Valy(X) ={fi(a) |a € X,i € {1,...,D}}. The set of all D-data
structures over X is denoted by Data[X, D].

While this representation is often very convenient to represent data values, a more standard way
of representing mathematical structures is in terms of binary relations. For every (i, j) € {1,...,D} x
{1,...,D}, the mappings fi,...,fp determine a binary relation im?‘ C A X A as follows: a im?‘ b iff
fi(a) = fj(b). We may omit the superscript 2 if it is clear from the context and if D = 1, as there will be
only one relation, we way may write ~ for |~j.

2.2 First-Order Logic

Let ¥ = {x,y,...} be a countably infinite set of variables. The set dFO[X, D] of first-order formulas
interpreted over D-data structures over X is inductively given by the grammar ¢ ::= o (x) [ x ;~;y | x=
y|©V |- |Ix.e, where x and y range over ¥, o ranges over X, and i, j € {1,...,D}. We use standard
abbreviations such as A for conjunction and = for implication. We write @ (x,...,x;) to indicate that
the free variables of ¢ are among x1,...,x;. We call @ a sentence if it does not contain free variables.
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For 2 = (A,(Ps), fi,--.,fp) € Data[£,D] and a formula ¢ € dFO[X, D], the satisfaction relation
2 =/ @ is defined wrt. an interpretation function 7 : %" — A. The purpose of [ is to assign an interpretation
to every (free) variable of ¢ so that ¢ can be assigned a truth value. For x € ¥ and a € A, the interpretation
function /[x/a] maps x to a and coincides with 7 on all other variables. We then define:

Q[)ZIG(X)ifI(X)EPg Ql'zl(pl\/(pzifg[):[(m OI'QL)ZI(,DZ
Ay yif I(x) 3 (y) A @ if AR @
A= x=yif I(x) =1(y) A =y dx.@ if thereisa € As.t. 2 f=y1, /4 @

Finally, for a data structure 2l = (A, (Ps), f1,---,/p), a formula @(xi,...,x;) and ay,...,a; € A,
we write 2 = @(ay,...a;) if there exists an interpretation function 7 such that 2 lzl[xl Jar]. o] @- 10
particular, for a sentence ¢, we write 2 = @ if there exists an interpretation function / such that 2 =; @.

Example 1 Assume a unary predicate leader € X. The following formula from dFO[X,2] expresses cor-
rectness of a leader-election algorithm: (i) there is a unique process that has been elected leader, and
(ii) all processes agree, in terms of their output values (their second data), on the identity (the first data)
of the leader: Ix.(leader(x) AVy. (leader(y) = y = x)) AVy.3x.(leader(x) Ax 1~ y).

We are interested here in the satisfiability problem for these logics. Let .# denote a generic class of
first-order formulas, parameterized by X and D. In particular, for .# = dFO, we have that .% £, D] is the
class dFO[Z, D). The satisfiability problem for .%# wrt. D-data structures is defined as follows:

DATASAT(#,D)

Input: A finite set £ and a sentence ¢ € . [%,D].
Question: Is there 2 € Data[X, D] such that 2 |= ¢ ?

The following negative result (see [[10, Theorem 1]) calls for restrictions of the general logic.

Theorem 1 [[/0] The problem DATASAT(dAFO,?2) is undecidable, even when we require that ¥. = 0 and
we do not use (~, and o~ in the considered formulas.

2.3 Local First-Order Logic and its existential fragment

We are interested in logics combining the advantages of dFO[Z, D], while preserving decidability. With
this in mind, we have introduced in [3]], for the case of two data values, a local restriction, where the
scope of quantification in the presence of free variables is restricted to the view of a given element. We
present now the defintion of such restrictions adapted to the case of many data values.

First, the view of a node a includes all elements whose distance to a is bounded by a given radius. It is
formalized using the notion of a Gaifman graph (for an introduction, see [14]). We use here a variant that
is suitable for our setting and that we call data graph. Given a data structure A = (A, (Ps), f1,---,/p) €
Data[X, D], we define its data graph 4 () = (Vig(), E(21)) With set of vertices V(g = A x {1,...,D}
and set of edges Ey ) = {((a,i),(b,])) € Vygm) X Vg | @ = b or a ;~; b}. Figure [Ia provides an
example of the graph ¢ (2l) for a data structure with 2 data values.

We then define the distance d®((a,i), (b, j)) € NU{eo} between two elements (a,i) and (b, j) from
A x {1,...,D} as the length of the shortest path from (a,i) to (b, j) in 4(2(). Fora € A and r € N, the
radius-r-ball around a is the set BY (a) = {(b, j) € Vg | d*((a,i),(b, j)) < rfor some i € {1,...,D}}.
This ball contains the elements of Vi g that can be reached from (a,1),...,(a,D) through a path of
length at most r. On Figure [1al the blue nodes represent B%l(a).
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(a) A data structure 2 and ¢ (20). (b) 2|2: the 2 view of a

Figure 1

We now define the r-view of an element a in the D-data structure 2. Intuitively it is a D-data structure
with the same elements as 2 but where the data values which are not in the radius-r-ball around a are
changed with new values all different one from each other. Let fiey : A X {1,...,D} — N\Valy(A) be
an injective mapping. The r-view of a in 2 is the structure A|, = (A, (Ps), f{,- .., f;) € Data[X, D] where
its universe is the same as the one of 2 and the unary predicates stay the same and f/(b) = fi(b) if
(b,i) € B¥(a), and f!(b) = fuew((b,i)) otherwise. On Figure [IB the structure 2|2 is depicted where the
values of the red nodes, not belonging to B3 (a) have been replaced by fresh values not in {1,...,7}.

We are now ready to present the logic r-Loc-dFOIX, D], where r € N, interpreted over structures from
Data[X, D]. It is given by the grammar

o = (v), | x=y|Ixo|oVve | -

where v is a formula from dFO[X, D] with (at most) one free variable x. This logic uses the local modality
(). to specify that the formula y should be interpreted over the r-view of the element associated to
the variable x. For 2 € Data[X, D] and an interpretation function /, we have indeed 2 |=; (y)); iff

Ql|;(x) Ery.

Example 2 We now illustrate what can be specified by formulas in the logic 1-Loc-dFO[X,2]. We can
rewrite the formula from Example Il so that it falls into our fragment as follows: 3x.(({(leader(x)) ! AVy.
(((leader(y)»; = x = y)) AVy.{Ix.Jeader(x) Ay 2~ x>>; The next formula specifies an algorithm in
which all processes suggest a value and then choose a new value among those that have been suggested
at least twice: Vx.(Jy.Jz.y # zAx 2~ YAX 2~ 2) }C We can also specify partial renaming, i.e., two
output values agree only if their input values are the same: Vx.(Vy.(x o~y = x 1~1 ) )1{ Conversely,
the formula Vx.(Vy.(x 1~1y = X2~ y) )1{ specifies partial fusion of equivalences classes.

In [3]], we have studied the decidability status of the satisfiability problem for r-Loc-dFO[X,2] with
r > 1 and we have shown that DATAS AT (2-Loc-dFO, 2) is undecidable and that DATASAT(1-Loc-dFO,2)
is decidable when restricting the formulas (and the view of elements) to binary relations belonging to the
set {1~1,2~2,1~2}. Whether DATASAT(1-Loc-dFO,?2) in its full generality is decidable or not remains
an open problem.
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We wish to study here the existential fragment of r-Loc-dFO[X,D] (with » > 1 and D > 1) and
establish when its satisfiability problem is decidable. This fragment, denoted by 3-r-Loc-dFO[X, D], is
given by the grammar

¢ = (v lx=y]|~(x=y) | Ixo | oVe | pA@

where v is a formula from dFO[X, D] with (at most) one free variable x. The quantifier free fragment
gf-r-Loc-dFO[Z, D] is defined by the grammar @ = (y). | x=y | =(x=y) | oV | ¢A@.

Remark 1 Note that for both these fragments, we do not impose any restrictions on the use of quantifiers
in the formula y located under the local modality {(y))"

X

3 Decidability results

We show here decidability of DATASAT(3-2-Loc-dFO,2) and, for all D > 0, DATASAT(3-1-Loc-dFO, D).

3.1 Preliminary results: 0 and 1 data values

We introduce two preliminary results we shall use in this section to obtain new decidability results. First,
note that formulas in dFO[X, 0] (i.e. where no data is considered) correspond to first order logic formulas
with a set of predicates and equality test as a unique relation. As mentioned in Chapter 6.2.1 of [4], these
formulas belong to the Lowenheim class with equality also called as the relational monadic formulas,
and their satisfiability problem is in NEXP. Furthermore, thanks to [6] (Theorem 11), we know that this
latter problem is NEXP-hard even if one considers formulas which use only two variables.

Theorem 2 DATASAT(dFO,0) is NEXP-complete.

In [16]], the authors study the satisfiability problem for Hybrid logic over Kripke structures where
the transition relation is an equivalence relation, and they show that it is N2EXP-complete. Furthermore
in [[7], it is shown that Hybrid logic can be translated to first-order logic in polynomial time and this
holds as well for the converse translation. Since 1-data structures can be interpreted as Kripke structures
with one equivalence relation, altogether this allows us to obtain the following preliminary result about
the satisfiability problem of dFO[X, 1].

Theorem 3 DATASAT(dAFO, 1) is N2EXP-complete.

3.2 Two data values and balls of radius 2

In this section, we prove that the satisfiability problem for the existential fragment of local first-order
logic with two data values and balls of radius two is decidable. To obtain this result we provide a re-
duction to the satisfiability problem for first-order logic over 1-data structures. Our reduction is based
on the following intuition. Consider a 2-data structure 2 = (A, (Ps), f1, f2) € Data[X, 2] and an element
a € A. If we take an element b in B} (a), the radius-2-ball around a, we know that either f;(b) or f»(b)
is a common value with a. In fact, if b is at distance 1 of a, this holds by definition and if b is at distance
2 then b shares an element with ¢ at distance 1 of a and this element has to be shared with a as well so
b ends to be at distance 1 of a. The trick consists then in using extra-labels for elements sharing a value
with a that can be forgotten and to keep only the value of b not present in a, this construction leading
to a 1-data structure. It remains to show that we can ensure that a 1-data structure is the fruit of this
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construction in a formula of dFO[Y', 1] (where X’ is obtained from ¥ by adding extra predicates).

The first step for our reduction consists in providing a characterisation for the elements located in the
radius-1-ball and the radius-2-ball around another element.

Lemma 1 Let A = (A, (Ps), f1, f2) € Data[X,2] and a,b € A and j € {1,2}. We have:
1. (b,j) € B}(a) iff there is i € {1,2} such that a iw? b.
2. (b,j) € B¥(a) iff there exists i,k € {1,2} such that a ;~}' b.

Proof: We show both statements:

1. Since (b, j) € B¥(a), by definition we have either b = a and in that case a jw% b holds, or b # a
and necessarily there exists i € {1,2} such that a irv?l b.

2. First, if there exists i,k € {1,2} such that a ;,~} b, then (b,k) € B} (a) and (b, j) € B3 (a) by defini-
tion. Assume now that (b, j) € B3 (a). Hence there exists i € {1,2} such that @®((a, i), (b, j)) < 2.
We perform a case analysis on the value of d*((a, i), (b, j)).

* Case d*((a,i),(b,j)) = 0. In that case @ = b and i = j and we have a ;~3 b.
* Case d*((a,i),(b,j)) = 1. In that case, ((a,i), (b, j)) is an edge in the data graph & (2) of A
which means that a ,-N% b holds.

* Case d*((a,i), (b, j)) = 2. Note that we have by definition a # b. Furthermore, in that case,
there is (c,k) € A x {1,2} such that ((a,i),(c,k)) and ((c,k), (b, j)) are edges in ¥ (A). If
¢ # a and ¢ # b, this implies that a ;~} ¢ and ¢ krv?l b, soa ,-N% b and d*((a,i),(b,j)) =1
which is a contradiction. If ¢ = a and ¢ # b, this implies that a kw% b. If c #a and c = b,
this implies that a ;~3} b.

(]

We consider a formula ¢ = 3x;...3x,.¢0,¢(x1,...,x,) of 3-2-Loc-dFOI[Z,2] in prenex normal form,
i.e., such that @,r(x1,...,x,) € qf-2-Loc-dFO[X,2]. We know that there is a structure A = (A, (Ps)sesx,
fi,f>) in Data[X, 2] such that 2 |= ¢ if and only if there are ay,...,a, € A such that 2 |= @,f(ay,...,an).

Let A= (A, (Ps)sex, f1, f2) be a structure in Data[X,2] and a tuple d@ = (ay, ..., a,) of elements in A”.
We shall present the construction of a 1-data structure [2]z in Data[X', 1] (with £ C ¥’) with the same
set of nodes as %, but where each node carries a single data value. In order to retrieve the data relations
that hold in 2( while reasoning over [2]z, we introduce extra-predicates in X’ to establish whether a node
shares a common value with one of the nodes among a,...,a, in 2.

We now explain formally how we build []|z. Let I';, = {a,[i,j] | p € {1,...,n},i,j € {1,2}} be a
set of new unary predicates and ¥’ = X UT,. For every element b € A, the predicates in ', are used to
keep track of the relation between the data values of b and the one of ay,...,a, in 2. Formally, we define
P, ijj=1{b€A|AE=ay~;b}. Wenow define a data function f: A — N. We recall for this matter that
Valy (@) = {fi(a1), fo(a1),...,fi(an), f2(a,)} and let frew : A — N\Valy(A) be an injection. For every
b €A, we set:

S(b) if f1(b) € Valy(@) and f3(b) ¢ Vala(
F(6) = 3 i(b) if £i(b) ¢ Vala (@) and f3(b) € Vala (@)

Jnew (P) otherwise

Hence depending if f1 () or f2(b) is in Valy(d), it splits the elements of 2 in four categories. If fi(b) and
f2(b) are in Valy(d), the predicates in I',, allow us to retrieve all the data values of b. Given j € {1,2},
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e
3 3
Pa[l,l] :{a>b}
Pa[2,2] = {CZ,C}
Py =0
a Pap) = {/}
9
d f
(a) A data structure 2 and ¢ (). ®) [2A] (a)-

Figure 2

if f;(b) is in Valy(a) but f3_;(b) is not, the new predicates will give us the j-th data value of b and we
have to keep track of the (3 — j)-th one, so we save it in f(b). Lastly, if neither fi(b) nor f>(b) is in
Valy (@), we will never be able to see the data values of b in ¢, (thanks to Lemmal[I}), so they do not
matter to us. Finally, we have [U]]z = (A, (Ps)sey, f). Figure 2blprovides an example of Valy(d) for the
data structures depicted on Figure Raland d = (a).

The next lemma formalizes the connection existing between 2l and [2]|; with @ = (ay,...,a,).

Lemma 2 Letb,c € Aand j,k € {1,2} and p € {1,...,n}. The following statements then hold.

1.

4.
5.

If (b, j) € B¥(a,) and (c,k) € B}(ay,) then ?2[]‘2117 E=b j~pciffthereisie {1,2} st. bEP,
ce Pap[i,k]-

If (b, j) € B3 (ap) \ B} (ap) and (c,k) € B} (ay) then A3 # b j~y ¢

Jli.j] and

If (b, )), (¢, k) € B3 (ap) \ B (ap) then A3 = b j~ c iff either b 1~Aa o o there exists p' €
{1,...,n} and ¢ € {1,2} such that b € Pap,[g’j] and c € Pap,[g’k] )

If(baj) ¢B%l(ap) and (C,k) € B%l(ap) then Ql‘lzlp s ijk ¢
If (b, j) & B3(a,) and (c,k) ¢ B3(a,) then Ql\gp Ebj~ciffb=cand j=k

Proof: We suppose that 2|7 = (A, (Ps)o, /7, f3)-

1.

Assume that (b, j) € B¥(a,) and (c,k) € B} (a,). It implies that f7(b) = fi(b) and £ (c) = fi(c).
Then assume that Ql|§p b j~ic. As (b, j) € B} (a,), thanks to Lemma[Il1 it means that there is a
i € {1,2} such that a, ;~% b. So we have fi(c) = f{(c) = f](b) = f;(b) = fi(ay), thatis a, i~} c.
Hence by definition, b € F, ; j and ¢ € F, ;. Conversely, let i € {1,2} such that b € Py, i) and
¢ € P, (ix- This means that a,, iN?[ b and a, i~} c. So f7(b) = fi(b) = filap) = file) = f(c),
that is ?2[]‘21[7 =b j~c.

. Assume that (b, j) € B¥(a,) \ B}(a,) and (c,k) € B}(a,). It implies that f7(b) = fi(b) and

f,f(c) = fi(c). Thanks to Lemmallll, (c,k) € B?l(ap) implies that fi(c) € {fi(ap), f2(ap)} and
(b,J) ¢ B} (ap) implies that f;(b) ¢ {fi(ay), f2(ap)}. SO A7 b jric.
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3. Assume that (b, j), (c,k) € B3 (a,) \ B} (a,). As previously, we have that f;(b) ¢ {fi(a,), f2(a,)}
and fi(c) ¢ {fi(ap), f2(a,)}, and thanks to Lemmal[ll2, we have f3_;(b) € {fi(a,), f>(a,)} and
f3-k(b) € {fi(ap), f2(ap)}. There is then two cases:

* Suppose there does not exists p’ € {1,...,n} such that f;(b) € {fi(a,), f>(a,)} .This allows
us to deduce that f7 (b) = f;(b) = f(b) and f{(c) = fi(c). If ?2[]‘2117 = b j~ c, then necessarily
there does not exists p’ € {1,...,n} such that fi(c) € {fi(ay), f>(ay)} so we have f7'(c) =
fi(c) = f(c) and f(b) = f(c), consequently b 1~[1[Q% c. Similarly assume that b 1~[1[Q% c,
this means that f(b) = f(c) and either b = ¢ and k = j or b # ¢ and by injectivity of f,we
have f;(b) = f(b) = fi(c). This allows us to deduce that Ql\gp =b j~c.

* If there exists p’ € {1,...,n} such that f;(b) = fi(a,) for some ¢ € {1,2}. Then we have
b e P, i j- Consequently, we have Ql\gp E=bj~pciffc e Poiek-

4. We prove the case 4 and 5 at the same time. Assume that (b, j) ¢ B3 (a,). It means that in
order to have f7 (b) = f{ (c), we must have (b, j) = (c,k). So if (c,k) € B3(a,), we can not have
RA[7 = b j~x ¢ which ends case 4. And if (c,k) ¢ B3 (a,), we have that A7 = b j~ ciff b=c
and j =k.

O

We shall now see how we translate the formula @,¢(x1,...,x,) into a formula [¢,[|(x1,...,x,) in
dFO[X', 1] such that 2 satisfies @,¢(a1,...,a,) if, and only if, [A]|; satisfies [@,¢]|(a1,...,a,). Thanks
to the previous lemma we know that if Ql|§p = b j~ c then (b, j) and (c, k) must belong to the same set

among BY (a,), B3 (a,) \ B} (a,) and A\ B3(a,) and we can test in []; whether (b, j) is a member of
B} (ap) or B}(ay). Indeed, thanks to Lemmas[Il1 and[[12, we have (b, j) € B} (a,) iff b € U » Py i

and (b, j) € B3(a,) iff b € U{S}z’z P, i)~ This reasoning leads to the following formulas in dFO[X', 1]

with pe {1,...,n} and j € {1,2}:
* B, (a )(y) :=a,[1,j](y) Va,[2, j]() to test if the j-th field of an element belongs to B} (a,,)
B P
. (sz(ap)(y) =15 () (y)V (p27Bl(ap)(y) to test if a field of an element belongs to B%l(ap)

. (pj’Bz(ap)\Bl(ap)(y) = (sz(ap)(y) Aﬁ(pj’Bl(a]))(y) to test that the j-th field of an element belongs to
B3 (ap) \ BT (ay)
We shall now present how we use these formulas to translate atomic formulas of the form y j~; z

under some (<—>>§p For this matter, we rely on the three following formulas of dFO[Y’, 1]:

* The first formula asks for (y, j) and (z,k) to be in B} (a,) (where here we abuse notations, using
variables for the elements they represent) and for these two data values to coincide with one data
value of a,, it corresponds to Lemma[211:

(P;;,izp (32) = ®; B, (ay) A Pk.B,(a,) (2N vi:l,Z apli, jI(v) Naypli,k](z)
* The second formula asks for (y, j) and (z,k) to be in B3 (a,) \ B} (a,) and checks either whether

the data values of y and z in ]z are equal or whether there exist p’ and ¢ such that y belongs to
ay [, j](y) and z belongs to a, [/, k|(z), it corresponds to Lemma213:

r— n 2 .
(pj,k,%lp (y7 Z) = (pj,Bz(ap)\Bl(ap)(y) A (pk,Bz(ap)\Bl(ap) (Z) A (y ~zV (\/p/:l \/[:1 ap [67 .]] (y) A ap [&k] (Z)))
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« The third formula asks for (y, j) and (z,k) to not belong to B3 (a,,) and for y = z, it corresponds to

Lemmal2l5:
, “Pp (0 VAP (D) Ay=2 if j=k
(Pji%zp(ya )= { By (ap) By(ap)

1 otherwise

Finally, here is the inductive definition of the translation [—] which uses sub transformations [[—],,

in order to remember the centre of the ball and leads to the construction of [@,f] (x1,...,x):
[evel = lolvieT]
bep=x] = x=x,
[-¢] = -leol
[(w)i] = [vls,
[y i~k Z]]Xp = @;;7}11, "2V (P kap 2V (P;ﬁ,p (»2)
[c@];, = o)
=y, = x=y
leve'ls, = [el, V¢l
[-¢l., = -lel,
[Fx.0l., x.[ol,

Lemma 3 We have 2 = 4¢(a@) iff [A]a = [9471(a).
Proof: Because of the inductive definition of [[¢] and that only the atomic formulas y j~ z change, we
only have to prove that given b,c € A, we have Ql|§p E b j~ ciff [A]g = [y j~ 2llx, ().
We first suppose that Ql\gp = b j~ c. Using Lemmal[2] it implies that (b, j) and (c, k) belong to same
set between B} (a,), B3 (a,) \ B} (a,) and A\ B3 (a,). We proceed by a case analysis.
e If (b, j),(c,k) € B(a,) then by lemma[21 we have that []; = (ija (b,c) and thus [z =
[y ok 2l (By ).

o If (b, j),(c,k) € B¥(a,)\ B}(a,) then by lemma 213 we have that []|; = (pﬁip (b,
2]z = [y jo 2lly, (By0).

« If (b, j), (c,k) € A\ B¥(a,) then by lemma[2l5 we have that [A]); = (pj’ﬁ (b,
Iy j~k 2l (B, ).

We now suppose that []z = [y j~k z]lx,(b,c). It means that [A]z satisfies at least @77, L (b,c),
(ija,, (b,c) or (pj’ﬁ (bye). I [A]z E (pﬁzp (b,c), it implies that (b, j) and (c k) are in B} (a,), and we
can then apply lemma2l1 to deduce that Q[|§p Eb e I [Az @iy ka (b,c), it implies that (b, j)
and (c,k) are in B¥(a,)\ B}(a,), and we can then apply lemma 213 to deduce that Ql\gp Ebj~pc If
[z = (pﬁzp (b,c), it implies that (b, j) and (c,k) are in A\ B3(a,), and we can then apply lemma 215
to deduce that Ql\ﬁp E=b j~yc. O

¢) and thus

¢) and thus [2]; &

To provide a reduction from DATASAT(3-2-Loc-dFO,2) to DATASAT(dFO, 1), having the formula
(@47l (x1,-..,x,) is not enough because to use the result of the previous Lemma, we need to ensure that
there exists a model B and a tuple of elements (ay,...,a,) such that B |= [[@,f](a1,...,a,) and as well
that there exists 2 € Data[X, 2] such that B = [[]];. We explain now how we can ensure this last point.

Now, we want to characterize the structures of the form [2(] ;. Given B = (A, (Ps)sey, f) € Data[Y’, 1]
and d € A, we say that (B,d) is well formed iff there exists a structure 2 € Data[X,2] such that B =
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[A]z. Hence (B,d) is well formed iff there exist two functions fi,f> : A — N such that [2]|; =
[(A,(Ps)sex, fi, f2)]la. We state three properties on (B,d), and we will show that they characterize
being well formed.

1. (Transitivity) For all b,c € A, p,q € {1,...,n}, i,j,k,L € {1,2} if bE P, i j), c € P, iy and b €
Pllq[kJ] then ¢ € Paq[kj] .

2. (Reflexivity) For all p and i, we have aj, € P, [

i=1,2

o1....nFayli.j) then for any

3. (Uniqueness) Forallb € A,if b € N, Ulp::llzn By ijyorb ¢U;=12U
¢ € B such that f(c) = f(b) we have ¢ = b.

Each property can be expressed by a first order logic formula, which we respectively name @yqun, Qreft
and @, and we denote by @, their conjunction:

Puan =992 Np gt Nt (aplis 10D Aaplis2) Ayl 1105) = gk, 0)(2))
Pre(xt, - xn) = Ny Ay aplis ] (xp)
Duniq =Vy. (/\5:1 Voo Vizi aplis 1)V Nzt Nt Nzt —apis J] ()’)) = (Vzy~z=y=2)

(pwf(xla---7xn) = (Ptran/\(Preﬂ(xlw-wxn)/\(Puniq

The next lemma expresses that the formula ¢, allows to characterise precisely the 1-data structures
in Data[Y’, 1] which are well-formed.

Lemma 4 Let B € Data[Y', 1] and ay,. .., a, elements of B, then (B,d) is well formed iff B = @,,r(d).

Proof: First, if (B,d) is well formed, then there there exists 2 € Data[X, 2] such that 8 = [2]]; and by
construction we have [U]|; = @,(d). We now suppose that B = (A, (Ps)sey, f) and B = @, (d). In
order to define the functions fi, f> : A — N, we need to introduce some objects.

We first define a function g : {1,...,n} x {1,2} — N\Im(f) (where Im(f) is the image of f in B)
which verifies the following properties:

e forall p€{l,...,n} andi € {1,2}, we have a), € P, i3 iff g(p,1) = g(p,2);

o forall p,ge {l,...,n} and i, j € {1,2}, we have q, € Pap[,-ﬂ iff g(p,i) = g(q,j).
We use this function to fix the two data values carried by the elements in {ay,...,a,}. We now explain
why this function is well founded, it is due to the fact that B |= @an A Qrep(ai, . .., a,). In fact, since
B = @rep(ar, ... an), wehave forall p € {1,...,n} and i € {1,2}, a, € P, ;). Furthermore if a;, € P, ; j
then a, € F,,;; thanks to the formula @,; indeed since we have a, € P, ;  and a, € F, |;; and
ap € P, ;). we obtain a,, € F, [; ;. Next, we also have that if a; € P, |; ;) then a), € P, [;; again thanks
t0 Qyran; indeed since we have a, € P, ; ;) and ap € P, ;) and ag € P, [; 1, we obtain a), € B, [; .

We also need a natural d,,, belonging to N\ (Im(g) UIm(f)). For j € {1,2}, we define f; as follows
forall b € A:

g(p,i) if for some p,i we have b € P, |; ;
fi(b) =4 f(b) ifforall p,i wehaveb ¢ P, ; and for some p,i we have b € P, i3
dour if for all p,i,j', we have b ¢ P, ; i
Here again, we can show that since B |= @yan A Qre(ai, - .., ay), the functions f; and f> are well
founded. Indeed, assume that b € P, ; NP, ;- then we have necessarily that g(p,i) = g(q,k). For this
we need to show that a, € a, [k,i] and we use again the formula ¢;,,,. This can be obtained because we
have b€ P, i andap € P, ;) and b € By . ;.
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We then define 2 as the 2-data-structures (A, (Ps)sex, f1,f2). It remains to prove that B = []];.

First, note that forallb € A, p € {1,...,n} and i, j € {1,2}, we have b € P, i iff ap iw?‘ b. Indeed,
we have b € P, ; ;, we have that fi(b)=g(p,i) and since a, € P, ji.j we have as well that fi(a,) = g(p,i),
as a consequence da, ,-N% b. In the other direction, if a, ,-N?[ b, it means that f;(b) = fi(a,) = g(p,i) and
thus b € P, |; . Now to have B = [2A] 7, one has only to be careful in the choice of function fyey While
building [[2(]]z. We recall that this function is injective and is used to give a value to the elements b € A
such that neither f(b) € Valy(d) and fo(b) ¢ Valy(@) nor fi(b) ¢ Valy(d) and f>(b) € Valy(d). For
these elements, we make fp., matches with the function f and the fact that we define an injection is
guaranteed by the formula @,y U

Using the results of Lemma [3 and 4] we deduce that the formula ¢ = Jx; Qg (X1, X)
of 3-2-Loc-dFO[X, 2] is satisfiable iff the formula y = Jx; ... 3x,. [@y [ (X1, %0) A @up(X1,...,X,) i
satisfiable. Note that y can be built in polynomial time from ¢ and that it belongs to dFO[X’, 1]. Hence,
thanks to Theorem [3] we obtain that DATASAT(3-2-Loc-dFO, 2) is in N2EXP.

We can as well obtain a matching lower bound thanks to a reduction from DATASAT(dFO, 1). For this
matter we rely on two crucial points. First in the formulas of 3-2-Loc-dFO[X, 2], there is no restriction on
the use of quantifiers for the formulas located under the scope of the (())i modality and consequently we
can write inside this modality a formula of dFO[X, 1] without any modification. Second we can extend
a model dFO[X, 1] into a 2-data structure such that all elements and their values are located in the same
radius-2-ball by adding everywhere a second data value equal to 0. More formally, let ¢ be a formula in
dFOI[Z, 1] and consider the formula Jx. (@) where we interpret @ over 2-data structures (this formula
simply never mentions the values located in the second fields). We have then the following lemma.

Lemma 5 There exists 2 € Data[X, 1] such that A |= @ if and only if there exists B € Data[X,2] such
that B = 3x.(@)2.

Proof: Assume that there exists 2 = (A, (Ps)sex, f1) in Data[X, 1] such that 2 = ¢. Consider the 2-data
structure B = (A, (Ps)sex, f1, f2) such that f>(a) =0 for all a € A. Let a € A. It is clear that we have
B|2 = B and that B|2 = ¢ (because A = ¢ and @ never mentions the second values of the elements
since it is a formula in dFO[Z, 1] ). Consequently 9B = Jx. (@)

Assume now that there exists B = (A, (Ps)oex, fi, f2) in Data[Z,2] such that B = Jx.(¢)2. Hence
there exists a € A such that B|2 |= ¢, but then by forgetting the second value in B|2 we obtain a model
in Data[X, 1] which satisfies ¢. O

Since DATASAT(dFO, 1) is N2EXP-hard (see Theorem [3]), we obtain the desired lower bound.

Theorem 4 The problem DATASAT(3-2-Loc-dFO,2) is N2EXP-complete.

3.3 Balls of radius 1 and any number of data values

Let D > 1. We first show that DATASAT(3-1-Loc-dFO, D) is in NEXP by providing a reduction towards
DATASAT(dFO,0). This reduction uses the characterisation of the radius-1-ball provided by Lemma [I]
and is very similar to the reduction provided in the previous section. In fact, for an element b located in
the radius-1-ball of another element a, we use extra unary predicates to explicit which are the values of
b that are common with the values of a. We provide here the main step of this reduction whose proof
follows the same line as the one of Theorem 4l

We consider a formula ¢ = Jx; ... 3x,.@,¢(x1,...,x,) of 3-1-Loc-dFO[X, D] in prenex normal form,
i.e., such that @ ¢(xi,...,x,) € qf-1-Loc-dFO[X, D]. We know that there is a structure 2 = (A, (Ps)oses,
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fisf2,-..,fp) in Data[X,D] such that 2 = ¢ if and only if there are aj,...,a, € A such that 2 |
@qf(ai,...,ay). Let then A = (A, (Ps)sesx, f1, f2,---,fp) in Data[¥, D] and a tuple @ = (ay,...,a,) of
elements in A”. Let Q, = {a,[i,j| | p€{1,...,n},i,j € {1,...,D}} be a set of new unary predicates and
Y =XUQ,. For every element b € A, the predicates in Q, are used to keep track of the relation between
the data values of b and the one of @y, ... ,a, in 2. Formally, we have P, ; j ={b €A |2 = a, i~ b}. Fi-
nally, we build the 0-data-structure [2A])> = (A, (Ps)gey). Similarly to Lemma[2l we have the following
connection between 2 and [A]~.

Lemma 6 Letb,c € Aand j,k€{1,...,D} and p € {1,...,n}. The following statements hold:

1. If (b, ]) € B}(a,) and (c,k) € B (a,) then Ql|‘11p b j~iciff thereisi€ {1,2} s.t. be P, | ;) and
ceP, [i.4]-
plls

2. If (b, j) ¢ B¥(a,) and (c,k) € B}(a,) then Ql\},p Ebj~pc
3. If (b, j) & B¥(a,) and (c,k) ¢ BY(a,) then Ql|£1,p Ebj~ciffb=cand j=k

We shall now see how we translate the formula @,¢(x1,...,x,) into a formula [, (] (x1,...,x,) in
dFO[X,0] such that 2 satisfies @,¢(ai,...,a,) if, and only if, [A] satisfies [@,¢]|(a1,...,a,). Asin the
previous section, we introduce the following formula in dFO[Y/,0] with p € {1,...,n} and j € {l,...,D}
to test if the j-th field of an element belongs to B} (a,):

(Pj731(al,)(y) = \/ apli, j)(y)
ie{1,....D}

We now present how we translate atomic formulas of the form y j~ z under some {(—)) ip. For this
matter, we rely on two formulas of dFO[X’, 0] which can be described as follows:

* The first formula asks for (y, j) and (z,k) to be in B} (a,) (here we abuse notations, using variables
for the elements they represent) and for these two data values to coincide with one data value of
a,, it corresponds to Lemmal6l 1:

. D .
Wj7k7}1p (,2) = ®j B, (ay) A Px.B, (ay) (2) A vi:l apli, j1(y) Napli,k](z)

* The second formula asks for (y, j) and (z,k) to not belong to BY(a,) and for y = z, it corresponds
to Lemmal6l 3:

r>1
Vik (y7 Z) = .
S otherwise

zl')zl(_'(pi731(ap)(y)/\_'(p,'731(ap)(2))/\y:Z if j=k
L
Finally, as before we provide an inductive definition of the translation [[—]" which uses subtransfor-
mations [—] ;p in order to remember the centre of the ball and leads to the construction of [@,¢]' (x1,...,%,).
We only detail the case

Iy j~izlls, = Wine, (n2) VWL (1,2)
y2 P )z

as the other cases are identical as for the translation [—]] shown in the previous section. This leads to the
following lemma (which is the pendant of Lemma 3)).

Lemma 7 We have 2 |= @ (@) iff [A]5 = [@qr]) (@)
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As we had to characterise the well-formed 1-data structure, a similar trick is necessary here. For this
matter, we use the following formulas:

Vi = 992 A gt Aopict (apli 1) Ayl 12) Ayl 1109) = aglke 012))
ll"’eﬂ(xh"'?xn) :/\2:1 /\zpzlap[i7i](xp)
ij'(xla--->xn) :Wtran/\l//mﬂ(xla-'-»xn)

Finally with the same reasoning as the one given in the previous section, we can show that the
formula ¢ = 3x;...3x,.¢,¢(x1,...,x,) of 3-1-Loc-dFO[X, D] is satisfiable iff the formula Jx;...3x,.
[@gr] (X1, ,%0) A Whyp(x1,...,x,) is satisfiable. Note that this latter formula can be built in poly-
nomial time from ¢ and that it belongs to dFO[X',0]. Hence, thanks to Theorem 2 we obtain that
DATASAT(3-1-Loc-dFO, D) is in NEXP. The matching lower bound is as well obtained the same way
by reducing DATASAT(dFO,0) to DATASAT(3-1-Loc-dFO, D) showing that a formula ¢ in dFO[Z, 0] is
satisfiable iff the formula x.(@))! in 3-D-Loc-dFOI[Z, 1] is satisfiable.

Theorem 5 For all D > 1, the problem DATASAT(3-1-Loc-dFO, D) is NEXP-complete.

4 Undecidability results

We show here DATASAT(3-3-Loc-dFO,2) and DATASAT(3-2-Loc-dFO, 3) are undecidable. To obtain
this we provide reductions from DATASAT(dFO,2) and we use the fact that any 2-data structure can be
interpreted as a radius-3-ball of a 2-data structure or respectively as a radius-2-ball of a 3-data structure.

4.1 Radius 3 and two data values

In order to reduce DATASAT(dFO,2) to DATASAT(3-3-Loc-dFO,2), we show that we can transform
slightly any 2-data structure 2( into an other 2-data structure 2lge such that e corresponds to the radius-
3-ball of any element of 2 and this transformation has some kind of inverse. Furthermore, given a
formula ¢ € dFO[X,2], we transform it into a formula 7'(¢) in 3-3-Loc-dFO[Y’, 2] such that 2 satisfies
@ iff g, satisfies T'(¢) . What follows is the formalisation of this reasoning.

Let A = (A, (Ps)s, f1,/2) be a 2-data structure in Data[X,2] and ge be a fresh unary predicate not in
. From 2 we build the following 2-data structure 2ge = (A’, (P5)s, f1, f5) € Data[X U {ge},2] such that:

« A= AW Valy(A) x Valy(A),

e forie {1,2} and a € A, f/(a) = fi(a) and for (dy,da) € Valy(A) x Valy(A), fi((d1,d2)) = di,
e foroc €%, P, =P,

¢ Py = Valy(A) x Valy(A).

Hence to build 2g. from 2 we have added to the elements of %A all pairs of data presented in 2l and
in order to recognise these new elements in the structure we use the new unary predicate ge. We add
these extra elements to ensure that all the elements of the structure are located in the radius-3-ball of any
element of Az.. We have then the following property.

Lemma 8 ge|} = Age forallac A'.
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Proof: Let b € A’ and i, j € {1,2}. We show that d¥¢((a,i), (b, j)) < 3. i.e. that there is a path of length
at most 3 from (a, i) to (b, j) in the data graph & (g ). By construction of g, there is an element ¢ € A’
such that fi(c) = fi(a) and f>(c) = f;(b). So we have the path (a,i),(c,1),(c,2), (b, j) of length at most
3 from (a,i) to (b, j) in 9 (Age). O

Conversely, to 2 = (A, (Ps)os, f1,.f2) € Data[ZU {ge},2], we associate \ge = (A', (P5)o, f1,/3) €
Data[X, 2] where:

« A=A\ Py,
e forie{l,2} anda € A', f!(a) = fi(a),
° fOI‘GEZ,P(/)-:Pc/y\Pge-

Finally we inductively translate any formula ¢ € dFO[Z,2] into T(¢) € dFO[XU {ge},2] by making
it quantify over elements not labeled with ge: T'(o(x)) = o(x), T(xi~jy) =x;i~;jy, T(x=y) = (x =y),
T(EFx.¢) = 3x.mge(x) AT (9), T(9V ) =T(9) VT(¢') and T(=¢) = =T(9).

Lemma 9 Let ¢ be a sentence in dFO[X,2], 2 € Data[X, 2] and B € Data[L U {ge},2]. The two following
properties hold:

* A= @ iff Age =T (@)
¢ %\ge’:(piﬁc% ’:T((p)

Proof: As for any 4 € Data[Z, 2] we have (2ge )\ ge = 2, it is sufficient to prove the second point. We rea-
son by induction on ¢. Let A = (A, (Ps)s, f1,f2) € Data[Z U {ge},2] and let A\ g = (A", (P5)s, f1, f3) €
Data[X, 2]. The inductive hypothesis is that for any formula ¢ € dFO[X,2] (closed or not) and any context
interpretation function /: ¥ — A’ we have 24, [=; @ iff A |=; T(¢). Note that the inductive hypothesis
is well founded in the sense that the interpretation / always maps variables to elements of the structures.

We prove two cases: when ¢ is a unary predicate and when ¢ starts by an existential quantification,
the other cases being similar. First, assume that ¢ = o'(x) where 6 € Z. 2\ g =7 6(x) holds iff I(x) € Py.
As I(x) € A\ Pge, we have I(x) € P iff I(x) € P, which is equivalent to 2 |=; T(o(x)) . Second
assume @ = 3x.¢'. Suppose that A4 =7 Fx.¢". Thus, there is a a € A’ such that \ge /0 @'
By inductive hypothesis, we have 2 =1,/ T(@'). As a € A" = A\ Pge, we have 2 |=, /4 —ge(x), s0
2A |=; Ix.—ge(x) AT (') as desired. Conversely, suppose that 2 |=; T(3x.¢’). It means that there is a
a € A such that 2 =,/ —ge(x) AT(¢'). So we have that a € A" = A\ Pge, which means that /[x/a]
takes values in A and we can apply the inductive hypothesis to get that 2\ze [=/1y/4) ¢'. So we have

U\ ge =7 3090 O

From Theorem [I we know that DATASAT(dFO,2) is undecidable. From a closed formula ¢ €
dFOI[Z,2], we build the formula 3x.{(T(¢))? € 3-3-Loc-dFO[ZU {ge},2]. Now if ¢ is satisfiable, it
means that there exists 2 € Data[X,2] such that 2 = ¢. By Lemma [0 g = 7(¢). Let a be an
element of 2, then thanks to Lemma [8] we have 2g|> = T(¢). Finally by definition of our logic,
Age = . (T(9))>. So In.(T (@) is satisfiable. Now assume that Jx.(T(¢))? is satisfiable. So
there exist 2 € Data[XU {ge},2] and an element a of 2 such that |3 = T(¢). Using Lemma [0 we
obtain (A|3)\ze = @. Hence ¢ is satisfiable. This shows that we can reduce DATASAT(dFO,2) to

DATASAT(3-3-Loc-dFO,2) .

Theorem 6 The problem DATASAT(3-3-Loc-dFO,2) is undecidable.
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4.2 Radius 2 and three data values

We provide here a reduction from DATASAT(dFO,2) to DATASAT(3-2-Loc-dFO, 3). The idea is similar
to the one used in the proof of Lemma 3 to show that DATASAT(3-2-Loc-dFO,2) is N2EXP-hard by
reducing DATASAT(dFO, 1). Indeed we have the following Lemma.

Lemma 10 Ler ¢ be a formula in dFO[L,2]. There exists 2l € Data[X, 2] such that 2 |= ¢ if and only if
there exists B € Data[Z, 3] such that B |= 3x. (o).

Proof: Assume that there exists 2A = (A, (Ps)sex, f1, f2) in Data[Z,2] such that 2 = ¢.Consider the 3-
data structure B = (A, (Ps)sex, f1, /2, f3) such that f3(a) =0 for all a € A. Let a € A. It is clear that we
have B|2 = 9B and that B|2 |= ¢ (because 2 = ¢ and ¢ never mentions the third values of the elements
since it is a formula in dFO[Z, 1]). Consequently B = Jx. (@)

Assume now that there exists B = (A, (Ps)oex, fi, f2,/3) in Data[Z,3] such that B = Jx.(@)2.
Hence there exists a € A such that B|2 |= @, but then by forgetting the third value in 8|2 we obtain
a model in Data[X, 3] which satisfies ¢. O

Using Theorem Il we obtain the following result.
Theorem 7 The problem DATASAT(3-2-Loc-dFO, 3) is undecidable.
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Otto’s Theorem characterises the bisimulation-invariant PTIME queries over graphs as exactly those
that can be formulated in the polyadic p-calculus, hinging on the Immerman-Vardi Theorem which
characterises PTIME (over ordered structures) by First-Order Logic with least fixpoints. This con-
nection has been extended to characterise bisimulation-invariant EXPTIME by an extension of the
polyadic p-calculus with functions on predicates, making use of Immerman’s characterisation of
EXPTIME by Second-Order Logic with least fixpoints.

In this paper we show that the bisimulation-invariant versions of all classes in the exponential
time hierarchy have logical counterparts which arise as extensions of the polyadic u-calculus by
higher-order functions. This makes use of the characterisation of k&-EXPTIME by Higher-Order
Logic (of order k + 1) with least fixpoints, due to Freire and Martins.

1 Introduction

Descriptive complexity theory aims at characterising complexity classes — usually defined via compu-
tational resources like time or space consumption — by means of logical resources. Its central notion is
that of a complexity class € being captured by a logic .Z in the sense that the properties which can be
checked in complexity ¢ are exactly those that can be defined in .. This provides a characterisation
of computational complexity that is independent of a machine model. Instead, computational difficulty
is characterised by the need for particular logical resources like k-order quantifiers or fixpoints of a par-
ticular type. It is widely believed that this provides a more promising line of attack for notoriously
difficult problems of separating complexity classes; at least it makes machinery that is traditionally used
for measuring the expressive power of logics available for such tasks.

Here we adopt terminology from database theory as this is traditionally close to descriptive complex-
ity, and speak of queries being answered instead of problems being solved or languages being decided,
different names for the same thing.

Ever since Fagin’s seminal work showing that the complexity class NP is captured by Existential
Second-Order Logic [5], descriptive complexity has provided logical characterisations of many standard
complexity classes. The Abiteboul-Vianu Theorem for instance states that PSPACE is captured by First-
Order Logic with Partial Fixpoint Operators [1]]. The proofs of these results rely on the existence of a
total order on the structure at hand. This is not a restriction for characterisations of complexity classes
including and above NP as the resources available there are sufficient to construct such an order.

There is no known way to define or construct such a total order in deterministic polynomial time
which is a major obstacle for capturing the complexity class P. There is some belief that such a logic
should exist, possibly in the form of first-order logic with additional operators like fixpoints, counting
and others, cf. [7]]. This is grounded in the characterisation of the complexity class of Ordered Polynomial
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Time — i.e. those queries that can be answered in polynomial time on structures that are equipped with a
total order — by First-Order Logic with Least Fixpoints [20, |8].

An interesting result was then found by Otto who considered another restriction of the class P, namely
that of bisimulation-invariant queries (on graphs, naturally). He showed that this class, denoted P /. is
captured by the polyadic ti-calculus Zﬁ’ [L7], a generalisation of the well-known modal ti-calculus to
interpretations of formulas not in states but in tuples of states of fixed arity [2l]. This is particularly
interesting as it shifts the borderline at which the availability of an order becomes critical, from between
P and NP to between P /. and NLOGSPACE /...

This opens up the question of further capturing results of bisimulation-invariant complexity classes
by (modal) logics. Indeed, characterisations have been found for EXPTIME /.. and PSPACE /. in terms
an extension of i”f by first-order functions from predicates to predicates [15)]. The logic capturing
EXPTIME /. is coined PHFL! — Polyadic Higher-Order Fixpoint Logic of order 1. The higher-order
extension is borrowed from HFL which extends the modal p-calculus with a simply typed A-calculus
[21]. A syntactical restriction called rail-recursiveness [4] has been identified that captures PSPACE /.
[15]l, and when applying this restriction to £, or, likewise, PHFL?, one captures NLOGSPACE /.. (with
the help of a particular partial order only, though) [[15]].

Considering bisimulation-invariant complexity classes above NP /.. does not serve the same purpose
as it does for smaller ones as one of the key motivations for moving to the bisimulation-invariant world is
to avoid the need for a total order. On the other hand, for two complexity classes ¢, ¢” that have complete
and bisimulation-invariant problems we have ¢ # ¢ iff €/.. # €"/.. Most of the standard complexity
classes posses such problems, for example (1-letter) NFA universality for NP, resp. PSPACE, unbounded
tree automaton intersection for EXPTIME, etc. Moreover, separating bisimulation-invariant classes may
be easier due to their close connection to modal logics where separating their expressiveness is routinely
done (not for the relatively complex higher-order modal fixpoint logics mentioned here, though).

In this paper we extend the characterisation of bisimulation-invariant time complexity classes to all
the levels of the exponential time hierarchy. We show that k-EXPTIME /.. is captured by PHFLX, the
polyadic version of the higher-order extension of the modal p-calculus with functions up to type order k.
We remark that a similar characterisation of the space complexity classes k-EXPSPACE is also possible
[13]] but needs to be omitted for lack of space and is therefore left for a future publication.

The paper is organised as follows. In Sect. 2] we recall the necessary preliminaries, mainly about the
logics studied here. In Sect. [3|we provide the easy half of the capturing result by putting together known
results and constructions which witness that any PHFLX query can be answered in k-fold exponential
time. In Sect. ] we prepare for the more difficult and other half of the capturing result. We rely on
a logical characterisation of k-EXPTIME in terms of Higher-Order Predicate Logic with Fixpoints [6],
and a key step in expressing such (bisimulation-invariant) queries in Higher-Order Modal Fixpoint is the
modelling of higher-order quantification using an enumeration technique. In Sect. [5| we put this to use
for showing that any k-EXPTIME /.-query is definable in PHFL*. In Sect. @we conclude with remarks
on further work etc.

2 Preliminaries

Let P and A be finite sets of propositions, resp. actions. A labelled transition system (LTS) is a tuple
T = (S,{-5}uca,!) where S is a nonempty set of states, <+ C S x S is a transition relation for each
action a € A, and ¢: S — 2F labels the states with those propositions that are true in them. We write
s 41 instead of (s,1) € 5.



E Bruse, D. Kronenberger & M. Lange 19

For d > 1, a d-pointed LTS is a pair T, (sy,...,s4) of an LTS and a d-tuple of states in it. It is also
simply called pointed when d is clear from the context. Note that in the case of d = 1, this coincides with
the usual notion of a pointed LTS. Given some tuple 5 = (s1,...,5,) and i < d, we write 5[t /i to denote
the tuple (S],. ey Sic1, 0, Sig 1, ,Sd).

2.1 Polyadic Higher-Order Fixpoint Logic

We assume familiarity with the modal p-calculus £}, [12]]. Polyadic Higher-Order Fixpoint Logic PHFL
[15] extends .Z}, in several ways: (I) HFL [21] adds to it a simply typed A-calculus; (11) the polyadic
Ly, gﬂ‘" [2,[17] is obtained by lifting the interpretation of formulas in states to tuples of states of fixed
arity. Now PHFL merges both extensions. Its introduction requires a few technicalities.

Types. Types are used to govern the syntax of PHFL, especially those parts that denote functions. They
are derived from the grammar
Ti=e|T =71

where o is a ground type for propositions, v € {4, —,0} are variances denoting whether a function is
monotonically increasing, monotonically decreasing, or constant in its argument. Variances are only
needed to check well-typedness; we often do not display them for the sake of readability.

The order ord of a type is defined via ord(e) = 0 and ord(7; — 1) = max(ord(1)) + 1,0rd(12)).
Types associate to the right whence every type is of the form 7, — --- — 7, — o.

Given some LTS T = (S,{-%}uca,?) and some 0 < d € N, the semantics [7]” of a type 7 is a
complete lattice, defined inductively as follows:

d
[e]" =(2".9) [ = al" = ([n]" - [a]",Can)
where we tacitly identify a lattice with its domain and where the order Ty, is given by

f(x) Cq glx), ifv=+
fEgsng & forallxe [©2]” we have { g(x) Cq, f(x), if v=—
£(2) = g(x), ifv=0.

Hence, the semantics of e is the powerset lattice over S¢ and T, — Ty is the lattice of all monotonically
increasing, monotonically decreasing or constant functions from [1,]7 to [7;]7, depending on v. Such a
set together with the above point-wise order forms a complete lattice if [7;]7 is one. Hence, monotone
functions in such a lattice always have a least and greatest fixpoint due to the Knaster-Tarski-Theorem.
We write | |y, to denote the join operator in this lattice.

Note that, technically, [7;]7 is also parameterised in d. However, since d is usually clear from
context, we do not display it to avoid clutter.

Syntax. Let P and A be as above and let F and L be finite sets of fixpoint variables, resp. lambda
variables. We use upper case letters X, Y ... for the former and lower case letters x,y, f, g for the latter.

Let d > 1. By [d] we denote the set 1,...,d. The set of — potentially non-well-formed — formulas of
the d-adic fragment of PHFL, called PHFL , is derived via

p=pilove|-¢|(a)¢|{cte|A(x:1).@|x|(e)|puX:1).0|X
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'@ e I'F@y: o THo:e I'@:e I'@:e
I'kpi:e IF'FoVe,:e I'--gp: :e ' {a)p: e I'-{c}lp:e
Ix":ti-o: 1 ve{+,0} X :tho: 1

A" 7). @0: 7 > I x:tkx:t '-uX:7).o:7 L, X":tkX:t

et =1 I'~@g:n FFe 1, =1 I'-g:1
(e ¢): 1 I'E(pr¢): 1

F"(plifg—>71 FF(pzifz fl—(szTz
Fl—([)l ¢ T

Figure 1: The PHFL typing system.

where xe L, X € F, pcP,ac A, 1 <i<dand o: [d] — [d] is a mapping on so-called indices.
We assume that standard connectives such as ff, A,[a] and V(X : 1) are available via the obvious du-
alities if needed. We will also allow ourselves to use more convenient notation for the definition of
(more complex) functions and their applications. For instance, (...((¢ Y1) y2)...) W, is simply written
as @(yy,..., ¥, and A (x1: 71).A(x2: T).... A(xy: T,). W is written as A (x;: Tj,...,%,: Ty). Y, Or even
Axr,...,xp: 7). yift=1forall 1 <i<n.

The notions of free and bound variables in a formula are as usual, with A (x: 7).¢ binding x and with
1(X: 7). ¢ binding X.

Over an LTS T, a PHFL ; formula intuitively defines a set of d-tuples in T, or a function that trans-
forms such a set into such a set, or into a function etc., depending on the formula’s type which will be
explained shortly. Before that we briefly introduce the intuitive meaning of the operators in the syntax.
The first five listed in the grammar above all define a subset of S¢. For example, p; denotes all tuples such
that p holds at their ith state. The operator {o } ¢ rearranges the positions in tuples in such a subset. The
modality (a;) @ expresses that ¢ holds on a tuple after replacing the ith state in it by some a-successor. A
formula of the form A (x: 7"). ¢ defines a function that consumes an argument of type 7 and is monoton-
ically increasing, monotonically decreasing, or constant in this argument, depending on v. A formula of
the form (¢ y) denotes the application of the semantics of @ to the object defined by . Finally, fixpoints
can now also define higher-order functions.

Obviously, not all formulas that can be derived from the above grammar can be given a semantics in
a meaningful way; consider e.g. (p1 p2), Moreover, as is typical in a situation involving least and greatest
fixpoints, the use of negation has to be restricted, cf. the example (X : o). =X. Hence, PHFL has a type
system to filter out formulas that cannot be endowed with a proper semantics.

A finite sequence I" of hypotheses of the form XV: 7 or x”: 7T in which each variable occurs at most
once is called a context. The dual context I is obtained from I" by replacing all the hypotheses of the
form X*: 7 by X : 7 and vice versa, and doing the same for lambda variables. We say that ¢ has type
7 in the context I" if the statement '~ ¢ : T can be derived from the rules in Fig.|ll A formula without
free variables is well-typed if the statement @ - ¢ : e can be derived from these rules. We tacitly assume
that each fixpoint variable and each lambda variable is bound at most once in a well-typed formula, and
that no variable occurs both freely and bound in a formula. Hence, each variable has a unique type in the
context of a given, well-formed formula. If the type information is clear from context or not important,
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we drop it from binders, simply writing Ax. ¢ and uX. ¢ for better readability.

A formula is said to be of order k if the maximal order of the type of any subformula in ¢ is k. By
PHFL][‘I we denote the set of well-typed formulas in PHFL, that are of order k. Note that PHFL does
indeed constitute an extension of other known formalisms, namely

. PHFL’f is the same as HFLF for any k > 0 and, thus PHFL, = HFL, and in particular
« PHFLY is just the modal u-calculus %, while
. PHFLg is the d-dimensional polyadic p-calculus.

Semantics. Let 7T = (S,{-%},ca,) be an LTS and let ¢ be a well-typed formula. An environment is a
function 7 that assigns to each fixpoint variable and each lambda variable of type T an element of [7].
Let d > 1. The semantics [@: ’L’]],T] of a PHFL; formula ¢ of type 7, relative to an LTS T and an
environment 1, is an object of [t]”, defined recursively as follows.
[T+ p;: o]]% ={(s1,...,50 €S| peL(si)}
[CE@iVe: ey =[CH@: e UITE@,: o]}
[CF=g: o]} =S\ [T+ ¢: o]

[[F F <ai> Q:

]]TT, ={(s1,...,54) €89 | ex. tst.
(S1y--vs8iy,t,Sit1,5---,84) € [TF @: o]]TT, and s; —>1}
[TH{c}e: o]]g ={(s1,...,54) €8 | (So(1)s-+-+5a(a)) € [T F @: 0]5}
[CFAR: ©). @: T — Tl]]g =fe[v—=u]stfaye[n]’. f(y)=[x": nte: Tlﬂg[x,_)y]
[Tk x: 'C]]TT, =n(x)
[CH (@i @): ulfy =[CF@i: @ = auly (ICF ¢2: w]7)
[CHuX: 0.0ty =] [{deley | [T.X: T o: 1]} g Cod}

T—T

[CEX: 7] =n(X)

If the type is clear from context, or not important, we simply write [[(p]],T] We write 7, (s1,...,8¢) Fn @
if : e and (s1,...,54) € [[(p]]TT] We say that two formulas ¢ and y are equivalent, written ¢ = v, if for
all T and all 1 we have [[(p]]g = [[l//]]g

It is well-known that the semantics of HFL and, hence, PHFL is invariant under -reduction and
admits the fixpoint unfolding principle, i.e. uX. ¢ = @[uX.¢/X] where substitution is defined as usual.

Bisimilarity. A bisimulation R on an LTS T = (S,{-% }4ca,£) is a symmetric relation R C S x S satis-
fying the following for all (s,7) € R.

o Us)=L(1),
o ifthereisa € A and s’ € S s.t. s 5’ then there is ¢’ € S withr <5+ and (s/,1') € R,
o ifthereisa € A and ¢’ € S s.t. t —1' then there is s’ € § with s <" and (5,¢') € R.

Two states s,7 are bisimilar, written s ~ ¢, if there is a bisimulation R with (s,#) € R.

Letd > 1. A set T C S is called bisimulation-invariant if for all § = (sy,...,sq),f = (t1,...,t4) € ¢
such that s; ~ t; for all i € [d], we have § € T iff 7 € T. The notion of bisimulation-invariance can
straight-forwardly be lifted to objects of type [t]7 for types T # o, cf. [21]].
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It is well-known that modal logics cannot distinguish bisimilar models, and it is not surprising that
the extensions beyond pure modal logic that are available in PHFL do not break this property.
Proposition 1 ([21, [15]). Letd > 1, T be an LTS with state set S and @ be a closed PHFL ; formula of
type o. Then [@]T C S¢ is bisimulation-invariant.

Example 2 ([17]). A standard example shows that bisimilarity itself is definable in PHFLY, provided
that P and A are finite. The PHFL(Z) formula

o :=v(X:0) (A p1 p) AN lar]{a)X) A {1 =22 1}X
peP acA

is satisfied by a pair (s,7) of some 7T iff s ~ ¢. The formula essentially states that (s,7) needs to belong to
the largest set X of states (s",) that agree on all propositions (first conjunct) and for which ¢’ can match
any a-transition out of ', for any a € A, to a pair (s”,#”) € X (second conjunct). Moreover, X needs to
be a symmetric relation (third conjunct).

To exemplify the use of higher-orderness (here: first-order functions) we can use the definability of
finite-trace equivalence in PHFL%.
Example 3. Two states s, are finite-trace equivalent if whenever there is a sequence s 25 51 —25 5, 23
...y 5, then there are #, ... 1, s.t. t 2 1) 251, L5 . %51, and vice-versa.

Pre == (VF(x,).(x & y) A\ F({an)x, {a2)y)) (tt, tt)
acA
is then satisfied by a pair (s,¢) iff s and ¢ are finite-trace equivalent in the sense above. The greatest
fixpoint in the formula expresses an infinite conjunction over all finite paths, these can be thought of
to be built step-wise via fixpoint unfolding; the nth unfolding expresses that all finite traces of length n
are available in the first component of the tuple (and built via (a;)) iff they are available in the second
component (built via (ay). For better readability we have omitted the types in the formula. The types of
x,y are o and that of F is, consequently, o’ — o’ — o,
We remark that it is easily possible to extend the formula to also check for matching atomic proposi-
tions along the traces emerging from s and ¢. Cf. [[16]] for further examples of how various other process
equivalences and preorders can be expressed in PHFL!.

2.2 Higher-Order Logic with Least Fixpoints

We introduce Higher-Order Logic with Least Fixpoints (HO(LFP)) to make use of the characterisation
of k-EXPTIME over the class of ordered structures as the queries definable in order-(k + 1) HO(LFP),
due to Immerman and Vardi [8 20, [9], resp. Freire and Martins [6].

Types. Types for Higher-Order Logic with Least Fixpoints are constructed, similar to those for PHFL,
from a single base type and one constructor: 7' :=® | (7/,..., 7). Here, however, © is the type of indi-
viduals (like states rather than sets of states), and the tuple type is used to denote (higher-order) relations.
We define the orde of a type via ord(®) = 1 and ord(7{,...,T,) = 1 + max{ord(t}),...,ord(1))}.

Let T = (S,{-%}4ea,¢) be an LTS. This induces a set-theoretic interpretation of types via [®]7 =S
and [(1],...,7,)]T = 2l@l"cxIal”,

'Note the discrepancy in the traditional ways to assign numerals to orders in the two logics considered here: order 1 in
HO (LFP) refers to, like in “First-Order Logic”, individual elements and order 2 is for relations like sets thereof. In PHFL,
order 1 refers to the order of a function, i.e. one that takes sets of arguments. This explains why PHFL* corresponds to the
fragment of HO(LFP) of order k+ 1, see also the right column in Fig.
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Syntax. Let V={X,...} be a countable set of higher-order variables, each implicitly equipped with
a type. Let P, A be sets of propositions, resp. actions. The syntax of HO(LFP) formulas is derived from
the following grammar:

¢ u=pX) [aX.Y) [ X(V1,.... ) [ ~@ | @V |3(X: ). @ | (p(X.11,.... Yn). 0)(Z1s--,Zn)

where p € P, a € A and X,Y1,...,Y,,Z1,...,Z, € V. Again, dual operators such as A and gfp (for
greatest fixpoints) are available via the obvious dualities. The variable X is bound in 3(X: 7/). ¢ and
X.Y1,...,Yyareboundin (Ifp(X,Y1,....Yn). 9)(Zi,...,Z,). Aformula is well-formed if each variable is
bound at most once, and, moreover, variables occur only in a way that matches their type. For example,
only a variable of type ® can occur in a subformula of the form p(X), and if a subformula of the form
X(Y1,...,Y,) occurs, then X has type (7{,...,T,) for some 7{,..., 7, and ¥; has type 7/ forall 1 <i<n.
Moreover, in a subformula of the form (lfp(X Yo, Yy). (p) (Zy,...,Z,), the variable X occurs only
under an even number of negations in ¢. For a more detailed introduction into Higher-Order Logic
including formal ways to define well-formedness of formulas, cf. [19]. In a well-formed formula each
variable has a unique type. An HO(LFP) formula ¢ has order k if the order of the highest type of a
variable in ¢ is at most k. We write HOX(LFP) for the set of HO(LFP) formulas of order at most k.

Semantics. Let 7 = (S,{-%}4ea, /) be an LTS. A variable assignment « is a function that maps each
variable in V of type 7’ into [7']”.

Let ¢ be an HO(LFP) formula with free variables in X,Y1,...,Y, such that X occurs only under an
even number of negations in ¢ and let " = (7{,..., 7)) be the type of X in ¢ while 7/ is the type of ¥; in
¢ for 1 <i < n. Then, given some variable assignment ¢, the formula ¢ defines a monotone function
£ [T = [7]7 via

f(M) = {(m17"”mn) € [[(p]]g[)’lv—)fn’]7...7Yn>—)m;] ’ (m/lavmil) EM}

By the Knaster-Tarski-Theorem [[11} 18] this function has a least fixpoint denoted by LFP(X,Y1,...,Y,)®.
Note that we suppress T and « here since they will always be clear from context.

The satisfaction relation between an LTS T, a variable assignment o and an HO(LFP) formula ¢ is
defined inductively as follows.

T,o = p(X)iff p € £(o(X))
T,o=a(X,Y)iff o(X) -5 a(Y)
T,a EX(Yy,...,Y,)iff (a(Y1),...,a(Y,)) € a(X)
T,a =—-@iff T,a = ¢
T,aoEoqV@iffTya =@ orT,a = @
T,al=3(X: v)iffex.d € [T] st. T,a[X —d] = ¢
T,o k= (Ifp(X,Y1,...,Yn). @) (Z1,...,Z,) iff (a(Z1),...,0(Z,)) € LFP(X,Y1,....Y,) Q.

2.3 Descriptive Complexity

A query (of dimension d) is a set Q of pairs (T,(sy,...,s4)) s.t. each T is finite. It is expressed by
the HO(LFP) formula ¢ with free variables X,..., Xy, if O = {(T, (s1,...,54)) | T, [Xi > s1,...,Xq —
sa] = @}. Let k > 0. The complexity class k-EXPTIME is defined as DTIME (2%0(1)) where 2 := m and
20 = 2% . Note that 0-EXPTIME equals P.
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For a complexity class &, a ¢-query is one that can be decided within the resource bounds given by
€. We write ¢/.. for the complexity class of €-queries that are bisimulation-invariant.

We say that a logic .Z captures a complexity class ¢ if the model checking problem for .Z is in €
and each ¢-query can be expressed in .Z.

The Immerman-Vardi Theorem characterises the P-queries over ordered structures as those express-
ible in HO! (LFP), resp. first-order logic with least fixpoints. It’s generalisation is the following:

Proposition 4 (8] 20l 9| [6]). For each k > 0, HOk'H(LFP) captures k-EXPTIME over the class of
ordered structures.

The ordering is only important for the case of kK = 0 as such an ordering can be defined in second-
order logic, i.e. as soon as k > 1. It is an open problem whether a logic exists that captures P over the
class of all structures (cf. e.g. [7]).

The first capturing result for a bisimulation-invariant class is given by Otto’s Theorem.

Proposition 5 ([17]). The polyadic modal 1-calculus .i”lf’, or, equivalently PHFLY, captures P, or
equivalently, 0—EXPTIME....

We give a quick sketch of its proof in order to prepare for the technical developments in Sects. 4|and
The model checking problem for PHFLY is readily seen to be in P (see also [14]]). The interesting part
is to show that every bisimulation-invarariant P query can be expressed in PHFL®. In principle, this could
be done by encoding runs of polynomially time-bounded Turing machines, but it is not immediately clear
how bisimulation-invariance of the query in question can be used. Instead, the proof for this rests on a
key observation: non-bisimilarity of two states can be expressed in PHFL(Z) by a least-fixpoint formula,
since bisimilarity can be defined via the greatest fixpoint formula in Ex.[2] Hence, non-bisimilarity of two
states, as a least fixpoint, has a well-founded reason, i.e. one that can be found in finitely many fixpoint
unfoldings. Ordering the atomic types in an arbitrary way entails a total order on the bisimulation-
equivalence classes, and this order can be defined in PHFLg. Hence, the LTS in question is ordered,
and the Immerman-Vardi Theorem is available, whence the problem reduces to showing that every query
defined by a bisimulation-invariant HO'(LFP)-query can be expressed equivalently in PHFL?.

This latter reduction now follows from a rather straightforward translation from HO'(LFP) formu-
las to PHFL? formulas. Variables of type ® are emulated through polyadicity and variables of type
(®,...,®) are represented as order-0 PHFL -variables. Since, in the bisimulation-invariant setting, one
can always assume that the LTS in question already is its own bisimulation quotient, bisimilarity and
equality coincide. Hence, a subformula of the form a(X;,X;) can be replaced by the statement that the
ith component of the relation defined has an a-successor that is bisimilar and, hence equal to the jth
component. Moreover, since all states in such a bisimulation quotient of a pointed LTS are reachable
from a distinguished state, existential quantification can be replaced by reachability of a suitable state. It
remains to translate least fixpoints in HO!'(LFP) into order-0 fixpoints of PHFLY.

Using reasoning along similar lines, Otto’s Theorem has also been generalised by one order.

Proposition 6 ([15]). PHFL' captures EXPTIME ..

3 Upper Bounds

Capturing a complexity class %, defined by some restricted resource consumption, by a logic . contains
two parts: what is commonly seen as the lower bound consists of showing that every query which can
be evaluated in complexity % can also be defined in the logic .. The upper bound is established by
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showing the contrary. This is relatively easy as it suffices to show that queries definable in .’ can be
evaluated in complexity %, in other words that the model checking problem for .Z belongs to class %.

Here we do this for the fragments of PHFL of arbitrary but fixed arity d and arbitrary order k, w.r.t.
the classes k-EXPTIME of the exponential time hierarchy. We do so by extending the reduction of the
model checking problem for a polyadic logic to that of its monadic fragment [[14]. Note that PHFL’I‘
equals HFL — the fragment of (non-polyadic) Higher-Order Fixpoint Logic of formulas of type order at
most k. The complexity of model checking such fragments is known:

Proposition 7 ([3]). Let k > 1. The model checking problem for HFLY is k-EXPTIME-complete.
The corresponding result for PHFLX, first stated without proof in [[15]], follows via a reduction:

Theorem 8. Let k,d > 1. The model checking problem for PHFLZ is in k-EXPTIME.

Proof. By a polynomial reduction to the model checking problem for HFL. Let k,d > 1 and an LTS
T = (S,{-% }uca,?) over A and P be given. We construct its d-product 7¢ over the action set A? := {q; |
acA,ic[d]}u{o|o:[d]— [d]} and atomic propositions P? := {g; | g € P,i € [d]} as (§¢, {5 }eears )
where, forallg € P,i € [d],a € A, s1,...,54,11,...,t; €S we have

o qi €l(s1,...,8q9)iff g € £(s;),
e (Sl,...,sd)i)(l‘l,...,td) iffs,'in‘,' andtj:sj forallj;éi,
. (S],...,Sd) i>(l‘],...,[d) iff[j:G(Sj) forall j € [d]

Next, we translate a PHFLZ formula ¢ inductively into a PHFL, formula @ as follows. The operation™
acts homomorphically on all operators apart from the following three cases.

—

{Glv= (0¥, (ayy:={(a)¥, Pi=pi.

The latter two cases may be confusing as ~ seems to not change those operators either. However, in e.g.
the second case, (a;) on the left side is a polyadic modality combining the action a € A with the index
i € [d]. On the right side, (g;) is a monadic modality over the action a; € A¢. Likewise in the third case.
This equality in syntax for two technically different modal operators, resp. atomic formulas is in-
tended because of the following connection: the d-tuple (sy,...,s4) of states in 7 satisfies the PHFL
formula (a;)y iff the state (sy,...,sq) of T¢ satisfies the PHFL, formula (a;)y. A similar statement
can be made for atomic propositions and these can easily be generalised to show by induction on the
syntax of PHFL that for all PHFL; formulas ¢, all sq,...,s; € S and all environments 17 we have:

. ~nTd

(sl,...,sd) S [[(p]]?; iff (sl,...,sd) S [[(P]]g .
This establishes correctness of the reduction. Note that @ is a PHFLX-, i.e. HFL* formula whenever
(ORS] PHFLZ. Moreover, both T¢ and @ are easily seen to be constructible in polynomial time (for fixed
d). Thus, by Prop. model checking PHFLZ is also in k.-EXPTIME. O

4 Higher-Order Quantification

To show that every bisimulation-invariant <-EXPTIME query can be expressed in PHFL it suffices, due
to Prop. {4, to show that every HO**!(LFP)-query can be translated into a PHFL* formula. The main
challenge here is to deal with existential quantification, which has no obvious equivalent in PHFL. In
[[L7], first-order existential quantification is replaced by reachability of a suitable state, which is suffi-
cient in the bisimulation-invariant setting. Higher-order quantification does not have such an obvious
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correspondent - there is no notion of a set, or a set of sets, etc. being reachable. Moreover, PHFL does
only have a type for sets of tuples of states, not for sets of sets etc. We solve this problem by replacing
higher-order types by a variant of their characteristic function, something that fits quite naturally into the
PHFL world. We then lift the order on the states inherited from [[17] to sets of tuples of states and then to
said characteristic functions by ordering them lexicographically. We can enumerate sets, functions and
so on alongside this order, and hence, we can mimic existential quantification over some HO(LFP) type
by an enumeration of corresponding characteristic functions.

The increased complexity of this approach compared to simple reachability requires two adaptations:
first, since we use the order of sets, functions etc. present in the bisimulation-invariant setting, we often
have to compare two such objects w.r.t. this order. Comparing e.g. two sets of d-ary tuples, however,
requires a formula containing types of width 2d. Also, HO(LFP)-formulas can define a query of some
width, yet contain types, resp. quantification over objects of much higher width. Hence, in order to keep
the presentation simple, the formulas we develop subsequently will be of some unspecified, yet generally
quite high arity, i.e. they will be in PHFL’; for some d that is large compared with the width of the original
query. The exact value of d will be given towards the end of the translation.

Since we have already agreed to blow up the width used in our translated formulas, we can also make
things easier by reserving certain positions in the tuples we work with for special tasks. We generally
use the last two positions in our tuples (those with indices d and d — 1) to compare individual states
w.r.t. the order from [[17], and we will use the next r positions from the right, i.e. those with indices
d—r—1,...,d—2 for some r, to keep copies of states such that the whole LTS is reachable from at least
one of these states, in order to keep the pattern for first-order quantification valid. This will be made
formal after we revisit the pattern for existential quantification just below. We then subsequently expand
quantification towards sets and characteristic functions. The final translation is then given in Sec. 3

Reachable States. In [17], existential quantification of first-order logic was replaced by reachability
of a suitable state in the LTS in question, using the pattern given subsequently. First, we recall the
role of the substitution operator: Let 6/ be defined by 6 /(i) = j and ¢ /(i') = i' if i/ # i. Then
(5 € [{o" 7}l iff 5[s;/i] = (s1,--,8i-1,5},Sit1,---,84) € [@]] forall T and 1.

Now let A be a set of actions, letd > 2, r <d —2 and i < d —r — 2. Recall that, for the time being,
we assume that every tuple we work with is such that all states in an LTS are reachable from one of the
states atindices d —r—1,...,d —2 of the tuple and that we reserve the last two positions for comparisons
(see below). Consider the formula

d-2
Jip = \/ {Gigj}(‘ll(X: 0). oV \/<Cl,>X)

j=d—r—1 acA

for some ¢ € PHFL ;. We have the following:

Observation 9. Let T be an LTS over A and let s = (s1,...,54) such that all states in T are reachable from
at least one state in sy_,_1,...,54—>. Then T,5 = 3¢ iff there is a state ¢ in T such that T,5[¢/i] = ¢.

As said before, quantification over higher-order types is more complicated, but we can replace reach-
ability by enumeration in lexicographical order for higher-order types. Towards this, note that for all
d > 2 there is some PHFLg—formula @~ defining a transitive and irreflexive relation < such that, for all
LTS T and d-tuples 5 = (sy,...,s;) we have that 7,5 |= ¢ iff 5,1 < s4. This formula is defined in [17]
using a variant of the negation of the formula from Ex.[2] The actual position of the tuple elements that
are compared is not important, we choose to fix it here for consistency.
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A crucial ingredient for the correctness of the quantification pattern above is that every state in
the LTS is reachable from the states in positions d —r — 1,...,d — 2. For the first-order case, this can
be guaranteed by never manipulating the components with the respective indices. In the higher-order
setting, this does not suffice as one deals with arbitrary sets, functions, etc. Hence, for the remainder of
the section all formulas are assumed to have a free lambda variable e of type e that is as follows:
Definition 10. Let 7 be an LTS and let r be fixed. Then an interpretation 1 is good if 1 (e) is a set of the
form M x {sy_, 1} x -+~ x {s4_2} x S? such that @ # M C S=>~" and each state of T is reachable from
one of the sy_,_1,...,84_2.

We do not make this free variable explicit, since it is always assumed to be there. We will see in
Sect. [5|how this intended interpretation can be enforced. This stipulation formalises the informal idea
given above. Note that in [[17], it was assumed that all states of the LTS in question are reachable from a
singular state, but this is not a necessary requirement for the argument to work.

Finally, let w and d be such that 2w+ r+2 < d. The intuition here is that, in order to translate from
HO(LFP), we will have to deal with sets and higher-order sets of arity at most w.

Quantification for Sets. We now define a similar pattern to that for the first-order case which allows
us to iterate over all sets of w-tuples in an LTS. This is not the same as enumerating [o]” since w < d.

Let 0; be defined via 6;(d — 1) = i, 0j(d) = i+w and 0;(j) = j if j <d —1. Thens € [{ci} @]} iff
S[si/d —1,si1w/d] € [@]},. The intended use for this substitution is to compare the elements at indices
i and i +w w.r.t. to the order induced by ¢.. Remember that this formula always compares the last two
elements of the tuple. Moreover, let 6_,,, be defined by 6_,,,(i) =w+i for i <w and o_,,(j) = j for
Jj>w. Then (s1,...,84) € [{O s} @17 iff (s1,..., 8,81, .8, 82041, -,84) € [@]}. The intended use
here is to shift the first w elements of a formula to the right to make room for another tuple at the first w
positions such that the two tuples can be compared lexicographically.

Consider the formula 3™)x.¢ = (W(F:o—e).A(x:0).0 V F (next™) (x)))£f where

w i—1
o2 = \/{oi}o-rn N\{o;}-o-
i=1 j=1

o (xry) =31 3. YA XA{O o} (Vi Vo @ = x = y).

next™ (x) = A(x: 8). e A—x A {oow} (V... V. @Y — x)
VeAxA{ooy} (31 ... 3w @Y A )

The first formula ¢? implements lexicographical comparison of the first w elements in a tuple to the
second w elements. The second formula (p(<w) lifts the order from tuples to sets of tuples via the lexico-
graphical order induced by the order on the tuples. Finally, the formula next™) is a predicate transformer
that consumes a set of tuples. It returns a set of tuples that is the lexicographical successor of the input
in the order induced by the order on the first w elements of the individual tuples: the output contains a
tuple iff either the input does contain it, but not all lexicographically smaller tuples, or if the input does
not contain it, but all lexicographically smaller tuples. Also note the role of e that filters out all tuples
that do not adhere to our stipulation that the whole LTS be reachable from one of the states at indices
d—r—1,....d-2.
Lemma 11. Let T be an LTS with state set S and let ) be good. Then T,s =y IWx. @ iff there is M C S
such that T,5 =y yxst-van (e)] -

The proof consists of verifying the informal intuition above. We write ¥*)x. ¢ to denote -3)x. —¢.
We write 3™)x;, ..., x,. @ for 3Wx; ... 3Wx, . @, and similarly for V*)x. @.
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Generalised Higher-Order Quantification. We have just seen how existential quantification can be
emulated for individual states in an LTS and, with some restrictions, for sets of w-tuples of an LTS.
For other types that commonly appear in HO(LFP), i.e. relations of higher order, there is no immediate
PHFL equivalent, since all types beyond e are function types. However, we can use these function types
to emulate the HO(LFP) types to a sufficient degree. For the sake of simplicity, we only consider types
of a special form; we argue in Sect. [5| why this is not a restriction.

Let 7,,x be inductively defined via 7,,0 = ® and 7,,; 11 = T,,; — -+ — T,,; — ® Where T,,,; is repeated
w many times. Given T, let [, ;]" = [7,]" for i < 1 and let

[rod" ={f €lmnil” | f(fioo-sfw) =Sor f(fi,.. o fu) =0Fa. fi,... fu € [Tor1]"}

for k > 2. The important distinction here is that [z;,] is the restriction of [7,]” to those functions
that always return either the full set of states or the empty set, at least on inputs from [z, k_l]]T. This is
desirable since we want to use functions in [72,]” to emulate higher-order variables of a special form.

Given x,xi,...,x, of the appropriate type, the question whether 5 € [x(xi, ... ,xw)]]TT, does not depend on
5 (as in modal logics), but is uniform over the while LTS. However, since [7,.]” also contains functions
that are not uniform starting from PHFL-order 2, we restrict ourselves to functions that are uniform on
the necessary inputs (i.e. those that are themselves sufficiently uniform).

Consider the following formulas for k > 1, where X = xq,...,x, and y = y1,..., V!

w i—1
k—1 . k—1 k—1
(PLV (X1,...,XW,y1,..-,yw) :\/(piW) (xiﬂyi)/\/\_‘q)(;v) (xj7yj)
i=1 j=1

oL (x,y) 1= 1T y(3) A ()
AR5 @2 (5,%) = x(5) = ¥(5)
£F () = A (X2 Typ1)- ££
next"*(x) = A(x: Tx). AF: Tur_1)-
(~x(®@) AV, @2 (5.%) — x(5))
V (x(®) A 3. @K (5,3) A x(3))

Ew’k(x). 0= (,LL(F: Tk — Twk). A(X: Tg). @ \/F(nextw’kx)) £ () i
where (p(<w)"k*1 = (p(<w) in case k=1 and 3"  x.o = 3Wx. @ if k= 1.
Similarly as in the definitions given before Lemma [T} these formulas lift quantification up by one

level on the type hierarchy. The formula (p?ki1 compares width-w-tuples of functions of type 7, ,

lexicographically using the previously defined formula (p(<w)’k71 that compares individual such functions.

The formula (p(<w)’k then lifts this to individual functions of the next type, using existential and universal
quantification. The formula next"** again consumes a function of type 7, and returns the lexicographi-

cally next one using the standard definition of binary incrementation, while 3** implements existential
quantification for 7, , by iterating through all possible candidates using next"k.

Lemma 12. Let T be an LTS and let ) be good. Then T,s =y 3"*x. @ iff there is f € [[Tfmk]]T such that
.5 Eqpep) @-

The proof follows the same pattern as that of Lemma [ 1| by verifying that the individual formulas do
what is claimed above.
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Lemmas (11| and |12] justify the use of HO(LFP)-style quantification symbols for individual states,
sets of type M x S9N n(e) for M C §* and for T‘j; i forall k > 2. Note that the latter do neither coincide
with HO(LFP) types nor with the respective T, x.

5 Lower Bounds

Homogeneous Types. In order to simplify the translation from HO(LFP) to PHFL, we restrict the set
of types that can be used in HO(LFP) formulas. Let w > 2 be fixed but arbitrary. Define T:V_’k as 7/ 1 =0,

W,
/ /

Tyir1 = (Thir--+» Tyy;) With w many repetitions of ;, ;.

Lemma 13. If ¢ € HO*(LFP) defines a query Q, then there is ¢' € HOF(LFP) that defines the same
query, but the only types used in ¢ are T),,..., T, for some w.

Proof. There are two principles that are used here: If @ contains a type of the form 7" = (7/,..., ') with
w’ < w many repetitions of w, we can replace t” by (7’,...,7") with exactly w many repetitions of 7’/

by changing the respective type everywhere in the formula and requiring at quantifiers that, e.g., the last
w —w' components are equal to the w —w’ — Ist in every tuple contained in a set. Hence, every type can
be assumed to have width exactly w.

It remains to deal with inhomogeneous types, e.g. those of the form (7/,7”,...) such that ord(1") #
ord(7"). This can be remedied by increasing the type of the lower order by one order, and requiring at
quantification steps that the only tuple in the set be a singleton of the form (M, ..., M) of width w. This
procedure needs to be chained if the orders of constituent types diverge by more than one. O

Type Correspondence. Now that we can assume w.l.0.g. that all HO*(LFP)-definable queries are de-
fined by an HO*(LFP) formula which uses only the types Tv/v,i for i < k we can observe that these types
are quite similar to the types 7, defined in the previous section. In fact, we want to emulate the type
7, Withk > 1 by 77, _,. The type 7, ; will be handled by polyadicity as in [17]

Let T be an LTS with state set S and let d > w > 2. For each k > 2, we define a translation
wptrl [[Tv/v,k]]T — [[7;71(_2]? via tptr} (M) = M x S and tptr! | (M) = f € [Twx—2]" s.t.

S,if fj =tptr! (x;) fa. 0 < j<wand (x1,...,x%,) €M
FUf,fa) = .
@, otherwise.
Hence, a variable assignment o such that all variables are of types 7,,,,..., T, induces an environment

N With definitions for all those variables of order > 2 via 1¢(X) = tptr! (X) where i is the order of X.

The Translation. We are now ready to extend the translation given in [17] to HO*(LFP) with k > 2.
Towards this, we present a syntactical translation trans from HO*(LFP) with k > 2 into PHFL{ | for
some d > 2.

Lemma 14. Ler ¢ € HOF (LFP) be bisimulation invariant and have free first-order variables X1, ..., X,
and, hence define a query of width r. Moreover, let Tv,v707 ceey Tv/v.,k be the only typesin ¢. W.l.o.g. let 2w > r.
Letd =2w-+r+2. Thenthereis ¢’ € PHFLZ_1 such that, for all LTS T that are a bisimulation quotient,
we have T, o0 = @ iff T, (ot(X1),...,0(X,)) Engjossn) ¢’ where 0 £ M' C S" and M = M’ x §4 22 x
{o(X)} x - x{a(X,)} x S

2It would also be possible to completely eliminate this type from HOk(LFP) for k > 2; cf. similar constructions in the
context of MSO and automata theory.
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Proof. Let trans be given via

trans(p(X;)) == p;
= (ai){0i;}p~

trans(a(X;,X;

)
)

w,1
trans(3(X : 1,
trans(X (X;,, ..., Xi,

¢
trans(3(X: 1,,,).9) :
¢

trans(Q))(Zy,...,Zy) if (X: Ty) and k >3

where 0; ; is defined via 0; j(d — 1) =1i,0; j(d) = j and o; j(k) = k for k < d — 1, and ¢.. is the formula
from Ex. [2} resp. [17] that holds iff the states in positions d — 1 and d are bisimilar, and, finally o is
defined via 6(j) = i; for 0 < j <w and o(k) = k for k > w. The substitions o; j, resp. ¢ serve to swap
the elements i and j to positions d — 1 and d, resp. to reorder the elemtents according to the variable
order used on the left side of the translation.,

The claim now follows by induction over the syntax tree of ¢. The first five cases are as in [17]].
The next four cases are by Lemmas [[ 1] and [I2] resp. the definition of 7n,. The fixpoint cases are by an
induction over the individual stages of the fixpoint iteration; note that the Knaster-Tarski-based semantics
of the fixpoints in HO(LFP) and PHFL can be equivalently replaced by semantics based on the Kleene
Fixpoint Theorem [10]]. This mirrors the proof of the fixpoint case in [17]]. O

Theorem 15. PHFLF captures k-EXPTIME/.. for all k > 0.

Proof. The cases of k =0 and k =1 are of course already known [17, [15]]. For k > 2, the upper bound
is shown in Thm. 8| For the lower bound, it suffices, due to Prop. 4} to show that for any bisimulation-
invariant query defined by an HO*"! (LFP) formula there is an equivalent formula in PHFLX. Let ¢ be a
formula defining such a query Q of width » > 1, and w.l.o.g. @ contains only the types 7,0, ..., Tyk.

Let ¢’ be the formula obtained from the translation in Lemma |14{and let ¢ be defined via o(d —
r—2+4i)=ifor1 <i<r,and o(j)=jfor j<d—r—2or j>d—1. Note that ¢ simply copies
the first » many states in a tuple to the positions d —r —1,...,d — 2 where they serve to retain goodness
(cf. Def. [10). Then y = (A(e: o)@){o}tt defines the query {(T,(si,...,sq)) | (T,(s1,...,s:)) € O}.
Towards this, note that [{o}tt]” = {(s1,...,84) | si = Sa—r—24; for 1 <i <r} =M. Hence, [y]" = [¢']},
where 1 = 0[e — M]. Since 7 is good, Lemma|14]is applicable.

What remains is to argue that a query that, on each LTS 7, returns all tuples in M x S¢~" where
M C §’, is in fact a query that defines tuples of width . This can either be done formally by expanding
the semantics of the substitution operator { G} to return tuples in the width of its co-domain, or by simply
considering queries of the above form to be of width r, cf. [17]. O
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3-EXPTIME — HO*(LFP)
~ [l ~
3-EXPTIME /. Thm. (T3 PHFL?
2-EXPTIME HO3(LFP)
~ 16l ~
2-EXPTIME /.. Thm (19 PHFL?
EXPTIME HO?(LFP)
191
~ (13] ~
EXPTIME /. PHFL!
P ~_
1
P/ = PHFL = £©
Computational Complexity Descriptive Complexity

Figure 2: Capturing results for time complexity classes - an overview.

6 Conclusion

We have extended the descriptive complexity of bisimulation-invariant queries, as started by Otto [[17]]
with the capturing of the class P /. with the logic Eu“’, to further time complexity classes, namely the
classes k-EXPTIME /., of bisimulation-invariant queries that can be answered in k-fold exponential time.
These turn out to be exactly those that can be defined in PHFL, the polyadic extension of the higher-order
modal fixpoint logic HFL. This is genuinely an extension as £}’ coincides with PHFL?, the fragment
with no higher-order constructs. Moreover, the level in the exponential-time hierarchy corresponds to
the type order used in formulas: <-EXPTIME /. = PHFLX.

The resulting picture of descriptive time complexity is shown in Fig.[2l A natural way to extend this
is of course to integrate results about the space complexity classes k-EXPSPACE /. sitting in between
k-EXPTIME /. and (k+ 1)-EXPTIME /.. Here we can only state that it is possible to capture these
in terms of natural fragments of PHFL as well but the proof requires a few more ingredients than the
time-complexity case. Here we could use the already known characterisation of k<-EXPTIME by Higher-
Order Predicate Logics with Least Fixpoints [6]]. For the space complexity classes, we need to first
develop such characterisations that extend the Abiteboul-Vianu Theorem. This can be done [[13]], but due
to space restrictions here its detailed presentation is left for a future publication.

A noteworthy observation for the capturing of k--EXPTIME /. with k > 1 is that, unlike in the case of
k = 0, the requirement of structures being ordered is not necessary for the invocation of the (generalised)
Immerman-Vardi Theorem. However, starting from k > 1 the order being provided in the bisimulation-
invariant setting plays a crucial role to emulate existential quantification from the HO(LFP) side: the
LTS in question coming with a PHFL)-definable order allows us to enumerate sufficiently many sets,
functions, etc. to emulate existential quantification. It remains to see in further detail whether this is an
artifact of the proof strategy or a genuine and inherent part of the correspondence between complexity
classes and logics in the bisimulation-invariant framework.
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This paper studies the complexity of classical modal logics and of their extension with fixed-point
operators, using translations to transfer results across logics. In particular, we show several complex-
ity results for multi-agent logics via translations to and from the u-calculus and modal logic, which
allow us to transfer known upper and lower bounds. We also use these translations to introduce a
terminating tableau system for the logics we study, based on Kozen’s tableau for the p-calculus, and
the one of Fitting and Massacci for modal logic.

1 Introduction

We introduce a family of multi-modal logics with fixed-point operators that are interpreted on restricted
classes of Kripke models. One can consider these logics as extensions of the usual multi-agent logics of
knowledge and belief [14] by adding recursion to their syntax or of the u-calculus [21] by interpreting
formulas on different classes of frames and thus giving an epistemic interpretation to the modalities. We
define translations between these logics, and we demonstrate how one can rely on these translations to
prove finite-model theorems, complexity bounds, and tableau termination for each logic in the family.

Modal logic comes in several variations [5]]. Some of these, such as multi-modal logics of knowledge
and belief [14], are of particular interest to Epistemology and other application areas. Semantically, the
classical modal logics used in epistemic (but also other) contexts result from imposing certain restrictions
on their models. On the other hand, the modal pi-calculus [21]] can be seen as an extension of the smallest
normal modal logic K with greatest and least fixed-point operators, vX and uX respectively. We explore
the situation where one allows both recursion (i.e. fixed-point) operators in a multi-modal language and
imposes restrictions on the semantic models.

We are interested in the complexity of satisfiability for the resulting logics. Satisfiability for the u-
calculus is known to be EXP-complete [21]], while for the modal logics between K and S5 the problem

*This work has been funded by the projects “Open Problems in the Equational Logic of Processes (OPEL)” (grant
no. 196050), “Epistemic Logic for Distributed Runtime Monitoring” (grant no. 184940), “Mode(l)s of Verification and Moni-
torability” (MoVeMent) (grant no 217987) of the Icelandic Research Fund, and the project “Runtime and Equational Verification
of Concurrent Programs” (ReVoCoP) (grant 222021) of the Reykjavik University Research Fund.
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is PSPACE-complete or NP-complete, depending on whether they have Negative Introspection [[18}22].
In the multi-modal case, satisfiability for those modal logics becomes PSPACE-complete, and is EXP-
complete with the addition of a common knowledge operator [[17]].

There is plenty of relevant work on the p-calculus on restricted frames, mainly in its single-agent
form. Alberucci and Facchini examine the alternation hierarchy of the u-calculus over reflexive, sym-
metric, and transitive frames in [2]. D’Agostino and Lenzi have studied the p-calculus on different
classes of frames in great detail. In [[11]], they reduce the pi-calculus over finite transitive frames to first-
order logic. In [9], they prove that S5*-satisfiability is NP-complete, and that the two-agent version of
S5* does not have the finite model property. In [12], they consider finite symmetric frames, and they
prove that B*-satisfiability is in 2EXP, and EXP-hard. They also examine planar frames in [10]], where
they show that the alternation hierarchy of the pi-calculus over planar frames is infinite.

Our primary method of proving complexity results is through translations to and from the multi-
modal p-calculus. We show that we can use surprisingly simple translations from modal logics without
recursion to the base modal logic K,,, reproving the PSPACE upper bound for these logics (Theorem
and Corollary [09). These translations and our constructions to prove their correctness do not generally
transfer to the corresponding logics with recursion. We present translations from specific logics to the
u-calculus and back, and we discuss the remaining open cases. We discover, through the properties of
our translations, that several behaviors induced on the transitions do not affect the complexity of the
satisfiability problem. As a result, we prove that all logics with axioms among D, T, and 4, and the least-
fixed-point fragments of logics that also have B, have their satisfiability in EXP, and a matching lower
bound for the logics with axioms from D, T, B (Corollaries [I5|and [16)). Finally, we present tableaux for
the discussed logics, based on the ones by Kozen for the p-calculus [21]], and by Fitting and Massacci for
modal logic [16})24]]. We give tableau-termination conditions for every logic with a finite model property
(Theorem [19).

The addition of recursive operators to modal logic increases expressiveness. An important example
is that of common knowledge or common belief, which can be expressed with a greatest fixed-point thus:
vX.(¢ A N\yla]X). But the combination of epistemic logics and fixed-points can potentially express
more interesting epistemic concepts. For instance, the formula uX.\/ ,([a]¢ V [a]X), in the context of a
belief interpretation, can be thought to claim that there is a rumour of ¢. It would be interesting to see
what other meaningful sentences of epistemic interest one can express using recursion. Furthermore, the
family of logics we consider allows each agent to behave according to a different logic. This flexibility
allows one to mix different interpretations of modalities, such as a temporal interpretation for one agent
and an epistemic interpretation for another. Such logics can even resemble hyper-logics [§]] if a set of
agents represents different streams, and combinations of epistemic and temporal or hyper-logics have
recently been used to express safety and privacy properties of systems [7].

The paper is organized as follows. Section [2] gives the necessary background and an overview of
current results. Section [3] defines a class of translations that provide us with several upper and lower
bounds, and identifies conditions under which they can be composed. In Section [ we finally give
tableaux for our multi-modal logics with recursion. We conclude in Section[5|with a set of open questions
and directions. Omitted proofs can be found in the full version of the paper [23]].

2 Definitions and Background

This section introduces the logics that we study and the necessary background on the complexity of
modal logic and the pt-calculus.
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2.1 The Multi-Modal Logics with Recursion

We start by defining the syntax of the logics.

Definition 1. We consider formulas constructed from the following grammar:

@ yeL:=p | =p | tt | £f | X N |l oVy
| {(a)o | [ale | uX.@ | vX.0,

where X comes from a countable set of logical (or fixed-point) variables, LVAR, o from a finite set of
agents, AG, and p from a finite set of propositional variables, PVAR. When AG = {a}, D¢ stands for
[a]@, and O for (a)@. We also write [A]@ to mean /\ [a]@ and (A) @ for \/ ().
acA acA

A formula is closed when every occurrence of a variable X is in the scope of recursive operator vX
or uX. Henceforth we consider only closed formulas, unless we specify otherwise.

Moreover, for recursion-free closed formulas we associate the notion of modal depth, which is the
nesting depth of the modal operator The modal depth of ¢ is defined inductively as:

* md(p) =md(—p) =md(tt) =md(ff) = 0, where p € PVAR,
« md(QVy)=md(@Ay)=max(md(¢),md(y)), and
* md([a]o) =md({(a)®) = 1+ md(@), where a € AG.

We assume that in formulas, each recursion variable X appears in a unique fixed-point formula fx(X),
which is either of the form uX.¢ or vX.@. If fx(X) is a least-fixed-point (resp. greatest-fixed-point)
formula, then X is called a least-fixed-point (resp. greatest-fixed-point) variable. We can define a partial
order on fixed-point variables, such that X <Y iff fx(X) is a subformula of fx(Y), and X < Y when
X <Y and X #7. If X is <-minimal among the free variables of ¢, then we define the closure of ¢ to
be cl(¢) = cl(@[fx(X)/X]), where @[y /X] is the usual substitution operation, and if ¢ is closed, then
cl(g)=o.

We define sub(¢) as the set of subformulas of ¢, and |@| = |sub(¢)| is bounded by the length of ¢
as a string of symbols. Negation, =¢, and implication, ¢ — y, can be defined in the usual way. Then,
we define sub(@) = sub(@)U{-w € L| y € sub(¢)}.

Semantics We interpret formulas on the states of a Kripke model. A Kripke model, or simply model, is
a quadruple M = (W,R,V) where W is a nonempty set of states, R C W x AG x W is a transition relation,
and V : W — 2PVAR determines on which states a propositional variable is true. (W, R) is called a frame.
We usually write (u,v) € Ry or uRyv instead of (u, ¢,v) € R, or uRv, when AG is a singleton {a}.

Formulas are evaluated in the context of an environment p : LVAR — 2% which gives values to
the logical variables. For an environment p, variable X, and set S C W, we write p[X +— S| for the
environment that maps X to S and all Y # X to p(Y). The semantics for our formulas is given through a
function [—] ,, defined in Table[I] The semantics of —¢ are constructed as usual, where [-X,p] , =
W\p(X).

We sometimes use .# ,s |=p ¢ fors € [¢,p] ,, and as the environment has no effect on the semantics
of a closed formula ¢, we often drop it from the notation and write .#,s =@ ors € [@] ,. If #,s = @,
we say that @ is true, or satisfied, in s. When the particular model does not matter, or is clear from the
context, we may omit it.

IThe modal depth of recursive formulas can be either zero, or infinite. However, this is not relevant for the spectrum of this
work.
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[tt,p] =W, [££,p] =0, [p.pl={sIpeV(s)} [=p.p] =W\[p.p],
[le]@.p] = {s | Vt. sRqt implies 1 € [, p] }, [@1A@2,p] = [@1,p] N [@2,p],
[(c)p,p] = {s | 3r. sRqt and 1 € [,p]}, [o1ver,p] = [@1,p] Ue2,p],
[uX.@,p] =({S|S2[p.p[X — S]]}, [X.p] = p(X),

[vX.0.p] ={J{S|SCo,p[X — S]]}

Table 1: Semantics of modal formulas on a model .#Z = (W,R,V). We omit .# from the notation.

Depending on how we further restrict our syntax and the model, we can describe several logics.
Without further restrictions, the resulting logic is the p-calculus [21]. The max-fragment (resp. min-
fragment) of the p-calculus is the fragment that only allows the vX (resp. the pX) recursive operator. If
|AG| = k and we allow no recursive operators (or recursion variables), then we have the basic modal logic
K, (or K, if kK = 1), and further restrictions on the frames can result in a wide variety of modal logics
(see [[6]). We give names to the following frame conditions, or frame constraints, for the case where
AG = {a}. These conditions correspond to the usual axioms for normal modal logics — see [5}6,/14],
which we will revisit in Section 3]

D: Ris serial: Vs.3t.sRt; 4: R is transitive: Vs,t,r.(sRtRr = sRr);
T: Ris reflexive: Vs.sRs; 5: Ris euclidean: Vs,z,r. if sRt and sRr,
B: R is symmetric: Vs,.(sRt = tRs); then Rr.

We consider modal logics that are interpreted over models that satisfy a combination of these con-
straints for each agent. D, which we call Consistency, is a special case of 7', called Factivity. Constraint
4 is Positive Introspection and 5 is called Negative IntrospectionE] Given a logic L and constraint ¢, L+¢
is the logic that is interpreted over all models with frames that satisfy all the constraints of L. and c. The
name of a single-agent logic is a combination of the constraints that apply to its frames, including K, if
the constraints are among 4 and 5. Therefore, logic Dis K+ D, Tis K+ 7, B is K+ B, K =K+4,
D4 =K+ D+4 =D+4, and so on. We use the special names S4 for T4 and S5 for T45. We define
a (multi-agent) logic L. on AG as a map from agents to single-agent logics. L is interpreted on Kripke
models of the form (W, R, V), where for every a € AG, (W,Rq) is a frame for L(c).

For a logic L, L* is the logic that results from L after we allow recursive operators in the syntax —
in case they were not allowed in L. Furthermore, if for every o € AG, L() is the same single-agent
logic L, we write L as Ly, where |AG| = k. Therefore, the u-calculus is K} .

From now on, unless we explicitly say otherwise, by a logic, we mean one of the logics we have
defined above. We call a formula satisfiable for a logic L, if it is satisfied in some state of a model for L.

Example 1. For a formula @, we define Inv(¢@) = vX.(¢ A [AG]X). Inv(@) asserts that ¢ is true in all
reachable states, or, alternatively, it can be read as an assertion that ¢ is common knowledge. We dually
define Eve(®) = uX.(¢ vV (AG)X), which asserts that ¢ is true in some reachable state.

2These are names for properties or axioms of a logic. When we refer to these conditions as conditions of a frame or model,
we may refer to them with the name of the corresponding relation condition: seriality, reflexivity, symmetry, transitivity, and
euclidicity.
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2.2 Known Results

For logic L, the satisfiability problem for L, or L-satisfiability is the problem that asks, given a formula
o, if @ is satisfiable. Similarly, the model checking problem for L asks if ¢ is true at a given state of a
given finite model.

Ladner [22] established the classical result of PSPACE-completeness for the satisfiability of K, T, D,
K4, D4, and S4 and NP-completeness for the satisfiability of S5. Halpern and Régo later characterized
the NP-PSPACE gap for one-action logics by the presence or absence of Negative Introspection [18]],
resulting in Theorem[I] Later, Rybakov and Shkatov [27] proved the PSPACE-completeness of B and
TB. For formulas with fixed-point operators, D’ Agostino and Lenzi in [9] show that satisfiability for
single-agent logics with constraint 5 is also NP-complete.

Theorem 1 ([18,22,27]). IfL € {K,T,D,B,TB,K4,D4,S4}, then L-satisfiability is PSPACE-complete;
and L + 5-satisfiability and (L + 5)-satisfiability is NP-complete.

Theorem 2 ( [17]). If k > 1 and L has a combination of constraints from D,T,4,5 and no recursive
operators, then Ly-satisfiability is PSPACE-complete.

Remark 1. Note that Halpern and Moses in [17] prove these bounds for the cases of Ky, Ty, S4;, KD45;,
and S5 only. Similarly, D’Agostino and Lenzi in [9] only prove the NP-completeness of satisfiability
for S5*. However, it is not hard to see that their respective methods also work for the rest of the logics
of Theorems [Tl and [

Theorem 3 ( [21]]). The satisfiability problem for the [L-calculus is EXP-complete.
Theorem 4 ( [13]]). The model checking problem for the W-calculus is in NP N coN P.E]

Finally we have the following initial known results about the complexity of satisfiability, when we
have recursive operators. Theorems [5|and [f| have already been observed in [1]].

Theorem 5. The satisfiability problem for the min- and max-fragments of the l-calculus is EXP-complete,
even when |AG| = 1.

Proof sketch. 1t is known that satisfiability for the min- and max-fragments of the u-calculus (on one
or more action) is EXP-complete. It is in EXP due to Theorem (3] and these fragments suffice [26] to
describe the PDL formula that is constructed by the reduction used in [15] to prove EXP-hardness for
PDL. Therefore, that reduction can be adjusted to prove that satisfiability for the min- and max-fragments
of the u-calculus is EXP-complete. O

It is not hard to express in logics with both frame constraints and recursion operators that formula
¢ is common knowledge, with formula vX.¢ A [AG]X. Since validity for L; with common knowledge
(and without recursive operators) and k > 1 is EXP-complete [17 L,‘: is EXP-hard.

Proposition 6. Satisfiability for L, where k > 1, is EXP-hard.

3 Complexity through Translations

In this section, we examine L-satisfiability. We use formula translations to reduce the satisfiability of
one logic to the satisfiability of another. We investigate the properties of these translations and how they
compose with each other, and we achieve complexity bounds for several logics.

31n fact, the problem is known to be in UP N coUP [20].
4Similarly to Remark [[17]] does not explicitly cover all these cases, but the techniques can be adjusted.
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Figure 1: The frame property hierarchy

In the context of this paper, a formula translation from logic L; to logic L, is a mapping f on formulas
such that each formula ¢ is L; -satisfiable if and only if f(¢) is L, -satisfiable. We only consider
translations that can be computed in polynomial time, and therefore, our translations are polynomial-
time reductions, transfering complexity bounds between logics.

According to Theorem Kf -satisfiability is EXP-complete, and therefore for each logic L, we aim
to connect Kf and L via a sequence of translations in either direction, to prove complexity bounds for
L-satisfiability.

3.1 Translating Towards K

We begin by presenting translations from logics with more to logics with fewer frame conditions. To this
end, we study how taking the closure of a frame under one condition affects any other frame conditions.

3.1.1 Composing Frame Conditions

We now discuss how the conditions for frames affect each other. For example, to construct a transitive
frame, one can take the transitive closure of a possibly non-transitive frame. The resulting frame will
satisfy condition 4. As we see, taking the closure of a frame under condition x may affect whether that
frame maintains condition y, depending on x and y. In the following we observe that one can apply the
frame closures in certain orders that preserve the properties one aquires with each application.

Let F = (W,R) be a frame, & € A C AG, and x a frame restriction among 7,B,4,5. Then, Ry is
the closure of R, under x, R is defined by TQE’A = ﬁx, if B € A, and F)EA = Rg, otherwise. Then,

F* = (W,R*"). We make the following observation.

Lemma 7. Let x be a frame restriction among D,T,B,4,5, and y a frame restriction among T,B,4,5,
such that (x,y) # (4,B),(5,T),(5,B). Then, for every frame F that satisfies x, F° also satisfies x.

According to Lemma [7] frame conditions are preserved as seen in Figure[I] In Figure[I] an arrow
from x to y indicates that property x is preserved though the closure of a frame under y. Dotted red arrows
indicate one-way arrows. For convenience, we define F~ = (W,R"), where R* = RU {(a,a) e W? |7
(a,b) € R}.

Remark 2. We note that, in general, not all frame conditions are preserved through all closures under

another condition. For example, the accessibility relation {(a,b), (b,b)} is euclidean, but its reflexive
closure {(a,b), (b,b),(a,a)} is not.



40 Complexity through Translations for Modal Logic with Recursion

There is at least one linear ordering of the frame conditions D,T,B,4,5, such that all preceding
conditions are preserved by closures under the following conditions. We call such an order a closure-
preserving order. We use the linear order D, T, B,4,5 in the rest of the paper.

3.1.2 Modal Logics

We start with translations that map logics without recursive operators to logics with fewer constraints. As
mentioned in Subsection all of the logics L € {K,T,D,K4,D4,S4} and L + 5 with one agent have
known completeness results, and the complexity of modal logic is well-studied for multi-agent modal
logics as well. The missing cases are very few and concern the combination of frame conditions (other
than 5) as well as the multi-agent case. However we take this opportunity to present an intuitive introduc-
tion to our general translation method. In fact, the translations that we use for logics without recursion
are surprisingly straightforward. Each frame condition that we introduced in Section [2is associated with
an axiom for modal logic, such that whenever a model has the condition, every substitution instance of
the axiom is satisfied in all worlds of the model (see [5}/6L/14]). We give for each frame condition x and
agent o, the axiom axJ,:

D ()t adi (a)lalp— p a3 (@)alp— [alp
axp: [olp—p axg: [alp— [a][a]p

For each formula @ and d > 0, let Invy (@) = A;<4[AG]'@. Our first translations are straightforwardly
defined from the above axioms.

Translation 1 (One-step Translation). Let A C AG and let x be one of the frame conditions. For every
formula ¢, let d = md(@) if x # 4, and d = md(¢)|@|, if x = 4. We define:

Fi(e) = wAInw( A aX’&[w/p]>-
yesub(g)
acA
Theorem 8. Let A C AG, x be one of the frame conditions, and let Ly,L; be logics without recursion
operators, such that Li(o) = Ly(ct) +x when o € A, and Ly(a) otherwise, and Ly(c) only includes
frame conditions that precede x in the fixed order of frame conditions. Then, @ is Li-satisfiable if and
only if (@) is Ly-satisfiable.

We present here a short proof sketch of this theorem.

Proof sketch. The proof of the “only if” direction is straightforward, as for any agent o with frame
condition x, axy, is valid in L. Thus the translation holds on any L;-model that satisfies ¢.

The other, and more involved direction requires the construction of an Li-model for ¢ from an L,-
model for F}(¢). We make use of the observation that no modal logic formula can describe a model
at depth more than the constant d. Therefore, we use the unfolding of the L;-model, to keep track of
the path that one takes to reach a certain state, and that path’s length. We then carefully reapply the
necessary closures on the accessibility relations and we use induction on its subformulas, to prove that
¢ is true in the constructed model. We do this as a separate case for each axiom. It is worth noting that
we pay special care for the case of x = 4 to account for the fact that the translation does not allow the
modal depth of the relevant subformulas to decrease with each transition during the induction; and that
we needed to include the negations of subformulas of ¢ in the conjunction of Translation |1} only for the
case of x = 5. O
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Corollary 9. The satisfiability problem for every logic without fixed-point operators is in PSPACE.

3.1.3 Modal Logics with Recursion

In the remainder of this section we will modify our translations and proof technique, in order to lift our
results to logics with fixed-point operators. It is not clear whether the translations of Subsection [3.1.2
can be extended straightforwardly in the case of logics with recursion, by using unbounded invariance
Inv, instead of the bounded Inv,.

Example 2. Let ¢y = puX.[1X, which requires all paths in the model to be finite, and thus it is not
satisfiable in reflexive frames. In Subsection to translate formulas from reflexive models, we did
not need to add the negations of subformulas as conjuncts. In this case, such a translation would give

o = @ ANnv((Dor — @) A(O0@ — Ooy)).

Indeed, on reflexive frames, the formulas Ul¢s — @ and U@ — U@y are valid, and therefore ¢; is
equivalent to @, which is K-satisfiable. This was not an issue in Subsection as the finiteness of
the paths in a model cannot be expressed without recursion.

One would then naturally wonder whether conjoining over sub(@;) in the translation would make a
difference. The answer is affirmative, as the tranlation

(pfAInv< A Oy — t//)

wesub(¢y)

would then yield a formula that is not satisfiable. However, our constructions would not work to prove
that such a translation preserves satisfiability. For example, consider uX.Cl(p — (r A (¢ — X))), whose
translation is satisfied on a pointed model that satisfies at the same time p and g. We invite the reader to
verify the details.

The only case where the approach that we used for the logics without recursion can be applied is for
the case of seriality (condition D), as Inv({(a)tt) directly ensures the seriality of a model.

Translation 2.
F (@) = @ Nnv( /\ (a)tt).

acA

Theorem 10. Let A C AG and |AG| = k, and let L be a logic, such that L(o) =D when o € A, and K
otherwise. Then, @ is L-satisfiable if and only if F¥" (@) is K| -satisfiable.

For the cases of reflexivity and transitivity, our simple translations substitute the modal subformulas
of a formula to implicitly enforce the corresponding condition.

Translation 3. The operation Fg“ (—) is defined to be such that
« FI'([ad)o) = [a]FY" (9) AFL" (9);
« F' () @) = ()F5" () VFL (9);
* and it commutes with all other operations.

Theorem 11. Let 0 # A C AG, and let Ly, L, be logics, such that L (o) = Ly(a) + T when o € A, and
L, () otherwise, and Ly () at most includes frame condition D. Then, @ is L;-satisfiable if and only if
F1* (@) is Ly-satisfiable.
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Proof sketch. The “only if” direction is proven by taking the appropriate reflexive closure and showing
by induction that the subformulas of ¢ are preserved. O

Translation 4. The operation F4 (—) is defined to be such that
o FY ([]w) = ([ (FY (w),
« FY (o)) = Eve((a)(FY' (¥)),
« F4(—) commutes with all other operations.

Theorem 12. Let @ # A C AG, and let Ly, L; be logics, such that L(a) = La(ot) +4 when a € A, and
L,(a) otherwise, and L,(@) at most includes frame conditions D,T,B. Then, ¢ is L;-satisfiable if and
only if F¥' (@) is Ly-satisfiable.

Proof. 1f F4"(¢) is satisfied in a model M = (W,R,V), let M' = (W,R*, V), where R, is the transitive
closure of Rq, if & € A, and R}, = R, otherwise. It is now not hard to use induction on y to show that
for every (possibly open) subformula y of ¢, for every environment p, [Ff‘” (v).p] s =1lw,pl 4 The
other direction is more straightforward. O

In order to produce a similar translation for symmetric frames, we needed to use a more intricate
type of construction. Moreover, we only prove the correctness of the following translation for formulas
without least-fixed-point operators.

Translation 5. The operation F&" (—) is defined as

FY (@) =@ AInv([al(a)p A A\ (v — [a][al(p — w))),
yesub(e)

where p is a new propositional variable, not occurring in ¢.

Theorem 13. Let 0 # A C AG, and let Ly, Ly be logics, such that Li(a) = La(a) +B when a € A, and
L, () otherwise, and Ly (@) at most includes frame conditions D,T. Then, a formula ¢ that has no uX
operators is Ly-satisfiable if and only if FE‘“ (@) is Ly-satisfiable.

Remark 3. A translation for euclidean frames and for the full syntax on symmetric frames would need
different approaches. D’ Agostino and Lenzi show in [9]] that SSQ does not have a finite model property,
and their result can be easily extended to any logic L with fixed-point operators, where there are at least
two distinct agents a, 8, such that L(¢) and L(f3) have constraint B or 5. Therefore, as our constructions
for the translations to K,’: guarantee the finite model property to the corresponding logics, they do not
apply to multimodal logics with B or 5.

3.2 Embedding K"

In this subsection, we present translations from logics with fewer frame conditions to ones with more
conditions. This will allow us to prove EXP-completeness in the following subsection. Let p,g be
distinguished propositional variables that do not appear in our formulas. We let p range over p, —p,
pAg, pAN—q,and " pAg.

Definition 2 (function next). next(p Aq) = p A —q, next(p A—q) = “pAgq, and next(—=pA\q) = pNg;
and next(p) = —p and next(—p) = p.

We use a uniform translation from Kf to any logic with a combination of conditions D, T, B.
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Translation 6. The operation FX" (—) on formulas is defined such that:
¢ FE (o)) = A\s(F — () (next (7) A F (), i & € A;
o X ([0]y) = Ap(F > [l (next(P) — F¥* (y))), if a € A;
« FX"(—) commutes with all other operations.

We note that there are simpler translations for the cases of logics with only D ot T as a constraint,
but the FE“ (—) is uniform for all the logics that we consider in this subsection.

Theorem 14. Let 0 # A C AG, |AG| =k, and let L be such that L(a) includes only frame conditions
from D, T,B when o € A, and L(a) = K otherwise. Then, ¢ is Kf -satisfiable if and only if FE”((,D) is
L-satisfiable.

The proof of Theorem [14] can be found in [23]]. It is worth noting that the “if” direction uses the
symmetric closure to construct a new model, while the “only if” direction requires the introduction of
new states that behave as each original state in the model.

3.3 Complexity results

We observe that our translations all result in formulas of size at most linear with respect to the original.
The exceptions are Translations [I|and [5] which have a quadratic cost.

Corollary 15. If L only has frame conditions D, T, then its satisfiability problem is EXP-complete; if L
only has frame conditions D, T4, then its satisfiability problem is in EXP.

Proof. Immediately from Theorems and O

Corollary 16. If L only has frame conditions D,T,B, then
1. L-satisfiability is EXP-hard; and

2. the restriction of L-satisfiability on formulas without uX operators is EXP-complete.

Proof. Immediately from Theorems and O

4 Tableaux for Lf

We give a sound and complete tableau system for logic L. Furthermore, if L has a finite model property,
then we give terminating conditions for its tableau. The system that we give in this section is based on
Kozen’s tableaux for the p-calculus [21] and the tableaux of Fitting [16] and Massacci [24]] for modal
logic. We can use Kozen’s finite model theorem [21]] to help us ensure the termination of the tableau for
some of these logics.

Theorem 17 ( [21]). There is a computable x : N — N, such that every K;: -satisfiable formula ¢ is
satisfied in a model with at most x(|@|) statesJ)|

Corollary 18. If L only has frame conditions D, T,4, then there is a computable x : N — N, such that
every L-satisfiable formula @ is satisfied in a model with at most x(|@|) states.

713 . . ..
SThe tableau in [21] yields an upper bound of 227" for Ko(n), but that bound is not useful to obtain a “good” decision
procedure. The purpose of this section is not to establish any good upper bound for satisfiability testing, which is done in
Section[3}
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where, for rules (B) and (4), o.0(y) has already appeared in the branch; and for (D), & is not t-flat.

o.a(y) [a]e o.a(y) ()¢ c.a(y) [a]e o [a]e
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where, for rule (B55), 6.0(y’) has already appeared in the branch; for rule (D5), & is not a-flat, and
o (a)@ does not appear in the branch; for rule (D55), o (@)@ does not appear in the branch.

Table 2: The tableau rules for L = LY

Proof. Immediately, from Theorems and[12] and Lemma(7] O

Remark 4. We note that not all modal logics with recursion have a finite model property — see Remark 3]

Intuitively, a tableau attempts to build a model that satisfies the given formula. When it needs to
consider two possible cases, it branches, and thus it may generate several branches. Each branch that
satisfies certain consistency conditions, which we define below, represents a corresponding model.

Our tableaux use prefixed formulas, that is, formulas of the form & ¢, where ¢ € (AG x L)* and
¢ € L; o is the prefix of @ in that case, and we say that ¢ is prefixed by 0. We note that we separate
the elements of ¢ with a dot. We say that the prefix o is ct-flat when o has axiom 5 and 0 = ¢o’. ot (y)
for some y. Each prefix possibly represents a state in a corresponding model, and a prefixed formula
o ¢ declares that ¢ is satisfied in the state represented by . As we will see below, the prefixes from
(AG x L)* allow us to keep track of the diamond formula that generates a prefix through the tableau rules.
For agents with condition 5, this allows us to restrict the generation of new prefixes and avoid certain
redundancies, due to the similarity of euclidean binary relations to equivalence relations [|18},25]].

The tableau rules that we use appear in Table [2| These include fixed-point and propositional rules,
as well as rules that deal with modalities. Depending on the logic that each agent « is based on, a
different set of rules applies for a: for rule (d), L(a) must have condition D; for rule (t), L(o) must
have condition T’; for rule (4), L(a) must have condition 4; for rule (B5), (D5), and (D55), L(c) must
have condition 5; for (b) L(a) must have condition B; and for (b4) L(c) must have both B and 4. Rule
(or) is the only rule that splits the current tableau branch into two. A tableau branch is propositionally
closed when o £f or both o p and ¢ —p appear in the branch for some prefix o. For each prefix o that
appears in a fixed tableau branch, let (o) be the set of formulas prefixed by & in that branch. We use
the notation o < ¢’ to mean that 6’ = ¢.6" for some ¢, in which case ¢ is an ancestor of ¢".

We define the relation 2> on prefixed formulas in a tableau branch as ¥ B 12, if % is a tableau

. x Tt . X X*. .
rule and % is not of the form o Y, where X < Y; then, — is the transitive closure of — and — is its
: o . . X .
reflexive and transitive closure. We can also extend this relation to prefixes, so that ¢ = ¢’, if and only
. X . .X .
if o y = o’ v/, for some y € ®(0) and y' € ®(0’). If in a branch there is a —-sequence where X is
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a least fixed-point and appears infinitely often, then the branch is called fixed-point-closed. A branch is
closed when it is either fixed-point-closed or propositionally closed; if it is not closed, then it is called
open.

Now, assume that there is a K : N — N, such that every L-satisfiable formula ¢ is satisfied in a model
with at most k(|@|) states. An open tableau branch is called (resp. locally) maximal when all tableau
rules (resp. the tableau rules that do not produce new prefixes) have been applied. A branch is called
sufficient for ¢ when it is locally maximal and for every ¢ v in the branch, for which a rule can be
applied and has not been applied to ¢ y, |o| > |AG|- 1<(|(,D|)‘9°‘2 -22l91+1 " A tableau is called maximal
when all of its open branches are maximal, and closed when all of its branches are closed. It is called
sufficiently closed for ¢ if it is propositionally closed, or for some least fixed-point variable X, it has

a 1>—pa‘[h, where X appears at least x(|@|) + 1 times. A sufficient branch for ¢ that is not sufficiently
closed is called sufficiently open for ¢.

A tableau for ¢ starts from € ¢ and is built using the tableau rules of Table 2] A tableau proof for ¢
is a closed tableau for the negation of ¢.

Theorem 19 (Soundness, Completeness, and Termination of thl -Tableaux). From the following, the first
two are equivalent for any formula ¢ € L and any logic L. Furthermore, if there is a k : N — N, such
that every L-satisfiable formula @ is satisfied in a model with at most k(|@|) states, then all the following
are equivallent.

1. @ has a maximal L-tableau with an open branch;
2. @ is L-satisfiable; and
3. @ has an L-tableau with a sufficiently open branch for .

Proof sketch. The direction from 1 to 2 uses the usual model construction, but where one needs to take
into account the fixed-point formulas; the direction from 2 to 3 uses techniques and results from [21}28]],
including Corollary |18} and the direction from 3 to 1 shows how to detect appropriate parts of the branch
to repeat until we safely get a maximal branch. O

Corollary 20. L-tableaux are sound and complete for L.

Example 3. Let AG = {a,b} and L be a logic, such that L(a) = K* and L(b) = K5*. Let

@1 = (pA(a)p) ApX.(=pV [a]X) and @2 = (b)p N X ([bl=pV [D])X.

As we see in Figure 2] the tableau for ¢; produces an open branch, while the one for ¢, has all of its

D ¢
branches closed, the leftmost one due to an infinite —-sequence.

5 Conclusions

We studied multi-modal logics with recursion. These logics mix the frame conditions from epistemic
modal logic, and the recursion of the u-calculus. We gave simple translations among these logics that
connect their satisfiability problems. This allowed us to offer complexity bounds for satisfiability and to
prove certain finite model results. We also presented a sound and complete tableau that has termination
guarantees, conditional on a logic’s finite model property.
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£ (PPl ) X Cop LX) € (b)p A uX.((b]~pV [61X)
e uX-(opv alX) £ 1uX.(B1-pV [bIX)
e pAla)p e (b)p
o b(p) p )
f%{ 0 e bl-pviplx "
€ [a]X €—p ﬂ (B) ﬂ (B)
alp) p G X b(p) X ) b(p) —p
o x® blp) X-(Blp VIR
alp) 1X.(opVIaX) vip) IPlpVIPIX
alp) ~pvax " b<£p %b@x (85) bipfbgbﬂ];p (85)
alp) [aX  alp) —p EPIX o £
x b(p) X % b<pxﬂp

Figure 2: Tableaux for ¢; and ¢,. The dots represent that the tableau keeps repeating as from the identical
node above. The x mark represents a propositionally closed branch.

Conjectures and Future Work We currently do not posses full translations for the cases of symmetric
and euclidean frames. What is interesting is that we also do not have a counterexample to prove that the
translations that we already have, as well as other attempts, are not correct. In the case of symmetric
frames, we have managed to prove that our construction works for formulas without least-fixed-point
operators. A translation for euclidean frames and for the full syntax on symmetric frames is left as future
work. We know that we cannot use the same model constructions that preserve the finiteness of the
model as in Subection (see Remark 3)).

We do not prove the finite model property on all logics. We note that although it is known that
logics with recursion with at least two agents with either B or 5 do not have this property (see 3] [9]), the
situation is unclear if there is only one such agent.

We further conjecture that it is not possible to prove EXP-completenes for all the single-agent cases.
Specifically, we expect K4*-satisfiability to be in PSPACE, similarly to how K5"-satisfiability is in
NP [9]. As such, we do not expect Translation@ to be correct for these cases.

The model checking problem for the p-calculus is an important open problem. The problem does
not depend on the frame restrictions of the particular logic, though one may wonder whether additional
frame restrictions would help solve the problem more efficiently. We are not aware of a way to use our
translations to solve model checking more efficiently.

As, to the best of our knowledge, most of the logics described in this paper have not been explicitly
defined before, with notable exceptions such as [3}/9,|11]], they also lack any axiomatizations and com-
pleteness theorems. We do expect the classical methods from [[17,21,22]] and others to work out in these
cases as well. However it would be interesting to see if there are any unexpected situations that arise.

Given the importance of common knowledge for epistemic logic and the fact that it has been known
that common knowledge can be thought of as a (greatest) fixed-point already from [4}[19]], we consider
the logics that we presented to be natural extensions of modal logic. Besides the examples given in
Section [2| we are interested in exploring what other natural concepts can be defined with this enlarged
language.



Aceto et al. 47

References

(1]

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

Luca Aceto, Antonis Achilleos, Adrian Francalanza & Anna Ingdlfsdéttir (2020): The complexity of
identifying characteristic formulae. J. Log. Algebraic Methods Program. 112, p. 100529. Available at
https://doi.org/10.1016/3.jlamp.2020.100529.

Luca Alberucci & Alessandro Facchini (2009): The modal p-calculus hierarchy over restricted classes of
transition systems. The Journal of Symbolic Logic 74(4), p. 1367-1400, doi:10.2178/js1/1254748696.

Luca Alberucci & Alessandro Facchini (2009): The modal -calculus hierarchy over restricted classes of
transition systems. The Journal of Symbolic Logic 74(4), pp. 13671400, doii10.2178/js1/1254748696.

Jon Barwise (1988): Three views of common knowledge. In: Proceedings of the 2nd Conference on Theoret-
ical Aspects of Reasoning About Knowledge, TARK 88, Morgan Kaufmann Publishers Inc., San Francisco,
CA, USA, pp. 365-379. Available athttp://dl.acm.org/citation.cfm?id=1029718.1029753|
Patrick Blackburn, Johan van Benthem & Frank Wolter (2006): Handbook of Modal Logic. Studies in Logic
and Practical Reasoning 3, Elsevier Science.

Patrick Blackburn, Maarten de Rijke & Yde Venema (2001): Modal Logic. Cambridge Tracts in Theoretical
Computer Science, Cambridge University Press, doij10.1017/cbo9781107050884.

Laura Bozzelli, Bastien Maubert & Sophie Pinchinat (2014): Unifying Hyper and Epistemic Temporal Logic.
abs/1409.2711, doi;10.1007/978-3-662-46678-0_11. arXivi1409.2711l

Michael R. Clarkson & Fred B. Schneider (2010): Hyperproperties. Journal of Computer Security 18(6), p.
1157-1210, doi310.3233/JCS-2009-0393.

Giovanna D’ Agostino & Giacomo Lenzi (2013): On modal p-calculus in S5 and applications. Fundamenta
Informaticae 124(4), pp. 465—-482, doi:10.3233/FI1-2013-844,

Giovanna D’ Agostino & Giacomo Lenzi (2018): The -Calculus Alternation Depth Hierarchy is infinite over
finite planar graphs. Theoretical Computer Science 737, pp. 40-61, doi;10.1016/j.tcs.2018.04.009. Available
athttps://www.sciencedirect.com/science/article/pii/S0304397518302317,

Giovanna D’Agostino & Giacomo Lenzi (2010): On the U-calculus over transitive and finite transitive
frames. Theoretical Computer Science 411(50), pp. 4273-4290, doi:10.1016/j.tcs.2010.09.002. Available
athttps://www.sciencedirect.com/science/article/pii/S030439751000469X.

Giovanna D’Agostino & Giacomo Lenzi (2015): On the modal [-Calculus over finite symmetric graphs.
Mathematica Slovaca 65(4), pp. 731-746, doii10.1515/ms-2015-0052.

E Allen Emerson, Charanjit S Jutla & A Prasad Sistla (2001): On model checking for the p-calculus and its
fragments. Theoretical Computer Science 258(1-2), pp. 491-522, doi:10.1016/S0304-3975(00)00034-7.
Ronald Fagin, Joseph Y. Halpern, Yoram Moses & Moshe Y. Vardi (1995): Reasoning About Knowledge.
The MIT Press, doi:i10.755 1/mitpress/5803.001.0001.

Michael J. Fischer & Richard E. Ladner (1979): Propositional dynamic logic of regular programs. Journal
of computer and system sciences 18(2), pp. 194-211, doi:10.1016/0022-0000(79)90046-1.

Melvin Fitting (1972): Tableau methods of proof for modal logics. Notre Dame Journal of Formal Logic
13(2), pp. 237-247, doi310.1305/ndjfl/1093894722,

Joseph Y. Halpern & Yoram Moses (1992): A guide to completeness and complexity for modal logics of
knowledge and belief. Atrtificial Intelligence 54(3), pp. 319-379, doi:10.1016/0004-3702(92)90049-4.
Joseph Y. Halpern & Leandro Chaves Régo (2007): Characterizing the NP-PSPACE gap in the
satisfiability problem for modal logic.  Journal of Logic and Computation 17(4), pp. 795-806,
doi:10.1093/logcom/exm029,

Gilbert Harman (1977): Review of linguistic behavior by Jonathan Bennett. Language 53, pp. 417-424,
doii10.1353/1an.1977.0036.

Marcin Jurdzinski (1998): Deciding the winner in parity games is in UP N co-UP. Information Processing
Letters 68(3), pp. 119-124, doi{10.1016/S0020-0190(98)00150-1


https://doi.org/10.1016/j.jlamp.2020.100529
https://doi.org/10.2178/jsl/1254748696
https://doi.org/10.2178/jsl/1254748696
http://dl.acm.org/citation.cfm?id=1029718.1029753
https://doi.org/10.1017/cbo9781107050884
https://doi.org/10.1007/978-3-662-46678-0_11
https://arxiv.org/abs/1409.2711
https://doi.org/10.3233/JCS-2009-0393
https://doi.org/10.3233/FI-2013-844
https://doi.org/10.1016/j.tcs.2018.04.009
https://www.sciencedirect.com/science/article/pii/S0304397518302317
https://doi.org/10.1016/j.tcs.2010.09.002
https://www.sciencedirect.com/science/article/pii/S030439751000469X
https://doi.org/10.1515/ms-2015-0052
https://doi.org/10.1016/S0304-3975(00)00034-7
https://doi.org/10.7551/mitpress/5803.001.0001
https://doi.org/10.1016/0022-0000(79)90046-1
https://doi.org/10.1305/ndjfl/1093894722
https://doi.org/10.1016/0004-3702(92)90049-4
https://doi.org/10.1093/logcom/exm029
https://doi.org/10.1353/lan.1977.0036
https://doi.org/10.1016/S0020-0190(98)00150-1

48

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

Complexity through Translations for Modal Logic with Recursion

Dexter Kozen (1983): Results on the propositional [1-calculus. Theoretical Computer Science 27(3), pp.
333-354, doi:10.1016/0304-3975(82)90125-6.

Richard E. Ladner (1977): The computational complexity of provability in systems of modal propositional
logic. SIAM Journal on Computing 6(3), pp. 467-480, doi:10.1137/0206033\

Elli Anastasiadi Adrian Francalanza Anna Ing6lfsdéttir Luca Aceto, Antonis Achilleos: Complexity through
Translations for Modal Logic with Recursion. Available at http://icetcs.ru.is/movemnt/papers/
ComplexityTranslationsMLRecFullGand.pdfl

Fabio Massacci (1994): Strongly analytic tableaux for normal modal logics. In: CADE, pp. 723-737,
doi:10.1007/3-540-58156-1_52.

Michael C. Nagle & S. K. Thomason (1985): The extensions of the modal logic K5. Journal of Symbolic
Logic 50(1), pp. 102—-109, doi;10.2307/2273793,

Vaughan R. Pratt (1981): A decidable mu-calculus: Preliminary report. In: 22nd Annual Symposium on
Foundations of Computer Science (SFCS 1981), IEEE, doi:10.1109/sfcs.1981.4.

Mikhail Rybakov & Dmitry Shkatov (2018): Complexity of finite-variable fragments of propositional modal
logics of symmetric frames. Logic Journal of the IGPL 27(1), pp. 60-68, doi:10.1093/jigpal/jzy018|

Wieslaw Zielonka (1998): Infinite games on finitely coloured graphs with applications to automata on infinite
trees. Theoretical Computer Science 200(1-2), pp. 135-183, doi;10.1016/S0304-3975(98)00009-7.


https://doi.org/10.1016/0304-3975(82)90125-6
https://doi.org/10.1137/0206033
http://icetcs.ru.is/movemnt/papers/ComplexityTranslationsMLRecFullGand.pdf
http://icetcs.ru.is/movemnt/papers/ComplexityTranslationsMLRecFullGand.pdf
https://doi.org/10.1007/3-540-58156-1_52
https://doi.org/10.2307/2273793
https://doi.org/10.1109/sfcs.1981.4
https://doi.org/10.1093/jigpal/jzy018
https://doi.org/10.1016/S0304-3975(98)00009-7

Schema-Based Automata Determinization

Joachim Niehren Momar Sakho Antonio Al Serhali
Inria, France  Université de Lille Inria, France  Université de Lille Inria, France  Université de Lille
joachim.niehren@inria.fr momar .sakho@inria.fr antonio.al-serhali@inria.fr

We propose an algorithm for schema-based determinization of finite automata on words and of step-
wise hedge automata on nested words. The idea is to integrate schema-based cleaning directly into
automata determinization. We prove the correctness of our new algorithm and show that it is always
more efficient than standard determinization followed by schema-based cleaning. Our implemen-
tation permits to obtain a small deterministic automaton for an example of an XPath query, where
standard determinization yields a huge stepwise hedge automaton for which schema-based cleaning
runs out of memory.

1 Introduction

Nested words are words enhanced with well-nested parenthesis. They generalize over trees, unranked
trees, and sequences of thereof that are also called hedges or forests. Nested words provide a formal way
to represent semi-structured textual documents of XML and JSON format.

Regular queries for nested words can be defined by finite state automata. We will use stepwise
hedge automata (SHAs) for this purpose [19], which combine finite state automata for words and trees
in a natural manner. SHAs refine previous notions of hedge automata from the sixties [24} 9] in order to
obtain a decent notion of left-to-right and bottom-up determinism. They extend on stepwise tree automata
[8], so that they can not only be applied to unranked trees but also to hedges. Any SHA defines a forest
algebra [5] based on its transition relation. Furthermore, SHAs can always be determinized and have the
same expressiveness as (deterministic) nested word automaton (NWA) [[16, 16, [2, [21]]. Note, however, that
SHAs do not provide any form of top-down determinism in contrast to NWAs.

Efficient compilers from regular XPATH queries to SHAs exist [[19], possibly using NWAs as inter-
mediates [4} [17, [10]. Our main motivation is to determinize the SHAs of regular XPATH queries since
deterministic automata are crucial for various algorithmic querying tasks. In particular, determinism re-
duce the complexity of universality or inclusion checking from EXP-completeness to P-time, both for the
classes of deterministic SHAs or NWAs. In turn, universality checking is relevant for the earliest query
answering of XPath queries on XML streams [14]. Furthermore, determinism is needed for efficient
in-memory answer enumeration of regular queries [22].

Automata determinization may take exponential time in the worst case, so it may not always be
feasible in practice. For SHAs compiled from the XPATH queries of the XPathMark benchmark [12],
however, it was shown to be unproblematic. This changes for the XPATH benchmark collected by Lick
and Schmitz [15]: for 37% of its regular XPATH queries, SHA determinization does require more than
100 seconds, in which case it produces huge deterministic automata [[1]. An example is:

(QNT) /a/v//(x | @ | comment() | text())
This XPath query selects all nodes of an XML document that are descendants of a b-element below an

a-element at the root. The nodes may have any XML type: element, attribute, comment, or text. The
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nondeterministic SHA for QN7 has 145 states and an overall size of 348. Its determinization however
leads to an automaton with 10.005 states and an overall size of 1.634.122.

A kick-off question is how to reduce the size of deterministic automata. One approach beside of
minimization is to apply schema-based cleaning [19], where the schema of a query defines to which
nested words the query can be applied. Schemas are always given by deterministic automata while the
automata for queries may be nondeterministic. The idea of schema-based automaton cleaning is to keep
only those states and transition rules of the automaton, that are needed to recognize some nested word
satisfying the schema. The needed states and rules can be found by building the product of automata
for the query and the schema. For XPATH queries selecting nodes, we have the schema one* that states
that a single node is selected for a fixed variable x by any answer of the query. The second schema
expresses which nested words satisfy the XML data model. With the intersection of these two schemas,
the schema-based cleaning of the deterministic SHA for QN7 indeed has only 74 states and 203 rules.
When applying SHA minimization afterwards, the size of the automaton goes down to 27 states and 71
transition rules. However, our implementation of schema-based cleaning, runs out of memory for larger
automata with say more than 1000 states. Therefore, we cannot compute the schema-based cleaning
from the deterministic SHA obtained from QN7. Neither can we minimize it with our implementation
of deterministic SHA minimization. The question of how to produce small deterministic automaton for
queries as simple as QN7 thus needs a different answer.

Given the relevance of schemas, one naive approach could be to determinize the product of the au-
tomata for the query and schema. This may look questionable at first sight, given that the schema-product
may be bigger than the original automaton, so why could it make determinization more efficient? But
in the case of QN7, the determinization of the schema-product yields a deterministic automata with only
92 states and 325 transition rules, and can be computed efficiently. This observation is very promising,
motivating three general questions:

1. Why are schemas so important for automata determinization?
2. Can this be established by some complexity result?

3. Is there a way to compute the schema-based cleaning of the determinization of an SHA more
efficiently than be schema-based cleaning followed by determinization?

Our main result is a novel algorithm for schema-based determinization of NFAs and SHAs, that integrates
schema-based cleaning directly into the usual determinization algorithm. This algorithm answers ques-
tion 3 positively. Its idea is to keep only those subsets of states of the automaton during the determiniza-
tion, that can be aligned to some state of the schema. In our Theorem [2| we prove that schema-based
determinization always produces the same deterministic automaton than schema-free determinization
followed by schema-based cleaning. By schema-based determinization we could compute the schema-
based cleaning of the determinization of QN7 in less than three seconds. In contrast, the schema-based
cleaning of the determinization does not terminate after a few hours. In the general case, the worst
case complexity of schema-based determinization is lower than schema-less determinization followed
by schema-based cleaning.

We also provide a more precise complexity upper bound in Proposition[I3] Given an nondeterministic
SHA A let det(A) be its determinization, and given a deterministic SHA S for the schema, let A x S
the accessible part of the schema-product, and sclg(A) the schema-based cleaning of S with respect to
schema S. We show that the upper bound for the maximal computation time of sclg(det(A)) depends
quadratically on the number of states of S x det(A), which is often way smaller than for det(A) since
S is deterministic. This complexity result shows why the schema is so relevant for determinization
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(questions 1 and 2), and why computing the schema-based determinization is often more efficient than
determinization followed by schema-based cleaning (question 3).

To see that S x det(A) is often way smaller than det(A) for deterministic S we first note that der(A x
S) = det(A) x S since S is deterministic[]] So for the many states Q = {gi...g,} of det(A) there may
not exist any state s of S such that (Q,s) € det(A) x S, because this requires all states ¢; can be aligned
to s, i.e. that (g;,s) in A x S for all 1 <i < n. Furthermore, det(A) x S is equal to dets(A) x S, so that
det(A x S) = dets(A) x S. Hence any size bound for the schema-based determinization dets(A) implies a
size bound for the determinization of the schema-product. Also, in our experiments dets(A) x S is almost
by a factor of 2 bigger than dets(A). So the size of the determinization of the schema-product is closely
tied to the size of the schema-based determinization.

We also present a experimental evaluation of our implementation of schema-based determinization
of SHAs. We consider a scalable family of SHASs obtained from a scalable family of XPATH queries. Our
experiments confirm the very large improvement implied by the usage of schemas for determinization.
For this, we implemented the algorithm for schema-based SHA determinization in Scala. Furthermore,
we applied the XSLT compiler from regular forward XPATH queries to SHAs from [19], as well as the
datalog implementations of SHA minimization and schema-based cleaning from there.

A large scale experiment on practical XPATH queries was provided in follow-up work [1] where
schema-based algorithms were applied to the regular XPATH queries collected by Lick and Schmitz [[15]
from real word XQuery and XSLT programs. Small deterministic SHAs could be obtained by schema-
based determinization for all regular XPATH queries in this corpus. In contrast, standard determinization
in 37% of the cases fails with a timeout of 100 seconds. Without this timeout, determinization either runs
out of memory or produces very large automata.

QOutline. We start with related work on automata for nested words, determinization for XPATH queries
(Section [2)). In Section [3] we recall the definition NFAs and discuss how to use them as schemas and
queries on words. In Sectiond we recall schema-based cleaning for NFAs. In Section[5] we contribute
our schema-based determinization algorithm in the case of NFAs and show its correctness. In Section [6]
we recall the notion of SHAs for defining languages of nested words. In Section[7] we lift schema-based
determinization to SHAs. Full proofs can be found in the Appendix of the long version [20].

2 Related Work

We focus on automata for nested words, even though our results are new for NFAs too.

Nested word automata. As recalled in the survey of Okhotin and Salomaa [21], Alur’s et al. [2] NWAs
were first introduced in the eighties under the name of input driven automata by Mehlhorn [16]], and
then reinvented several times under different names. In particular, they were called visibly pushdown
automata [3]], pushdown forest automata [18]], and streaming tree automata [[13]. The determinization
algorithm for NWAs was first invented in the eighties by von Braunmiihl and Verbeek in the journal
version of [[6] and then rediscovered various times later on too.

Determinization algorithms. The usual determinization algorithms for NFAs relies on the well-known
subset construction. The determinization algorithms of bottom-up tree automata and SHAS are straight-
forward extensions thereof. The determinization algorithm for NWAs, in contrast, is more complicated,
since having to deal with pushdowns. Subsets of pairs of states are to be considered there and not

If {(q1,51)-..(qn,sn)} € det(A x S) then there exists a tree that can go into all states ¢ ...g, with A and into all states
$1,...5p with S. Since S is deterministic, we have s; = ...s,. So there exists a tree going into {qy,...,q, } With det(A) and also
into all s;. So ({g1,--.,qn},si) is a state of det(A) x S.
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Figure 1: The accessible determinization det(A) of NFA A.

only subsets of states as with the usual automata determinization algorithm. We also notice that general
pushdown automata with nonvisible stacks can even not always be determinized.

Application to XPATH. Debarbieux et al. [10] noticed that the determinization algorithm for NwAs
often behaves badly when applied to NWAs obtained from XPath queries as simple as //a/b. Niehren
and Sakho [[19] observed more recently that the situation is different for the determinization of SHAs: It
works out nicely for the SHA of //a/b and also for all other SHAs obtained by compilation from forward
navigational XPath queries in the XPathMark benchmark [12]. Even more surprisingly, the same good
behavior could be observed for the determinization algorithm of NWA when restricted to NWAs with the
weak-single entry property.

Weak single-entry NWAs versus SHAs. The weak-single entry property implies that an NFA cannot
memoize anything in its state when moving top-down. So it can only pass information left-to-right and
and bottom-up, similarly to an SHA. This property failed for the NWAs considered by Debarbieux et
al. and the determinization of their NWAs thus required top-down determinization. This quickly led to
the size explosion described above. One the other hand side, the weak single-entry property can always
be established in quadratic time by compiling NWAs to SHAs forth and back. Or else, one can avoid
top-down determinization all over by directly working with SHAs as we do here.

3 Finite Automata on Words, Schemas, and Queries

In this section, we discuss hwo to use NFAs for defining schemas and queries on words.
Let N be the set of natural numbers including 0. The set of words over a finite alphabet X is £* =

U X" A word (ay,...,a,) € X" is written as a; ...a,. We denote by € the empty word, i.e., the unique
neN

element of X2 and by wi -wy € X£* the concatenation of two words wy,w, € £*. For example, if £ = {a,b}
then aa-bb = aabb=a-a-b-b.

Definition 1. A NFA is a tuple A = (X, 2,A,1,F) such that 2 is a finite set of states, the alphabet ¥ is a
finite set, I, F C 2 are subsets of initial and final states, and A C 2 x L x 2 is the set of transition rules.

The size of a NFA is |A| = | 2| 4 |A|. A transition rule (¢,a,q') € A is denoted by ¢ = ¢’ € A. We
define transitions g = ¢ wrt A for arbitrary words w € Z* by the following inference rules:

g2 g5 q €A qo = g1 wrt A g1 22 go wrt A
gSgwrtA g5 g wrtA qo =2 g» wrt A

The language of words recognized by a NFA thenis Z(A) = {w € X* | ¢ 5 ¢ wrtA, g€ 1, ¢ € F}.
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fun det(A) =
let Store = hashset.new(®) and Agenda = list.new() and Rules = hashset.new(0)
if initt #0 then Agenda.add(init")
while Agenda.notEmpty() do
let Q=Agenda.pop()
let & be an empty hash table with keys from X.
// the values will be nonempty hash subsets of 24
for g% ¢ €A* such that geQ do
if h.get(a) =undef then h.add(a,hashset.new(0))
(h.get(a)).add(q")
for (a,Q') in htolist() do Rules.add(Q 2 Q')
if not Srore.member(Q’) then Store.add(Q') Agenda.push(Q’)
let inir?A) = {Q| Q € Store,QNinit* # 0} and F4) = {Q]| Q € Store,QNFA + 0}
return (X,Store.toSet(), Rules.toSet(),init?e!(A) pdet(A))
Figure 2: A program computing the accessible determinization of an NFA A from Figure
: Ay
O 0=0 ()= O
Figure 3: The NFA A for the regular expression Eigure 4 The  accessible ‘ determiniza-
(x+€).(r.a) tion det(Ag) up to the renaming of states

[{2,41/0,{2,3}/1,{2}/2,{3}/3].

A NFA A is called deterministic or equivalently a DFA, if it has at most one initial state, and for
every pair (¢,a) € 2 x X there is at most one state ¢’ € 24 such that ¢ % ¢/ € A*. Any NFA A can be
converted into a DFA that recognizes the same language by the usual subset construction. The accessible
determinization det(A) of A = (X, 24,A4, 14, F4) is defined by the inference rules in Figure|l| It works
like the usual subset construction, except that only accessible subsets are created. It is well known
that Z(A) = Z(det(A)). Since only accessible subsets of states are added, we have 24t4) C 22",
Therefore, the accessible determinization may even reduce the size of the automaton and often avoid the
exponential worst case where .29¢14) — 22",

Proposition 2 (Folklore). The accessible determinization det(A) of a NFA A can be computed in expected
amortized time O(| 29| |AY| +|A)).

Proof sketch. The algorithm for accessible determinization with this complexity is somehow folklore.
We sketch it nevertheless, since we need to refined it for schema-based determinization later on. A set
of inference rules for accessible determinization is given in Figure [1} and an algorithm computing the
fixed point of these inference rules is presented in Figure 2] It uses dynamic perfect hashing [[11] for
implementing hash sets, so that set inserting and membership can be done in randomized amortized time
O(1). The algorithm has a hash set Store to save all discovered states .29/() and a hash set Rules to
collect all transition rules. Furthermore, it has a stack Agenda to process all new states Q € 24(4) [

As a running example, we consider the NFA A for the regular expression (x+ €).(x.a)* that is drawn
as a labeled digraph in Figure [3} the nodes of the graph are the states and the labeled edges represent
the transitions rules. The initial states are indicated by an ingoing arrow and the final state are doubly
circled. The graph of the DFA det(A) obtained by accessible determinization is shown in Figure |4} It is
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:
D=0 &
0 X
Figure 5: The schema-based cleaning of det(A) Figure 6: Schema words-onef. with alpha-
with schema words-ones.. bet T {x}.

given up to a renaming of the states that is given in the caption. Note that only 4 out of the 23 = 8 subsets
are accessible, so the size increases only by a single state and two transitions rules in this example.

A regular schema over X is a DFA with the alphabet X. We next show how to use automata to define
regular queries on words. For this, any word is seen next next pext
as a labeled digraph. The labeled digraph of the o o o °
word aab, for instance, is drawn to the right. The st ‘ ¢ °
set of nodes of the graph is the set of positions of the word pos(w) = {0,...,n} where n is the length of
w. Position 0 is labeled by start, while all other positions are labeled by a single letter in X. A monadic
query function on words with alphabet X is a total function Q that maps some words w € X* to a subset
of position Q(w) C pos(w). We say that a position & € pos(w) is selected by Q if w € dom(Q) and
T eQ(w).

Let us fix a single variable x. Given a position 7 of a word w € £* let w x [ /x] be the word obtained
from w by inserting x after position 7. We note that all words of the form w * [7/x] contain a single
occurrence of x. Such words are also called V-structures where V = {x} (see e.g [23]).

The set of all V-structures can be defined by the schema words-one;. over Lt {x} in Figure @ It is
natural to identify any total monadic query function Q with the language of V-structures Lo = {w* [ /x] |
we X me Q(w)}. This view permits us to define a subclass of total monadic query functions by
automata. A (monadic) query automaton over X is a NFA A with alphabet £ {x}. It defines the unique
total monadic query function Q such that Lo = .2 (A) N.Z (words-oney,). A position 7 of a word w € L*
is thus selected by the query Q on w if and only if the V-structure w * [7r/x] is recognized by A, i.e.:

TeQ(w) e wxr/x] € L(A)

A query function is called regular if it can be defined by some NFA. It is well-known from the work
of Biichi in the sixties [[7] that the same class of regular query functions can be defined equivalently by
monadic second-order logic.

We note that only the words satisfying the schema words-ones. (the V-structures) are relevant for the
query function Q of a query automaton A. The query automaton Ag in Figure [3|for instance, defines the
query function that selects the start position of the words € and a and no other positions elsewhere. This
is since the subset of V-structures recognized by Ay is x + x.a. Note that the words € and xxa do also
belong to £ (Ay), but are not V-structures, and thus are irrelevant for the query function Q.

4 Schema-Based Cleaning

Schema-based cleaning was introduced only recently [19] in order to reduce the size of automata on
nested words. The idea is to remove all rules and states from an automaton that are not used to recognize
any word satisfying the schema. Schema-based cleaning can be based on the accessible states of the
product of the automaton with the schema. While this product may be larger than the automaton, the
schema-based cleaning will always be smaller.
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gel* sel’ gEFA scF5 (q,5)c 24
(q,5) €1V (g,5) € 2 (,5) € F*S

G peEN 51D s eNS (q1,51) € 24%5
(q1,51) = (q2,52) € AYS  (qa,57) € 245

Figure 7: Accessible product A x § = (X, 24%5 JAXS FAXS AAXS),

For illustration, the schema-based cleaning of NFA det(Ap) in Figure E] with respect to schema
words-oney, is given in Figure [S| The only words recognized by both det(Ag) and words-oney, are x
and xa. For recognizing these two words, the automaton det(Ag) does not need states 2 and 3, so they
can be removed with all their transitions rules. Thereby, the word xxa violating the schema is no more
recognized after schema-based cleaning, while it was recognized by det(Ag). Furthermore, note that the
state 0 needs no more to be final after schema-based cleaning. Therefore the word €, which is recog-
nized by the automaton but not by the schema, is no more recognized after schema-based cleaning. So
schema-based cleaning may change the language of the automaton but only outside of the schema.

Interestingly, the NFA Ag in Figure [3|is schema-clean for schema words-oney. too, even though it is
not perfect, in that it recognizes the words € and xxa which are rejected by the schema. The reason is
that for recognizing the words x and xa, which both satisfy the schema, all 3 states and all 4 transition
rules of Ay are needed. In contrast, we already noticed that the accessible determinization det(Ay) in
Figureis not schema-clean for schema words-ones.. This illustrates that accessible determinization does
not always preserve schema-cleanliness. In other words, schema-based cleaning may have a stronger
cleaning effect after determinization than before.

The schema-based cleaning of an automaton can be defined based on the accessible product of the
automaton with the schema. The accessible product A x S of two NFAs A and S with alphabet X is
defined in Figure [/l This is the usual product, except that only accessible states are admitted. Clearly,
ZL(AxS)=Z(A)NZL(S). Let II4(A x S) be obtained from the accessible product by projecting away
the second component. The schema-based cleaning of A with respect to schema S is this projection.

Definition 3. scls(A) =TII4(A x S).

The fact that A x S is restricted to accessible states matches our intuition that all states of sclg(A)
can be used to read some word in .Z(A) that satisfies schema S. This can be proven formally under the
condition that all states of A x § are also co-accessible. Clearly, scls(A) is obtained from A by removing
states, initial states, final states, and transitions rules. So it is smaller or equal in size |scls(A)| < |A| and
language .Z (scls(A)) C £ (A). Still, schema-based cleaning preserves the language within the schema.

Proposition 4 ([19]). L (A)NZL(S) = ZL(scls(A)) N Z(S).

Schema-clean deterministic automata may still not be perfect, in that they may recognize some words
outside the schema. This happens for DFAs if some state of is reached, both, by a word satisfying the
schema and another word that does not satisfy the schema. An example for a DFA that is schema-clean
but not perfect for words-ones. is given in Figure @ It is not perfect since it accepts the non V-structure
xaxa. The problem is that state 1 can be reached by the words a and xa, so one cannot infer from being
in state 1 whether some x was read or not. If one wants to avoid this, one can use the accessible product
of the DFA with the schema instead. In the example, this yields the DFA in Figure J]that is schema-clean
and perfect for words-ones.
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oo™y

Figure 8: A DFA that is Figure 9: The accessible

schema-clean but not perfect product with words-oney, is

for words-oney. schema-clean and perfect for
words-oney..

Figure 10: The dSHA oney.
with alphabet £ {x, —x}.

Proposition 5 (Folklore). For any two DFAs A and S with alphabet ¥ the accessible product A X S can
be computed in expected amortized time O(|24*5||Z| + |A] +1S]).

Proof. An algorithm to compute the fixed points of the inference rules for the accessible product A x S in
Figure[7|can be organized such that only accessible states are considered (similarly to semi-naive datalog
evaluation). This algorithm is presented in Figure It dynamically generates the set of rules Rules by
using perfect dynamic hashing [11]]. Testing set membership is in time O(1) and the addition of elements
to the set is in expected amortized time O(1). The algorithm uses a stack, Agenda, to memoize all new
pairs (q1,s1) € 245 that need to be processed, and a hash set Store that saves all processed states 24*5,
We aim not to push the same pair more than once in the Agenda. For this, membership to the Store is
checked before an element is pushed to the Agenda. For each pair popped from the stack Agenda, the
algorithm does the following: for each letter a € X it computes the sets Q = {¢2 | g1 — ¢2 € A*} and
R={sy]s1 = s, € A5} and then adds the subset of states of Q x R that were not stored in the hash
set Store to the agenda. Since A and S are deterministic, there is at most one such pair, so the time for
treating one pair on the agenda is in expected amortized time O(|X|). The overall number of elements in
the agenda will be |.245|. Note that Q and R can be computed in O(1) after preprocessing A and S in
time O(|A| + |S|). Therefore, we will have a total time of the algorithm in O(|24*5||Z| +|A| +|S|). O

Corollary 6. For any two DFAs A and S with alphabet ¥ schema-based cleaning scls(A) can be computed
in expected amortized time O(]| 25| |Z| + |A| + |S)).

Proof. By Definition [3] it is sufficient to compute the projection of the accessible product A x S. By
Proposition [5| the product can be computed in time O(|24*5||Z| + |A| +|S]). Its size cannot be larger
than its computation time. The projection can be computed in linear time in the size of A X S, so the
overall time is in O(| 25| |Z| + |A| + |S]) too. O

5 Schema-Based Determinization

Schema-based cleaning after determinization becomes impossible in practice if the automaton obtained
by determinization is too big. We therefore show next how to integrate schema-based cleaning into
automata determinization directly.

The schema-based determinization of A with respect to schema S extends on accessible determiniza-
tion det(A). The idea is to run the schema S in parallel with det(A), in order to keep only those state
0 € 2%t4) that can be aligned to some state s € 25. In this case we write Q ~ s.
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fun AxS =
let Store = hashset.new(®) and Agenda = list.new() and Rules = hashset.new(0)

if init ={qo} and inirS = {sg} then Agenda.add((qo,s0))
while Agenda.notEmpty() do

let (q1,s1) =Agenda.pop()
for acX do

let O={q|q1 S qeM} R={s;|s1 555 €A%}
for ¢ €Q and s; €R do

Rules.add((q1,s1) % (q2,52))
if not Srore.member((qz,s2))
then Store.add((qz,s2)) Agenda.push((qz,s2))
let init**S = {(qo,50) | (q0,50) € Store} and FA*S ={(q,s) | (q,5) € Store,q € FA,s € FS}
return (X, Store.toSet(),Rules.toSet (), init" S FAXS)

Figure 11: An algorithm computing the accessible product of DFAs A and S.
Qe IS ={s} Q~s QeFW  seFS  Qn~s
Q¢ Idetg(A) O~s Qe Qdels(A) Qe FdetS(A)
0450 eAed)  Ogrs  sSHTeAS
Q i> Q/ c Ade‘l‘s(A) Ql ~ S/

Figure 12: Schema-based determ. dets(A) = (L, 2%'s(A) Adets(4) [dets(4) pdeis(A)y,

The schema-determinization dets(A) is defined in Figure The automaton dets(A) permits to go
from any subset Q € 24(4) and letter a € ¥ to the set of states 0 = a2 (Q), under the condition that
there exists schema states s, s’ € 25 such that Q ~ s and s — . In this case Q' ~ s’ is inferred.
Theorem 1 (Correctness). dets(A) = scls(det(A)) for any NFA A and DFA S with the same alphabet.

The theorem states that schema-based determinization yields the same result as accessible deter-
minization followed by schema-based cleaning.
For the correctness proof we collapse the two systems of inference rules for accessible products and
projection into a single rule system. This yields the rule systems for schema-based cleaning in Figure[I3]
The rules there define the automaton EEIS (A), that we annotate with a hat, in order to distinguish it from
the previous automaton scls(A). The rules also infer judgements (g,s) € 27%5 that we distinguish by
a hat from the previous judgments (g,s) € 245 of the accessible product. The next proposition shows
that the system of collapsed inference rules indeed redefines the schema-based cleaning.

Proposition 7. For any two NFAs A and S with the same alphabet:

sclg(A) = scls(A)  and 2 = 9A%S

Proof of Correctness Theorem I} Instantiating the system of collapsed rules for schema-based cleaning
from Figure (13| with det(A) for A yields the rule system in Figure We can identify the instantiated
collapsed system for .;;lg(del‘(A)) with that for detg(A) in Figure , by identifying the judgements
(Q,s) € 2% (XS with judgments Q ~ s. After renaming the predicates, the inference rules for the
corresponding judgments are the same. Hence @S(det(A)) = detg(A), so that Proposition [7| implies
sclg(det(A)) = dets(A). O
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gel* scl’ qeFY sEFS (q,5) € 2MS
AS Pels() (g,5) € QAXS S Fels(4)
(q,5) € 2475 Gl gpeM 5155 €A (q1,51) € 24%S
qec Q‘Y/C\IS(A) q1 5 Q€ AS/C\IS(A) (q2,52) € QA;S

scls( )= (%, QVCIS( AS/C\IS(A) 7[S/C\ls(A)7FS/C\IS(1“))
Figure 13: A collapsed rule systems for schema-based cleaning ;c\lg(A).

fun detS(A,S) =
let Store = hashset.new(0) and Agenda = list.new() and Rules = hashset.new(0)
if initt £0 and inirS = {s9} then Agenda.add(init* ~ s;)
while Agenda.notEmpty() do

let (Q~s1)=Agenda.pop()
for acX do

let P={Q2 | 0 i>Q2 EAde[(A>} and R:{sz|s1 i>52€AS}
for 0P and s; €R do Rules.add(Q; i>Q2)

if not Store.member(Qy ~ s7)
then Store.add(Q» ~ sy) Agenda.push(Qs ~ s7)

let init’sA) ={Q|Q ~ s € Store,QNinit* # 0} and Fis4) = [Q| Q ~ s Store, QNFA # 0}
return (X,Store.toSet(), Rules.toSet(), init%e's(A) | pdets(A))

Figure 14: An algorithm for schema-based determinization dets(A) of an NFA A and a DFA schema S.

Proposition 8. The schema-based determinization dets(A) for a NFA A and a DFA S over X can be
computed in expected amortized time O(| 29A)%S||| 4| 2%!sA) || AL + |A| +|S]).

Proof. An algorithm computing the fixed points of the inference rules of schema-based determinization
from Figure [12]is given in Figure It refines the algorithm computing the accessible product with
on-the-fly determinization and projection.

On the stack Agenda, the algorithm stores alignments Q ~ s such that (Q,s) € 29(4)*S that were not
considered before. Transition rules of dets(A) are collected in hash set Rules, using the dynamic perfect
hashing aforementioned. The alignments Q; ~ s; popped from the agenda are processed as follows: For
any letter a € X, the sets R = {Q | Q1 = Qr € A% MY and P = {55 | s1 % 5, € A5} are computed. One
then pushes all new pairs Q> ~ s, with Q> € P and s, € R into the agenda, and adds Q; N 0 to the set
Rules. Since S and det(A) are deterministic there is at most one pair (Q,s) € P x R for Q; and s;. So
the time for treating one pair on the agenda is in O(|X|) plus the time for building the needed transition
rules of det(A) from A on the fly. The time for the on the fly computation of transition rules of det(A) is
in time O(|.29'sA)||A%|). The overall number of pairs on the agenda is at most | .29(4)%5| 5o the main
while loop of the algorithm requires time in O(|.29¢(4)%5||£|) apart from on the fly determinization. []

By Proposition [2, computing det(A) requires time O(|.29¢/A)| |A%| + |A|). Therefore, with Propo-
sition [3| the accessible product det(A) x S can be computed from A and S in time O(]29(4)*S||| 4
|24t (A)| | A4| 4 |A|+]S]). Since 24¢!s(4) C 99eU4) the proposition shows that schema-based determiniza-
tion is at most as efficient in the worst case as accessible determinization followed by schema-based
cleaning. If | .29(A)x5||z| < | 29U4)||A4] then it is more efficient, since schema-based determinization
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Qe sef QeF W) seFS (Q,s)€ 2dA)xS
Oec Jscls(det(A)) (0,5) € gder(A)%S Oec scls(det(A))
(Q,5) € QWS 0, 5 0, €AMW 5y L5 €85 (Q,51) € 27N
Oec gscls(det(A)) 0% 0, ¢ Ascls(det(A)) (02,5) € gdet(A)xS

;c?ls(det(A)) = (%, QSACls(d“(A))7ASACls(d€f(A))’[SACls(d€’(A))7FSACls(det(A)))

Figure 15: Instantiation of the collapsed rules for schema-based cleaning from Figure |13|with det(A).

avoids the computation of det(A) all over. Instead, it only computes the accessible product det(A) x S,
which may be way smaller, since exponentially many states of det(A) may not be aligned to any state of S.
Sometimes, however, the accessible product may be bigger. In this case, schema-based determinization
may be more costly than pure accessible determinization, not followed by schema-based cleaning.

6 Stepwise Hedge Automata for Nested Words

We next recall SHAs [19] for defining languages of nested words, regular schemas and queries. Nested
words generalize on words by adding parenthesis that must be well-nested. While containing words
natively, they also generalize on unranked trees, and hedges. We restrict ourselves to nested words with
a single pair of opening and closing parenthesis ( and ). Nested words over a finite alphabet X of internal
letters have the following abstract syntax.

ww €My = glalw)|w-w where a € X 0 e 0
We assume that concatenation - is associative and that the empty word € is a neutral "\ YN
element, that is w- (W -w") = (w-w')-w” and € -w =w = w-¢€. Nested words can a () d
be identified with hedges, i.e., words of unranked trees and letters from X. Seen as a \
graph, the inner nodes are labeled by the tree constructor () and the leafs by symbols b

in X or the tree constructor. For instance (a- (b)-€)-c- (d- (€)) corresponds to the hed-

ge on the right. A nested word of type free has the form (4). Note that dangling parentheses are ruled
out and that labeled parentheses can be simulated by using internal letters. XML documents are labeled
unranked trees, for instance: (a name = “uff”)(b)isgaga(d/){/b){c/){/a). Labeled unranked trees
satisfying the XML data model can be represented as nested words over an alphabet that contains the XML
node-types (elem,attr,text, ...), the XML names of the document (a, . ..,d,name), and the characters of
the data values, say UTF8. For the above example, we get the nested word (elem - a - (attr-name -u- f -
f)lelem-b-(text-i-s-g-a-g-a)(elem-d)){elem-c))

Definition 9. A SHA is a tuple A = (X, 2,A,1,F) where A = (A, @2, <>A) such that (£, 2,N I.F) is a
NFAa, <>A C 2 is a set of tree initial states and @* C 23 a set of apply rules.

SHAs can be drawn as graphs while extending on the graphs of NFAs. A tree initial state g € ()A is
drawn as a node % with an incoming tree arrow. An applyrule (¢1,q,q2) € @2 is drawn as a blue

edge 1> that is labeled by a state g € 2 rather than a letter a € X. It states that a nested word in
state g; can be extended by a tree in state g and become a nested word in state ¢».

For instance, the SHA oney. is drawn graphically in Figure It accepts all nested words over
Y w {x,—x} that contain exactly one occurrence of letter x. Compared to the NFA words-ones, (-} from
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i 0, € Qdet(A) 0, € Qdet(A)
0Y #0 0={dec2q1@q—q €A, g1 €01,q2€ %} #0
()AA c 9dei(A) 0,@0, — Q' € Ad“i(A) 0 € 9deld)

Figure 16: Accessible determinization det(A) lifted from NFAs to SHAs.

Figure El, the SHA ones. contains three additional apply rules (0,0,0), (0,1,1), (1,0,1) € @™ for
reading the states assigned to subtrees. The state O is chosen as the single tree initial state.

Transitions for NFAs on words can be lifted to transitions for SHAs of the form g — ¢’ wrt A where
w € A5 and q,q¢ € 2. For this, we add the following inference rule to the previous rules for NFAs:

A

q € ¢ S qwitA  (q1,9.92) € @

q1 ﬂ>qz wrt A

The rule says that a tree (w) can transit from a state g to a state g5 if there is an apply rule (¢1,¢,¢>) € @*
so that w can transit from some tree initial state ¢’ € ()A to g. Otherwise, the language .Z'(A) of nested
words accepted by a SHA A is defined as in the case of NFAs.

Definition 10. A SHA (X, 2,A,1,F) is deterministic or equivalently a dSHA if it satisfies:
« I and ()* both contain at most one element,
 a” is a partial function from 2 to 2 for all a € ¥, and
« @2 is a partial function from 2 x 2 to 2.

Note that if A is a dSHA and A = (A", @2, ()*) then A’ = (£, 2,A’,I,F) is a DFA. Conversely any
DFA A’ defines a dSHA with @2 = 0 and I = 0. For instance, the SHA oney. in Figure (10| contains the
DFA words-oney,,,,_ , from Figure |§|Zwith ¥ instantiated by X {x}.

A schema for nested words over X is a dSHA over X. Note that schemas for nested words generalize
over schemas of words, since dSHAs generalize on DFAs. The rules for the accessible determinization
det(A) of a SHA A in Figure [16|extend on those for NFAs in Figure |1} As for words, det(A) is always
determinstic, recognizes the same language as A, and contains only accessible states. The complexity of
accessible determinization in case of SHA go similarly to DFA, however, the apply rules will introduce
quadratic factor in the number of states.

Proposition 11. The accessible determinization of a SHA can be computed in expected amortized time
O(| 2% W |4+ |A]).

The notions of monadic query functions Q can be lifted from words to nested words, so that it selects
nodes of the graph of a nested word. For this, we have to fix one of manner possible manners to define
identifiers for these nodes. The set of nodes of a nested word w is denoted by nod(w) C N.

For indicating the selection of node 7 € nod(w), we insert the variable x into the sequence of letters
following the opening parenthesis of 7. If we don’t want to select 7, we insert the letter —x instead. For
any nested word w with alphabet X, the nested word w[r/x] obtained by insertion of x or —x at a node
7 € nod(w) has alphabet Xt {x, —x}. As before, we define Lo = {w*[/x] |we Az, T € Q(w)}.

The notion of a query automata can now be lifted from words to nested words straightforwardly: a
query automaton for nested words over ¥ is a SHA A with alphabet X U {x, —x}. It defines the unique
total query Q such that Lo = Z(A) N2 (oney,).
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Figure 17: Lifting accessible products to SHAs.
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Figure 18: Extension of schema-based determinization to SHAs.

7 Schema-Based Determinization for SHAs

We can lift all previous algorithms from NFAs to SHAs while extending the system of inference rules.
The additional rules concern tree initial states, that work in analogy to initial states, and also apply rules
that works similarly as internal rules. The new inference rules for accessible products A x § are given
in Figure[17]. As before we define sclg(A) = II4(A x S). The rules for schema-based determinization
dets(A) are extended in Figure The complexity upper bound, however, now becomes quadratic even
with fixed alphabet:

Proposition 12. IfA and S are dSHAs then the accessible product A x S and the schema-based cleaning
scls(A) can be computed in expected amortized time O(| 2475 + | 25| |E| + |A| +S]).

Theorem 2 (Correctness). dets(A) = sclg(det(A)) for any SHA A and dSHA S with the same alphabet.

Proposition 13. The schema-based determinization dets(A) of a SHA A with respect to a dSHA S can
be computed in expected amortized time O(| 29 *S|2 | QdtA)XS| || 4| Qdets(A)|2 | AA| 1 |A| +|S]).

The proof of Theorem [2| extends on that for NFAs (Theorem |I)) in a direct manner. Proposition
[13] follows the result in Proposition [§] with an additional quadratic factor in the size of states of the
product det(A) x S and the states of the schema-based determinized automaton. This is always due to the
apply rules of type .2°. By Propositions |1 1{and [12, computing scls(det(A)) by schema-based cleaning
after accessible determinization needs time in O(|.29A4)*S|2 4| @det(A)xS| || 1 | 9detld) 2 |AA| 4 |A| +
IS]). This complexity bound is similar to that of schema-based determinization from Proposition
Since 2%s(4) C @det4)  proposition |13| shows that the worst case time complexity of schema-based
determinization is never worse than for schema-based cleaning after determinization.

8 Experiments

In this section, we present an experimental evaluation of the sizes of the automata produced by the
different determinization methods. For this, we consider a scalable family of SHAs that is compiled from
the following scalable family of XPATH queries where n and m are natural numbers.

(Qn.m) //*[self::a0 or ... or self::an]
[descendant: :*[self::b0 or ... or self::bm]]
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Figure 19: A schema for the intersection of XML data model with one*.

Query Qn.m selects all elements of an XML document, that are named by either of a0, ..., an and have
some descendant element named by either of b1, ..., bm. We compile those XPATH queries to SHAs
based on the compiler from [19]]. As schema S, we chose the product of the dSHA one* with a dSHA for
the XML data model given in Figure [I9] Beside the concepts presented above, this SHA also has typed
else rules. Actually, we use a richer class of SHAs in the experiments, which is converted back into the
class of the paper when showing the results (except for else rules and typed else rules).

The results of our experiments are summarized in Table 20| For each automaton we present two
numbers, size(#states), its size and the number of its states. Unless specified otherwise, we use a timeout
of 1000 seconds whenever calling some determinization algorithm. Fields of the table are left blank
if an exception was raised. This happens when the determinization algorithm reached the timeout, the
memory was filled, or the stack overflowed. We conducted all the experiments on a Dell laptop with the
following specs: Intel® Core™ i7-10875H CPU @ 2.30 GHz,16 cores, and 32 GB of RAM.

The first column A of Table 20]reports on the SHAs obtained from the queries Qn.m, by the compiler
from [19] that is written in XSLT. The second column det(A) is obtained from SHA A by accessible
determinization. The blank cell in column det(A) for query Q4.4 was raised by a timeout of the deter-
minization algorithm. As one can see, this happens for all larger pairs (n,m). Furthermore, it appears
that the sizes of the automata det(A) grow exponentially with n + m.

In the third column der(A x S), the determinization of the product is presented. It yields much
smaller automata than with det (A). For Q4.3 for instance, det (A) has size 53550 (2161) while det(A x S)
has size 5412 (438). The computation continues successfully until Q6.4. For the larger queries Q6.5
and Q6.6, our determinizer runs out of memory. The fourth column detg(A) reports on schema-based
determinization. For Q4.3 for instance we obtain 3534 (329). Here and in all given examples, both
measures are always smaller for detg(A) than for det(A x §). While this may not always be the case,
but both approaches yield decent results generally. The numbers for the dets(A) for Q6.6 are marked in
gray, since its computation took around one hour, so we obtain it only when ignoring the timeout. In
contrast to det (A x S), however, the computation of dets(A) did not run out of memory though. The fifth



Niehren, Sakho, and Al Serhali 63

’ H A ‘ det(A) det(A X S) detg(A) ‘ sclg( ‘ mini(det ‘ mini( ‘
det(A)) | (AxS)) | detg(A))
[[Q21 J[ 166(67) [ 1380(101) [ 540(92) [ 284(53) [ 284(53) | 160(43) [ 73(20) |
[[Q22 ][ 199(79) [ 3635(214) | 1488(167) | 830(106) | [ 162(@3) | 7520) |
[[Q23 ][ 232(0D) | 9574(471) | 4174(334) | 2424 (227) | [ 164@3) | 7720 |
[[Q24 ][ 265(i03) | 24813 (1052) | 11502(713) | 6826 (504) | [ 166(@3) | 7920) |
[(Q41 [[ 24095 [ 8020435 | 710(116) | 4I8(75) | [ 164 @3) [ 77(20) |
[Q42 ][ 287(110) | 20945(968) | 1944 (215) | 1220(152) | [ 166(@3) [ 7920) |
[[Q43 ][ 334(127) | 53550 (2161) | 5412(438) | 3534(329) | [ 168(@3) [ 81(20) |
[Q44 ][ 381(143) | [ 14794945 | 9856 (734) | [ 170(@3) | 83(20) |
[[Q61 J[ 314(123) | 48212(2113) | 880(140) | 552097) | [ 168(@3) [ 81 (20) |
[[Q62 ][ 375(143) | [ 2400(263) | 1610(198) | [ 170 (@3) | 83(20) |
[[Q63 ][ 436(163) | [ 6650(542) | 4644 (431) | [ 172@3) | 85(20) |
[[Q64 ][ 497(183) | [ 18086 (1177) | 12886 (964) | [ [ 8720 ]
[[Q65 ][ 558(203) | [ [ 34376 2169) | [ [ ]
[[Q6.6 [ 619(223) | [ [ 88666 (4862) | | T ]

Figure 20: Statistics of automata for XPATH queries: size(#states)

b0 bl b2 b3

1516 17 28

Figure 21: The automaton mini(dets(A)) of the query Q3.4.

column sclg(det(A)) contains the schema-based cleaning of det(A). This automaton is equal to dets(A)
by Correctness Theorem@ Nevertheless, this cell is left blank in all but the smallest case Q2.1, since our
datalog implementation of schema-based cleaning quickly runs out of memory for automata with many
states. The time in seconds that for determinization in der(A x S) and dets(A) grows in dependence of
the size of the output from 0.9 seconds until passing over the timeout.

In the last two columns for mini(det(A x S)) and mini(detS(A)) we report the sizes of the minimiza-
tion of det(A x S)) and dets(A). It turns out that mini(dets(A)) is always smaller than mini(det(A x S)),
if both can be computed successfully. An example of mini(dets(Q3.4)) is shown in Figure

Conclusion and Future Work

We presented an algorithm for schema-based determinization for SHAs and proved that it always pro-
duces the same results as determinization followed by schema-based cleaning. We argued why schema-
based determinization is often way more efficient than standard determinization, and why it is close in
efficiency to the determinization of the schema-product. The statements are supported by upper com-
plexity bounds and experimental evidence. The experimental results of the present paper are enhanced
by follow up work [1l]. They show that one can indeed obtain small deterministic automata based on
schema-based determinization of stepwise hedge automata for all regular XPATH queries in practice. We
hope that these automata are useful in the future for experiments with query answering.
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Generating Tokenizers with Flat Automata
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Nazarbayev University, Nur-Sultan City, Kazakhstan Nazarbayev University, Nur-Sultan City, Kazakhstan
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We introduce flat automata for automatic generation of tokenizers. Flat automata are a simple rep-
resentation of standard finite automata. Using the flat representation, automata can be easily con-
structed, combined and printed. Due to the use of border functions, flat automata are more compact
than standard automata in the case where intervals of characters are attached to transitions, and the
standard algorithms on automata are simpler. We give the standard algorithms for tokenizer construc-
tion with automata, namely construction using regular operations, determinization, and minimization.
We prove their correctness. The algorithms work with intervals of characters, but are not more com-
plicated than their counterparts on single characters. It is easy to generate C++ code from the final
deterministic automaton. All procedures have been implemented in C++ and are publicly available.
The implementation has been used in applications and in teaching.

1 Introduction

This paper is part of a project to obtain a programming language for the implementation of logical
algorithms. Logic is special because its algorithms operate on trees that have many different forms
with different subtypes. Algorithms need to distinguish the form of the tree, and take different actions
dependent on this form. Intended applications of our language are parts of theorem provers, or interactive
verification systems. For the interested reader, we refer to ([L1]]). Part of this project is to obtain a working
compiler. We have looked at existing tools for the generation of the parser and the tokenizer, but none
of them fulfilled our needs. In particular, there was no bottom-up parser generation tool available that
supports modern C* ™, and existing tokenizer generation tools are not flexible enough. Existing tokenizer
generators like LEX ([9]]) and RE2C ([3]]) generate the complete tokenizer, which makes them unsuitable
for our language. Our language uses Python-style indentation, which requires that the tokenizer must
generate a token when the indentation level changes. Detecting a change of indentation level is quite
complicated, and it cannot be represented by regular expressions. Lack of flexibility is a general problem,
for example C and C*™ require that the tokenizer has access to type information, so that different tokens
can be generated for identifiers that represent a type name or a template name. C*-11 allows use of
>> to close two template arguments at once (for example in std: : vector<std::pair<int,int>>.In
that case, >> must be tokenized as two separate >. In order to do this correctly, the tokenizer needs to
know if the parser is currently parsing a template argument.

In order to obtain the required flexibility, we created a new implementation that does not generate
the complete tokenizer, but which only cuts the input in small chunks, and classifies them by type. We
discuss details of our implementation in Section [8l In this paper, we concentrate on the representation
of finite automata used by our implementation. We use so-called border functions to represent interval-
based transitions. Instead of storing transitions of form ([0, 03], ¢), (for characters between o} and o3,
go to state g) we store only the points where the behavior of the transition changes, i.e. the borders, so
instead we store (07,q), (0 + 2,#), with # denoting ’getting stuck’. For every character, the transition

D. Della Monica and P. Ganty (Eds.): 13th International Symposium on © H. de Nivelle and D. Muktubayeva
Games, Automata, Logics and Formal Verification (GandALF 22) This work is licensed under the
EPTCS 370, 2022, pp. 66801 doi{10.4204/EPTCS.370.5 Creative Commons Attribution License.
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is determined by the greatest border that is not greater than the character itself. When implementing
transformations on automata, border functions are much easier to deal with than intervals, because there
is no need to distinguish between the beginning and the end of an interval. All that needs to be looked
at, are the borders.

In addition to the use of border functions, we store the automata in an array (vector) using relative
state references. This removes the need to represent automata as graphs, and the combinations that
correspond to regular operators become trivial. In most cases, the automata can be just concatenated
with the addition of a few € transitions.

These two modifications result in a representation that is easy to explain and implement, and whose
automata are easy to read. This is useful both for teaching and for debugging. Big automata representing
complete tokenizers tend to be local, and our transformations preserve this locality.

In general, our automaton representation is somewhat more complicated than the standard represen-
tation, some of the correctness proofs become a bit more complicated, but the operations themselves are
equally complicated. The extra effort in defining the automata and proving the operations correct pays
off when the automata are applied: The standard representation must be further adapted in order to make
it work in practice, while ours works without further adaptation. We have implemented flat automata in
C**, and the implementation is available from [12].

In the next section, we will define alphabets and border functions. In Section 3] we define acceptors,
which are automata that can only accept or reject. In Section 4] we explain how to obtain acceptors by
means of regular operations. We do not define regular expressions as separate entities, instead we directly
construct the automata. In Section [5] we define classifiers, which are obtained by pairing acceptors with
token names. In Section [0l we adapt the standard determinization procedure to automata with border
functions. The border functions make it possible to keep the algorithm simple. In Section [7] we adapt
state minimization to our representation of automata. The algorithm can be kept simple (as simple as for
single characters) because of the border functions. We use Hopcroft’s algorithm ([7]]) with an adaptation
of a filter from [10]. In Section[8 we draw some conclusions, and sketch possibilities for future work.

2 Preliminaries

We will assume that alphabets are well-ordered sets. In the usual case where the alphabet is finite, it is
sufficient that there exists a total order on the alphabet.

Definition 2.1 An alphabet is a pair (X,<), s.t. X is a non-empty set, and < is a well-order on X. We
define c; = min(X). If {c’ € £| ¢ < ¢'} is non-empty, then we write ¢! formin{c’ €X|c<'}.

As far as we know, all alphabets in use, including ASCII and Unicode ([3]) satisfy the requirements of
Definition [2.1l or can be adapted in such a way that they do.

Our aim is to define automata by means of intervals, because in practice, many tokens (like for
example numbers or identifiers) use intervals in their definitions. Another advantage of use of intervals
is that is becomes possible to use large alphabets, like Unicode.

Dealing with intervals becomes easier if one removes the distinction between start and end of interval.
This can be done by storing only the points where a new value starts, and creating a special value #
denoting 'not in any interval’. For example, when defining identifiers, one may want to define a transition
to some state ¢, for 6 € {A,...,Z} U{a,...,z}, because all letters usually behave the same. This can
be represented as { (A,q), (Z+ 1,#), (a,q), (z+ 1,#) }. Here A,Z+ 1,a,z+ 1 are the borders where the
behavior changes. In order to determine the transition for a given symbol one needs to find the largest
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border that is not greater than the symbol at hand. We will call a function, that is defined in this way, a
border function.

Definition 2.2 Let (X, <) be an alphabet, let D be an arbitrary, non-empty set. A border function ¢ on
(X,<) is a partial function from ¥ to D, defined for a finite subset of ¥, but at least for ¢ . We write
dom(@) for the set of symbols for which ¢ is defined. We call the set D the range of ¢. We will write
border functions as sets of ordered pairs, whenever it is convenient.

Definition 2.3 For a given 6 € X, we first define 6= = max{ ¢’ € dom(¢) | 6’ < o or 6’ = o }. After
that, we define 9= (o) = ¢(0=).

It can be easily checked that ¢=(c) always exists and is uniquely defined, because ¢ is finite and has c |
in its domain.

Definition 2.4 Let ¢; and ¢, be two border functions on the same alphabet (¥,<). We say that ¢; and
¢ are equivalent if for all 6 € X, ¢;(0) = ¢, (o).

We call ¢ minimal if there exists no equivalent ¢' C ¢. We define the minimization of ¢ as the C-minimal
border function that is equivalent to ¢.

Definition 2.4] uses the fact that border functions can be viewed as sets of ordered pairs. It can be easily
checked that border functions can be minimized. If ¢(0;) = ¢(02), and there is no 6’ with 01 < ¢’ < 0,
in the domain of ¢, then ¢ (0o, ) can be removed from ¢.

If for example both ¢(1) = ¢(3) =4, and 2 is not in the domain of ¢, then removing 3 from the
domain will not have effect on ¢=. Assume that £ = {—100,—99,...,99,100}. Assume that ¢ (—100) =
1, §(—4) =3, §(2) =8, and 9(6) =4, then 9=(—100) = 9=(—3) = —1, 9=(—4) = 6=(1) =3,
0=(2) = $=(5) =8, and 9=(6) = $=(100) = 4.

Definition 2.5 Let ¢; and ¢, be two border functions over the same alphabet (£, <). Let Dy be the range
of 91 and let D, be the range of ¢,. We define the product ¢; X ¢, as the border function

{(0,(97(0),65(0))) | o € dom(¢1) Udom(¢) }.
The range of ¢1 X ¢y is D X D;.

Definition 2.6 Let ¢ be a border function over alphabet (X,<). Let D be the range of ¢. Let f be a
function from D to some set D'. We define the application of f on ¢ as the minimization of

{(0,f(¢(0))) | o € dom(9) }.
We will write f(¢) for the application of f on ®.

3 Acceptors

We distinguish two types of automata which we call accepror and classifier. An acceptor can only
accept or reject a word, while a classifier is able to classify words. A complete tokenizer is a classifier,
while single tokens are defined by acceptors. A classifier is obtained by associating acceptors with token
classes.

Although acceptors can be directly defined in code through initializers, it is inconvenient to do this,
and we will construct them from regular expressions. We do not view regular expressions as indepen-
dently existing objects. Instead we view regular operators as operators that work directly on acceptors.
We have no data structure for regular expressions.
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Acceptors are standard finite automata. We represent them in such a way that the regular operations
are easy to present and to implement. In order to obtain this, we use a flat, linear representation which
we will introduce shortly. In the literature, finite automata are traditionally represented by graphs whose
vertices are states and whose edges are labeled with symbols. (See for example [[1, 14]). This is imple-
mentable, but we believe that our representation is simpler. There is no problem of memory management,
and printing automata is easy. When we print an automaton, the states are printed absolute instead of
relative.

Definition 3.1 Let (X, <) be an alphabet. An acceptor </ over X is a finite sequence

o = (A17¢1)7"'7(An7¢n) (n 20)7

where each A; C %, and each @; is a border function from ¥ to 2 U {#}.

Each A; denotes the set of epsilon transitions from state i, while each @; represents the set of non
epsilon transitions from state i.

We call of deterministic if all A; are empty. We often write ||.<7 || instead of n for the size of <7 .

We use the following conventions:

* # means that no transition is possible. Note that ¢ (o) = # should not be confused with "¢ (o)
is undefined’. Due to the use of border functions, one has to explicitly state that ¢ (o) has no
transition, because otherwise ¢=(o’) would ’inherit’ a transition from a ¢’ < ©.

* The initial state is always 1, and the accepting state is always n+ 1, just outside of the acceptor.

» State references in a A; or ¢; are always relative to i. That means that i itself is represented by 0,
i+ 11is represented by 1, while i — 1 is represented by —1, etc.

¢ There are no transitions to states < 2 or states > n+ 1.

Note that the last condition stipulates that the acceptor cannot return to the first state during a run. Most
of the constructions for combining acceptors become simpler with this condition. Forbidding transitions
to the initial state of an automaton is common in the literature, see for example [8]. An automaton with
this property is usually called committing.

In addition, it is usually required that there is exactly one accepting state, and that there are no transi-
tions going out of the accepting state. These conditions are automatically fulfilled by our representation.
Acceptors can be non-deterministic, but all non-determinism must be inside the A;, i.e. in the form of
e-transitions. All acceptors constructed by the regular operations of Section 4 have this form. If one
wants to represent a general non-deterministic automaton, one has to remove transitions from the same
state with overlapping intervals. For example, a state can have transitions to different states for the
intervals [a,...,z], and [a,...,d]. In this case, the original state can be split into two states connected by
an &-transition. During this process, the number of states and €-transitions can increase, but it will not
become more than the total number of borders in the step functions of the original automaton.

We will now formally define when <7 accepts a word w.

Definition 3.2 Let <7 be an acceptor over alphabet ¥. We define a configuration of </ as a pair (z,w),
with 1 <z < ||| and w € L*.
We define the transition relation - between configurations as follows:

o IfjeAjand w € £¥, then (i,w) F (i+ j,w).

« [fweX*, 6cX and -(0) = jwith j##, then (i,w) F (i+ j,wo), where ¢~(0) is the border
function of state i applied on ©.
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We define ' and * between configurations as usual.
We say that <7 accepts w € X* if (1,&) H* (|| ||+ 1,w).
We write £ (<) for the language {w € L* | o accepts w }.

Example 3.3 We give an acceptor that accepts standard identifiers (starting with a letter, followed by
zero or more letters, digits, or underscores). The first column, which numbers the states, is not part of
the automaton.

l: { } {(cl7#)7 (A7 1)7 (Z+17#)7 (a7 1)7 (Z+l7#)}
20 {1} {(c1,#),(0,0), (97,#), (4,0), ("1, #), (,0), (-*'.#), (a,0), (7', #)}

The initial state is 1. From state 2, there is one epsilon transition to state 2+ 1 = 3, which is the accepting
state. If 6 € {a,...,z} U{A,...,Z} U{_}, there is a transition from state 2 to state 2+0 = 2.

Example 3.4 The following acceptor accepts the reserved word "while”. The accepting state is 6.

1 {(cr#),(w. 1), (Wt #)}
20 {} Al (1), (" #)}
3: {} {(CLa#)7(iv )’(i-Hv#)}

40 A {len#)(

50 4 A{len#)(

It may seem from Examples and [3.4] that acceptors can be easily written by hand, but unfortunately
that is not the case in general, because one needs to know the order of the alphabet. One must remember
that upper case letters come before lower case letters in ASCII, and the relative positions of special
symbols. We initially thought that it would be doable, but it turned out impossible to write non-trivial
acceptors by hand. Despite this, automata are easily readable if one prints the states in transitions as
absolute, and uses the following printing convention: In the transition function, pairs of form (o,#)
where o is the successor of a symbol 7, are printed in the form (77! #). Without this convention, for
example (A,0),(Z*!,#) would be printed as (A,0), ([,#), which is a bit hard to read.

4 Obtaining Acceptors by Regular Operations

As explained below Example [3.4] writing down acceptors directly by hand is unpractical. The standard
approach in the literature and in existing systems, is to obtain automata by means of regular expressions
(|1 [14]]). We follow this approach, but we will not view regular expressions as independently existing
objects. Rather we define a set of regular operators on automata that construct acceptors at once.

Definition 4.1 Let (X,<) be an alphabet. In the current definition, we will construct border functions
with range {f,t}. We define ¢p = {(c.,f)}, and ¢y = {(0,t)}. We define

¢>c = if (0 = 01) then {(01,t)} else {(o1,f),(0,t)}.
Foro €X,let C~sc ={0' €X| 0’ > 0 }, the set of symbols greater than . We define
O<o = if (C>5 =0) then {(o,t)} else {(oL,t),(min(Css),f)}

We define ¢y Ny = 1(¢) X @), with 1((dy,dr)) = if (dy = tand d, = t) then telse £, and we define
-0 =N(9), with N(d) = if (d =t) then f else t. Other Boolean combinations, like ¢; U ¢, and ¢\ ¢
can be defined analogously.
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Definition 4.2 We define the following ways of constructing acceptors over ¥ :
* The acceptor o, which accepts exactly the empty word, is defined as ().

e Let fy be the function defined from fy(f) = #, and fy(t) = 1. Then, if ¢ is a border function with
range {f,t}, we define <7 9] as the acceptor (({ }, fu(9)). (We are using Definition[2.6] )

o/ |¢] accepts exactly the symbols (as words) for which ¢= returns t. Using .o7[¢], it is easy to construct
acceptors for Boolean combinations of intervals. For example, an acceptor that accepts exactly letters
can be defined as 7| (¢>4 N P<;) U (>4 N P<z) ]. An acceptor that accepts all letters except X can be
defined as &7[ ¢z N —(@>x N P<x) ]. The acceptor that accepts nothing can be defined as .o = o7 [¢y].

Definition 4.3 Let o7 = (A1, ®@1),..., (A, Py) and o' = (A, P)),..., (A}, P!,) be acceptors. We define
the concatenation <7 o &' as (A1, P1),...,(An, ®,), (A}, D)),..., (A, D).

Operation o simply concatenates acceptors.
Theorem 4.4 Let of) and /5 be acceptors. L () o 2h) = {wiwy | w) € L () and wy € L () }.

Proof
Throughout the proof, we define n; = || || and n, = ||.2%|.

Let w € £ (4 o w/). By definition, (1,€) F* (n; +ny + 1,w). There exists at least one prefix w’ of
w, s.t. (1,e) B* (n/,w') * (n1 +n2 + 1,w) having ' > n; because w itself satisfies this condition. Let
wi be the smallest such prefix. By the last condition of Definition n’ must be equal to n; + 1, hence
wy € Z(). Let wy be the rest of w, so we have w = wyw,. Because (n; + 1,w;) F* (n) +ny + 1,w),
it follows that (n; + 1,€) F* (n; +ny + 1,w,). Note that this sequence still uses .27} o 2%. Since 2 has
no transitions to states < 2, and all transitions originate from 2%, the configurations (n”,w”) in the
sequence (n; + 1,€) H* (n; +ny + 1,w,) must have n” > ny + 1. Since transitions are relative, we have
(1,8) F* (n2 + 1,W2) in &h.

Now assume that w; € £ (/) and wy € £ (). We have (1,€) H* (n1,w;) in &, and (1,€ F*
(n2,w2) in 4. The second sequence can be easily modified into (n; + 1,€) F* (n; +ny+ 1,wy) in &7 o
af>, which in turn can be modified into (n; + 1,w;) F* (n] +ny+ 1,wiws) in o) o 2.

Definition 4.5 We first define an operation that adds € transitions to an acceptor. Let &7 = (A1, ®y),...,
(An, D@y) be an acceptor. We define o7 {i —¢ j} as (A1, ®1),...,(AU{j—i},D)),...,(Ay, Py). We add
j—iinstead of just j to A; because transitions are relative.

The union 7} | <4 of </, and <5 is defined as

(oapoan){ 1-°|laal+2, |lal+1=° [l +]22]+2}.

In this definition, we use 2% as defined below Definition namely <% = ({ },{(c.,#)}). We prove
that union behaves as expected:

Theorem 4.6 For every two acceptors /) and <t5, we have L (<t | o) = L (o)) UL ().

Proof

As before, we use n| = ||« || and ny = ||.2%||. Assume that w € £ (< |%). By definition, (1,€) -*
(ny +ny +2,w). If state n; + 2 does not occur in this sequence, it must be the case that the state n; + 1
occurs in the sequence, because the accepting state is reachable only from n; 4+ 1 or from states >
ny +2.. This implies that w € .Z (<7} ). Similarly, if state n; +2 occurs in the sequence, then we note that
ny + 2 originates from the initial state of .2%. It follows that w € .Z(a%). As a consequence, we have
L(ah|ah) C L (V).
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Now assume that w € L () UL (eh). If we L (), we have (1,€) F* (n;+1,w) in <. In
o) | e, this sequence can be extended to (1,€) F* (n 4+ 1,w) - (n; +ny +2,w).

If we Z(oh), we have (1,€) F* (n; + 1,w) in 4. In o |9, this sequence becomes (1,¢€) -
(n1+2,€) F* (n; +ny+2,w). This implies that £ (o U o) C L ()| 9h).

Definition 4.7 The Kleene star o/ of <f is defined as
(elpodd octy){1—2,2 =% || +3, |||+2—°2}.
Theorem 4.8 For every acceptor < , the following holds:
w € L () iff there exist wy,...,wi (k >0), s.t. w=wiwy---wy and each w; € L ().

Proof
In this proof, let n = ||.<7||. First assume that (1,€) -* (n+ 3,w). By separating out the visits of state 2,
we can write this sequence in the following form:

(Le)F(2,e) F* (2,vi) F* (2,wa) F* - " (2vi—1) F* (2,m) F* (n+3,w),

where each subsequence * contains no visits to state 2. For simplicity, set vy = €. Then, for i with
1 <i <k, the word v;_ is a prefix of v;. For 1 <i < k, define the difference w; such that v;_; w; = v;.

By construction of .7, state 2 originates from the original acceptor <7. Hence (2,v;_1) F* (2,v;)
implies that (2,v;_) * (2+n,v;) b (2,v;). Since the sequence (2,v;_;) F* (2+n,v;) must be completely
within o7, it follows that w; € .Z’(.<7). For the final sequence (2, vx) F* (n+3,w), it can be easily checked
that the only transition to n+ 3 is an e-transition from state 2. Hence, we have (2,vx) F (n+3,w) and
vr = w. Since we have w = wy - - - wy, this completes one direction of the proof.

For the other direction, assume we have wy,...,wy, s.t each w; € £ (/) for some k > 0. By defini-
tion, we have (1,€) F* (n+ 1,w;) in <, which implies that for every word v/ € X*, we have (1,V') F*
(n+1,v'w;) in &

In o/*, we have (2,V') H* (n+2,v'w;). By combining and properly instantating the v/, we obtain

(178) F (278) H* (27W1) H* (27W1W2) AR (27W1W2"'Wk) t (n+37W1W2"'Wk)7

which completes the proof.

At this point, we can define all other common regular operations. For example </ can be defined as
a/ o.o/*, and 27" can be defined as o7 |.o7. Since direct construction results in slightly smaller acceptors,
we still give the following definitions:

Definition 4.9 Let <7 be an acceptor. We define the non-empty repetition /™ as
(ot oap){ 152, ||| +2-°2, ||| +2=° /]| +3}.

We define the optional expression «/° as /{1 —¢ ||| +1}.
The construction of .27’ relies on the fact that .27 is committing.

Theorem 4.10 For every acceptor <7 , the following holds:
w € L(F ) iff there exist wy,...,wi (k> 1), s.t. w=wiwy---wy and each w; € L (7).
L") =L (A)U{e}).
Instead of the automaton in example we can now write:

A [(G2a N O<) U (4 NP<z)] 0 [($2a N P<z) U (P24 N P<z) U (¢=0 N P<o) U (¢>_No<_)]"
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5 Classifiers

In order to obtain a complete tokenizer, it is not sufficient to accept or reject a given input. Instead one
must classify input into different groups. We call an automata that can classify a classifier. Contrary to
standard text books, like for example [14]], we define determinization and minimization on classifiers,
not on acceptors.

Definition 5.1 Let (X, <) be an alphabet. Let T be a non-empty set of token classes. A classifier over £
into T is a non-empty, finite sequence

€ = (A17¢17t1)7"-7(An7¢natn) (”2 1)7

where each A; C %, each §; is a border function from X to 2 U{#}, and each t; € T. We will often write
\|€ || for the size of €. We call € deterministic if all A; are empty.

For representing transitions, we use the same conventions as for acceptors, namely that transitions are
stored relative, and ¢;(0) = # means that no transition is possible. In contrast to acceptors, we allow
transitions to state 1, and we forbid transitions to state n+ 1. Intuitively, a classifier is a non-deterministic
automaton, which looks for the longest run possible, and classifies as #; when it gets stuck in state i. We
will make this more precise soon.

In order to obtain a classifier, we start with a trivial classifier that classifies every input as error
(actually, this classifier defines what is an error), and add pairs of acceptors and token classes.

We always assume that state 1 defines the error class. This is a reasonable choice, because no
classifier can classify € as a meaningful token.

Definition 5.2 Let T be a token class. Let e,t € T and let of = (A1,91),...,(An, ¢,) be an acceptor.
We define <7 [e,t] as the classifier (A1, ¢1,€),...,(An,0n,e), ({ },{(0L,#)},1), i.e. as the classifier that
classifies words accepted by <7 as t, and all other words as e.

Let e € T. We define 6, = ({ },{(0.,0)},e), i.e. as the classifier that classifies every word as e.

For a classifier € with first classification t,, acceptor <7, and t € T, we define €[t : < | as
C{1 =8 |€]+1 }od|r,t].
Here o denotes concatenation of acceptors.

The construction of €[ : </ | appends <7 to € in such a way that words accepted by .7 will be classified
as t. Since acceptors accept by falling out of the automaton, we need to add an additional state without
outgoing transitions, which will classify words that are able to reach it as . We also add an € transition
from the first state to the added acceptor. Words that cannot reach an accepting state of any of the
acceptors will be classified as #;, because the classification of the first state is used as error classification.

Example 5.3 Assume that we want to construct a classifier that classifies identifiers as I with the excep-
tion of ‘while’, which should be classified as W. Using the acceptors of Examples [3.3] and we can
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construct G| I : g, W : Dypite | as

1: {1,4} {(c.,0)} E
2: 0 {(ci,#), (A1), (Z1#), (a,1), (zF,#)} E
3: {1} {(Cla#)7(070)7 (9+17#)7(A70)7(Z+17#)7

(-,0), (-*1.#), (a,0), (z*'.#) } E
4: 0 {(cL,#)} I
5: 0 {(c,#),(w,1),(wt #)} E
6: 0 {(c,#),(h,1), (K1 #)} E
7: 0 {(c,#),6, 1), #)} E
8: 0 {(c,#),(,1),( 1 #)} E
9: 0 {(c,#),(e,1),(eT #)} E
10: 0 {(cL,#)} w

Without further restrictions, the classifier above can classify ‘while’ either as I or as W. In order to avoid
such ambiguity, we always take the classification of the maximal (using < on natural numbers) reachable
state that is not an error state. In the current case, after reading ’while’ the reachable states are 1,3,4 and
10. Since 10 is the maximal state and its label is not t; = E, the classifier classifies as W.

Other solutions for solving ambiguity do not work well. In particular using an order < on T is

unpleasant. If 7" is an enumeration type, it is difficult to control how 7' is ordered. If T is a string type,
its order is determined by the lexicographic order, and it is tedious to override it.
Before we can make classification precise, we need to introduce one technical condition. By default, the
first state defines the error state ;. If from the first state it is possible to reach a state i with #; # #, we
could possibly classify the word as non-error. Whenever we encounter such a situation in real, it is due
to a mistake, mostly due to writing .27* where <7+ would have been required. Hence, we will forbid such
automata.

Definition 5.4 A classifier € is well-formed if it does not allow a sequence (1,€) =* (i,€) with t; # ;.

The automaton in Example is well-formed. Changing #, into #, = I would make it ill-formed.
The following definition makes classification precise:

Definition 5.5 For classifiers, we define configurations as in Definition [3.21 We also define - and * in
the same way.

We define classification: Classifying a word w € L* means obtaining a maximal prefix w' of w that
is not classified as error (t1), together with the preferred classification of w'. Let € be a classifier, let
w € X*. Let w' be a maximal prefix of w, s.t. there exists a state i of € with (1,€) -* (i,w') and t; # 1.

If no such state i exists, then the classification of w equals (€,1;).

If such a state exists, assume that i is the largest state for which (1,€) F* (i,w') and t; # t,. In this
case, the classification equals (W', 1;).

6 Determinization

It is possible to run a non-deterministic classifier directly, but it is inefficient in the long run when
many input words need to be classified. As with standard automata, a non-deterministic classifier can
be transformed into an equivalent, deterministic classifier. The construction is almost standard (See for
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example [1} 8, [14]]), but there are a few differences: We perform the construction on classifiers instead
of acceptors, because that is what will be used in applications, and we get generalization to character
intervals for free, because of the use of border functions. The advantage of border functions is that there
is no need to distinguish between starts and ends of intervals. The only points that need to be looked at
are the borders. As a result the construction is only slightly more complicated than the standard approach,
while at the same time working in practice without adaptation. The following definition is completely
standard:

Definition 6.1 Let € be a classifier. Let S be a subset of its states. We define the closure of S, written as
CLOS%(S) as the smallest set of states S' with S C S', and whenever i € §' and j € A;, we have i+ j€ S'.

As said before, during determinization one only needs to consider the borders:

Definition 6.2 Let € be a classifier defined over alphabet (¥,<). Let S be a non-empty set of states of
€. We define
BORDy(S) = { o € L | 0 is in the domain of a ¢; withi € S }.

BORDy (S) is the set of symbols where the border function of one of the states in S has a border. These
are the points where ’something happens’, and which have to be checked when constructing the deter-
ministic classifier. In the classifier of Example[5.3] we have CLOS4 ({1}) = {1,2,5} and

BORDy ({1,2,5}) = {c1,A, Z"  a, w,w™, 21 }.

Before we describe the determinization procedure, we need a way of extracting classifications from sets
of states:

Definition 6.3 Let € be a classifier. Let S be a subset of its states. We define CLASS«(S) as follows:
If for all i € S, one has t; = t|, then CLASS4(S) = t,. Otherwise, let i be the maximal element in S for
which t; # t|. We define CLASS¢(S) =t;.
In example CLASS4(0) = CLASS«({1,2,3,5,6,7,8,9}) = E,  CLASS¢({4,6,7}) =1, and
CLASS#({3,4,10}) =W.

Now we are ready to define the determinization procedure. It constructs a deterministic classifier
Gaer from % .

Definition 6.4 The determinization procedure maintains a map H that maps subsets of states of € that
we have discovered into natural numbers. It also maintains a map S; that is the inverse of H, so we
always have Sg(s) = S.

1. Start by setting H( CLOS¢ ({1}) ) = 1, and by setting S = CLOS¢({1}).
Set Gaer = ().
As long as ||Gaet|| < |H||, repeat the following steps:
Let i = ||Caet|| + 1. Append ({ },{ },CLASS%(S;)) to et
For every 6 € BORDy (S;), do the following:
o LetS' = {s+¢=(0) | s € Sand 9= (o) # #}. (@ is the border function of state s.)
o IfS' =0, then extend ¢; by setting ¢;(G) = #. Skip the remaining steps.
Set §" = CLOSy(S").
* IfS" is not in the domain of H, then add H(S") = |H|| + 1 to H, and set S| 4+1 = S".
* At this point, we are sure that H(S") is defined. Extend ¢; by setting ¢;(c) = H(S").

AN S
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As usual, H and S can be discarded when the construction of %y is complete. It is easily checked that
% is deterministic, because all its A; are empty.

Theorem 6.5 Let % be a classifier that is well-formed, and e be the classifier constructed from € by
using the determinization procedure of Definition[6.4] For every word w € ¥* | if € classifies w as (w',1'),
and Gy, classifies w as (W",t"), then w' =w" andt' =1".

Proof

The proof is mostly standard, and we sketch only the points where it differs from the standard proof.
Because ¢ is well-formed, we have #; = 14,1, which means that both classifiers will use the same token
class as error class.

For every word w € £*, define the set R, = {r € {1,...,||€||} | (1,€) F* (w,r) }. These are the set of
states that classifier " can reach while reading w.

Also define the relation 8. (w, i) as (g,1) F* (w,i). (Classifier ¢y, reaches state i while reading w.)

It can be proven by induction, that

1. if R,, # 0, then &y, (w,i) implies i = H(R,,). If R,, = 0, then there is n0 i, S.t. Oz (W, ).
2. if R, # 0, then 84 (W, i) implies 74, ; = CLASS(R,,).

Now we can look at the classification of an arbitrary word w € *. If for all prefixes w' of w, we have
CLASS(R,/) =t1, then € will classify w as (0,#,). If for some prefix there exists an 7/, s.t. Sger(w', ')
holds, we have 74, 7 = CLASS(R,/) = t; by (2), so that CLASS(R,) = fge,1. It follows that €., also
classifies w as (0,1;).

If there exists a prefix w' of w for which CLASS(R,) # 11, then let w’ be the largest such prefix.
There exists exactly one 7', s.t. det(W',7’) holds, and by (2) again, we have 4, 7 = CLASS(R,), which
is not equal to #¢,1.

Because w' was chosen maximal, it follows that for all words w” # w' s.t. w' is a prefix of w”
and w” is a prefix of w, either we have R,» = @ or CLASS(R,») = t;. In both cases, there is no i, s.t.
(1,&) - (" ,w") and 14 in classifier €. In the former case, no i” exists exists at all, and in the latter
case, 8ger(w”,i") holds, and we have #4,, » = CLASS(R,») =1;.

As a consequence, both ¢ and %, will classify w as (w',CLASS(R,)).

7 State Minimization

It is well-known that for every regular language there exists a unique deterministic automaton with mini-
mal number of states (See [1]] Section 3.9, or [8] Section 4.4.3). The minimal automaton can be obtained
in time O(n.log(n)) from any deterministic automaton by means of Hopcroft’s algorithm ([7]).

Altough it probably has minimal impact on performance, minimization has a suprising effect on the
size of the classifier. It turns out that on classifiers obtained from realistic programming languages, the
number of states decreases by 30/40%.

It is straightforward to adapt Hopcroft’s algorithm to classifiers. We sketch the implementation
below. The algorithm takes a deterministic classifier ¢ as input, and constructs the smallest (in terms
of equivalence classes) partition on the states of &, s.t. i = j implies #; = ¢; and for every o € X,
i+¢=(0)=j+¢ jS(G). (We are implicitly assuming that # = # and # # i.) Once one has the partition,
the automaton can be minimized by selecting one state from each partition.

Definition 7.1 We use an array (Pi,...,P,) for storing the current state partition. We have \J,<;<, P, =
{L,..,|€||}andi# j= PNP;=0.
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In addition to the partition (Py,...,P,), we use an index map I that maps states to their partition, i.e.
for every state i (1 <i < ||€||), we have i € Py,.
The initial partition is obtained from a function f with domain {1,...,||€ ||} and arbitrary range.

States i and j are put in the same class iff f(i) = f(j).

We tried two initialization strategies: The first strategy is simply taking f(r) = t,, which means
that two states will be equivalent if they have the same classification. The second is an adaptation of a
heuristic in [10] that takes paths to possible future classifications into account. We discuss it in more
detail shortly.

Due to the use of border functions instead of intervals, Hopcroft’s algorithm needs only minor adap-
tation for classifiers in our representation. We give the algorithm:

Definition 7.2 First create an array B of back transitions. For every state i with 1 <i <||€||, B(i) is
the set of states that have a transition info i, i.e.

B(s) ={j| 1 < j<||€] s.t. there exists a c € L*, s.t. pj(0) ##and j+¢;j(0) =i}.

Construct the initial partition P = (Pi,...,P,) from the chosen initialization function f. Initialize the
index array I from P. Create a stack U = (1,..., p) of indices. The variable name U stands for unchecked.

1. As long as U is non-empty, pop an element from U, call it u, and do the following:
2. Construct S = J;ep, B(i). This is the set of states that have a transition into a state i € P,.

3. For every 6 € BORDy(S) do: Construct Fs = {i € S| ¢ (0) # #and i+ ¢~ (0) € P, }. Refine
P.1,U with Fg.
(Fs is the set of states whose G-transition goes into a state in P,)

The refinement operation is defined as follows: Assume that we want to refine P,1,U by a set of states F.
For every P, s.t. PNF £ 0 and P; Z F, do the following:

1. Construct N = P\F and replace P; by P;NF.

2. If this results in ||P;|| < ||N||, then exhange N and P,.

3. Append N to (Py,...,P,...,P,), and assign I(i) = p+1,fori € N.Add (p+1) to U.

The intuition of refinement is the fact that if some P; partially lies inside F and partially outside F, then
P; needs to be split.

When the final partition (Py,...,P,) has been obtained, it is trivial to construct the quotient classifier
2=%C/(P,....,P,).

It is essential that 1 € P; because Definition [5.1] and Definition treat ¢; as the error state. This
can be easily obtained by sorting (P, ...,P,) by their minimal element before constructing the quotient
classifier. An additional advantage of sorting is that it improves readability, because it preserves more of
the structure of the original classifier.

Both [2] and [13]] agree that U should be implemented as stack, as opposed to a queue.

Although Hopcroft’s algorithm is theoretically optimal, it can be improved by a preprocessing stage.
In the early stage of the algorithm, all states that classify as error will be in a single equivalence class.
This equivalence class is gradually refined into smaller classes dependent on possible computations orig-
inating from these classes. Although the number of steps is limited by the number of states in the class,
it may still be costly because the initial class is big.

The initial refinements can be removed by using a preprocessing stage. In [[10], a filter for simple,
deterministic automata is proposed that marks states with the shortest distance towards an accepting
state. This can be done in linear time. In order to adapt this approach to classifiers, one has to include
the accepted token in the markings.
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Definition 7.3 Let € be a classifier from alphabet (¥, <) into token set T. A reachability function p is a
total function from {1,...,||€} to partial functions from T to N .

Intuitively, p(7)(t) = n means that there exists a path of length n from i to a state j with #; =1¢.

Although theoretically, the total size of p could be quadratic in the size of %, in all cases that we
encountered, all states except for the initial state, can reach only a few token classes.

Our goal is to compute the optimal reachability function and use it to initialize the first partition. This
can be done with Dijkstra’s algorithm.

Definition 7.4 Start by setting p (i) = {(1;,0) }, for every state i that has t; # t|. (Every state can reach
its own classification in O steps.) Set p (i) = { } for the remaining states (that classify as error).
Create a stack U = (1,...,||€||) of unchecked states.

* While U is not empty, pick and remove a state from U, call it u, and do the following:
* Foreveryi € B(u), for every (t,n) € p(u) do the following: If p(i)(t) is undefined, insert (t,n+ 1)
10 p(i). Otherwise, if p(i)(t) = n', set p(i)(t) = min(n',n+1).
If this results in a change of p (i), then add i to U.
Using p to initialize the partition in Definition[Z.2l works well in practice. In most cases, the first partition

is also the final partition. We end the section with an example of a reachability function for a simple
classifier that classifies identifiers and the reserved word *for’:

Example 7.5 Consider the following deterministic classifier that classifies identifiers (for simplicity only
lower case and digits), and the reserved word 'for’:

120 {(c,#), (a,1), (f,2), (& 1), (z",#)} E
2: 0 {(ci,#),(0,2), (9" #), (a,3), (z".#)} I
3: 0 {(ci,#),(0,1), (97 #), (a,2), (0,3), (p,2), (z*,#)} I
4: 0 {(cL,#),(0,0), (9% #), (a,1), (" .#)} I
5: 0 {(CLv#)’(O’_l)’(g-Hv ),(d, )7(Z+1’#)} 1
6: 0 {(Clﬂ#)7(07_2)7(9+17#)7(a7—1)7(r71)7(57_1)7(z+17#)} 1
7: 0 {(ci,#),(0,-3),(9 %), (a,—2), (", #)} F

This classifier was constructed by the determinization procedure. If one initializes the partition with
f(i) = t;, the initial partition will be ({1},{2,3,4,5,6},{7}). The optimal reachability function has

p(1)= {(1.1), (F.3)}
p2)=p#)=p(5)= {0

p3)= {(1,1), (F.2)}
p(6) = {(£,1), (F,1)}
p(7): {(171)7(F70)}

The minimal classifier has 5 states, so the initial partition based on p is already the final partition.

8 Conclusions and Future Work

We have introduced a way of representing finite automata which uses relative state references and border
functions. Border functions make it possible to concisely represent interval-based transition functions.
Our representation is more complicated than the standard representation in text books (like [1, [14]])
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and the proofs are slightly harder, but the algorithms are not, and the representation can be used in
practice without further adaptation. We have implemented our representation and used it in practice. We
gave a presentation about it, together with our parser generation tool, at the C* Now conference. The
implementation is available from [12].

On the practical level, we make the threshold for using our automated tools as low as possible. In the
simplest case, one compiles the library, defines a classifier in code by means of regular expressions, and
calls a default function for classification. Constructing classifiers in code has the advantage that the user
does not need to learn a dedicated syntax, and that construction of classifiers has full flexibility.

Our implementation does not construct a complete tokenizer. This is important, because in our
experience this is the obstacle that stopped us from using an existing tokenizer generator tool. There
is always something in the language that cannot be handled by an automatically generated tokenizer.
Therefore, in our implementation, we automated only the classification process, and leave all remaining
implementation to the user. In practice, not much additional code needs to be written. If one needs
efficiency, one can create an executable classifier in C* . Both the default classifier and the C* classifier
can be compiled with any input source which satisfies a small set of interface requirements.

In the future, we plan to look into full Boolean operations (extend regular expressions with intersec-
tion and negation), or more advanced matching techniques, as specified by POSIX.

The final point that needs consideration is the use of compile time computation. Compile time com-
putation was introduced in C**-11 with the aim of allowing more general functions in declarations,
primarily for the computation of the size of a fixed-size array. Since then, the restrictions on compile
time computation have gradually been relaxed, and nowadays, it is possible to convert a regular expres-
sion represented as an array of characters into a table-based DFA at compile-time. This was implemented
in the CTRE library ([6]). We did not try to make our implementation suitable for compile time com-
putation, because it would result in reduced expressivity in the code that constructs the acceptors. In
addition, the experiments with RE2C imply that directly coded automata are an order of magnitude
faster than table-based automata ([4]]).
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Angluin’s L* algorithm learns the minimal (complete) deterministic finite automaton (DFA) of a
regular language using membership and equivalence queries. Its probabilistic approximatively correct
(PAC) version substitutes an equivalence query by a large enough set of random membership queries
to get a high level confidence to the answer. Thus it can be applied to any kind of (also non-regular)
device and may be viewed as an algorithm for synthesizing an automaton abstracting the behavior of
the device based on observations. Here we are interested on how Angluin’s PAC learning algorithm
behaves for devices which are obtained from a DFA by introducing some noise. More precisely we
study whether Angluin’s algorithm reduces the noise and produces a DFA closer to the original one
than the noisy device. We propose several ways to introduce the noise: (1) the noisy device inverts
the classification of words w.r.t. the DFA with a small probability, (2) the noisy device modifies with
a small probability the letters of the word before asking its classification w.r.t. the DFA, and (3) the
noisy device combines the classification of a word w.r.t. the DFA and its classification w.r.t. a counter
automaton. Our experiments were performed on several hundred DFAs.

Our main contributions, bluntly stated, consist in showing that: (1) Angluin’s algorithm behaves
well whenever the noisy device is produced by a random process, (2) but poorly with a structured noise,
and, that (3) almost surely randomness yields systems with non-recursively enumerable languages.

1 Introduction

Discrete-event systems and their languages. Discrete-event systems [5] form a large class of dynamic
systems that, given some internal state, evolve from one state to another one due to the occurrence of
an event. For instance, discrete-event systems can represent a cyber-physical process whose events are
triggered by a controller or the environment, or, a business process whose events are triggered by human
activities or software executions. Often, the behaviors of such systems are classified as safe (aka correct,
representative, etc.) or unsafe. Since a behavior may be identified by its sequence of occurred events, this
leads to the notion of a language.
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Analysis versus synthesis. There are numerous formalisms to specify (languages of) discrete-event
systems. From a designer’s perpective, the simpler it is the better its analysis will be. So finite automata
and their languages (regular languages) are good candidates for the specification. However, even when the
system is specified by an automaton, its implementation may slightly differ due to several reasons (bugs,
unplanned human activities, unpredictable environment, etc.). Thus, one generally checks whether the
implementation conforms to the specification. However, in many contexts, the system has already been
implemented and the original specification (if any) is lost, as for instance in the framework of process
mining [[L]. Thus, by observing and interacting with the system, one aims to recover a specification close
to the system at hand but that is robust with respect to its pathologic behaviors.

Language learning. The problem of learning a language from finite samples of strings by discovering
the corresponding grammar is known as grammatical inference. Its significance was initially stated in [[11]]
and an overview of very first results can be found in [4]. As it may not always be possible to infer
a grammar that exactly identifies a language, approximate language learning was introduced in [13]],
where a grammar is selected from a solution space whose language approximates the target language
with a specified degree of accuracy. To provide a deeper insight into language learning, the problem of
identifying a (minimal) deterministic finite automaton (DFA) that is consistent with a given sample has
attracted substantial attention in the literature since several decades [6} [2,[12]. An understanding of regular
language learning is very valuable for a generalization to other more complex classes of languages.

Angluin’s L* algorithm. Angluin’s L* algorithm learns the minimal DFA of a regular language using
membership and equivalence queries. Thus, one could try to adapt it to the synthesis task described above.
However, for most black box systemes, it is almost impossible to implement the equivalence query. Thus,
its probabilistic approximatively correct (PAC) version substitutes an equivalence query with a large
enough set of random membership queries. However, one needs to define and evaluate the accuracy of
such an approach. Thus, here we are interested in how PAC Angluin’s algorithm behaves for devices
which are obtained from a DFA by introducing some noise.

Noisy learning. Most learning algorithms in the literature assume the correctness of the training data,
including the example data such as attributes as well as classification results. However, sometimes noise-
free datasets are not available. [[10] carried out an experimental study of the noise effects on the learning
performance. The results showed that generally the classification noise had more negative impact than the
attribute one, i.e., errors in the values of attributes. [3]] studied how to compensate for randomly introduced
noise and discovered a theorem giving a bound on the smaple size that is sufficient for PAC-identification
in the presence of classification noise when the concept classes are finite. Michael Kearns formalized
another related learning model from statistical queries by extending Valiant’s learning model [8]]. One
main result shows that any class of functions learnable from this statistical query model is also learnable
with classification noise in Valiant’s model.

Our contribution. In this paper, we study against which kinds of noise Angluin’s algorith is robust.
To the best of our knowledge, this is the very first attempt of noise analysis in the automata learning
setting. More precisely, we consider the following setting (cf. Figure[I): Assume that a regular device
&/ is given, typically as a black box. Due to some noise .4, the system .« is pertubed resulting in a

'In this work by “Angluin’s algorithm” we refer to the optimized version from [9].
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not necessarily regular system .# 4. This one is consulted by the PAC version of L* to obtain a regular
system «7g. The question studied in this paper is whether o7 is closer to <7 than .# 4, or, in other words,
to which extent learning via L* is robust against the noise .#". To this end, we introduce three kinds of

"
0

Extract

d(L(Ap), L(My))

Figure 1: The experimental setup and the studied distances

noisy devices obtained from the DFA 7 (1) the noisy device is obtained by a random process from a
given DFA by inverting the classification of words with a small probability, which corresponds to the
classification noise in the classical learning setting, (2) the noisy device is obtained by a random process
that, with a small probability, replaces each letter of a word by one chosen uniformly from the alphabet
and then determines its classification based on the DFA, which corresponds to the attribute noise in the
classical setting, and (3) the noisy DFA combines the classification of a word w.r.t. the DFA and its status
w.r.t. a counter automaton. Our studies are based on the distribution over words that is used for generating
words associated with membership queries and defining (and statistically measuring) the distance between
two devices as the probability that they differ on word acceptance. We have performed experiments over
several hundreds random DFA. We have pursued several goals along our experiments, expressed by the
following questions:

e What is the threshold (in terms of distance) between pertubating the DFA or producing a device
that is no more “similar to” the DFA?

* What is the impact of the nature of noise on the robustness of Angluin’s algorithm?

* What is the impact of the words distribution on the robustness of Angluin’s algorithm?

Due to the approximating nature of the PAC version of L*, we had to consider the question of how to
choose the accuracy of the approximate equivalence query to get a good trade-off between accuracy and
efficiency. Moreover, since in most cases, Angluin’s algorithm may perform a huge number of refinement
rounds before a possible termination, we considered what a “good” number of rounds to stop the algorithm
avoiding underfitting and overfitting is.

We experimentally show that w.r.t. the random noise, i.e., the noise introduced with a small probability
in different ways, Angluin’s algorithm behaves quite well, i.e., the learned DFA () is very often closer
to the original one (%7) than the noisy random device (.# ). When the noise is obtained using the counter
automaton, Angluin’s algorithm is not robust. Instead, the device <7 is closer to the noisy device .Z 4 .
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Moreover, we establish that the expectation of the length of a random word should be large enough to
cover a relevant part of the set of words in order for Angluin’s algorithms to be robust.

In order to understand why Angluin’s algorithm is robust w.r.t. random noise we have undertaken
a theoretical study establishing that almost surely the language of the noisy device (.# ) for case (1)
and, with a further weak assumption, also for case (2) is not recursively enumerable. Considering non-
recursively enumerable languages as unstructured, this means that due to the noise, the (regular) structure
of & vanishes. This is not the case for the counter automaton setting. Altogether, to put it bluntly: the
less structure the noisy device has, the better Angluin’s algorithm works.

Organization. In Section[2] we introduce the technical background required for the robustness analysis.
In Section[3] we detail the goals and the settings of our analysis. In Section[d] we provide and discuss the
experimental results. In Section[5] we discuss randomness versus structure. Finally in Section[6] we draw
our the conclusions and identify future work.

2 Preliminaries

Here we provide the technical background required for the robustness analysis.

Languages. Let X be an alphabet, i.e., a nonempty finite set, whose elements are called letters. A word
w over X is a finite sequence over X, whose length is denoted by |w|. The unique word of length O is
called the empty word and denoted by A. As usual, £* is the set of all words over £, and £+ =X*\ {41} is
the set of words of positive length. A language (over X) is any set L C X*. The symmetric difference of
languages L,L, C X* is defined as LiALy = (L1 \ L) U (La \ Ly).

Words distribution and measure of a language. A distribution D over ¥* is defined by a mapping
Prp from £* to [0, 1] such that ¥,y Prp(w) = 1. Let L be a language. Its probabilistic measure w.r.t. D,
Prp(L) is defined by Prp(L) =Y,,c; Prp(w).

Our analysis requires that we are able to efficiently sample a word according to some D. Thus we
only consider distributions Dy, with u € ]0, 1], that are defined for a word w =a; ...a, € £* by

Pro, () =t (12

To sample a random word according to Dy, in practice, we start with the empty word and iteratively we flip
a biased coin with probability 1 — u to add a letter (and u to return the current word) and then uniformly
select the letter in X.

Language distance. Given languages L; and L, their distance w.r.t. a distribution D, dp(L;,L,), is
defined by dp(L;,Ly) = Prp(L1AL;). Computing the distance between languages is in most of the
cases impossible. Fortunately whenever the membership problem for L; and L, is decidable, then using
Chernoff-Hoeffding bounds [7], this distance can be statistically approximated as follows. Let ¢,y > 0 be
an error parameter and a confidence level, respectively. Let S be a set of words sampled independently

according to D, called a sampling, such that |S| > %. Let dist = % Then, we have

Prp(|dp(Li,Ly) —dist]| > o) < 7.
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Since we will not simultaneously discuss about multiple distributions, we omit the subscript D almost
everywhere.

Finite Automata. A (complete) deterministic finite automaton (DFA) over X is a tuple <7 = (Q, 0,40, F)
where Q is a finite set of states, go € Q is the initial state, F' C Q is the set of final states, and 6 : Q X X — Q
is the transition function. The transition function is inductively extended over words by c(¢,A) = ¢
and 6(g,wa) = o(0(q,w),a). The language of <7 is defined as .Z (/) ={w € L* | 6(q0,w) € F}. A
language L C X* is called regular if L = £ (/) for some DFA 7.

PAC version of Angluin’s L* algorithm. Given a regular language L, Angluin’s L* algorithm learns
the unique mimimal DFA ¢/ such that .Z (/) = L using only membership queries ‘Does w belong to
L? and equivalence queries ‘Does . (.%7) = L? and if not provide a word w € LAZ (o7 )’. An abstract
version of this algorithm is depicted by Algorithm[I] The main features of this algorithm are: a data
structure Data from which Synthet ize(Data) returns an automaton <7z and such that given a word
w € LAZ (o), Update(Data,w) updates Data. The number of states of <7 is incremented by one
after each round and so the algorithm terminates after its number of states is equal to the (unknown)
number of states of <7

The Probably Approximately Correct (PAC) version of Angluin’s L* algorithm takes as input an error
parameter € and a confidence level 8, and replaces the equivalence query by a number of membership
queries ‘w € LAZ (<7 )?” where the words are sampled from some distribution D unknown to the algorithm.
Thus this algorithm can stop too early when all answers are negative while L # .Z(.<7). However due to

log(1/8)+(r+1)log(2) ) i
: ———5=11) this algorithm

the number of such queries which depends on the current round r (i.e., |
ensures that

PI‘D(dD(L,.,%(JZf)) > 8) < 6.

A key observation is that this algorithm could be used for every language L for which the membership
problem is decidable. However since L is not necessarily a regular language, the algorithm might never
stop and thus our adaptation includes a parameter maxround that ensures termination.

3 Robustness Analysis

3.1 Principle and goals of the analysis

Principle of the analysis. Figure [I| illustrates the whole process of our analysis. First we set the
qualitative and quantitative nature of the noise (.#"). Then we generate a set of random DFA (&7).
Combining .7 and ./, one gets a noisy model .# 4. More precisely, depending on whether the noise is
random or not, .# 4 is either generated off-line (deterministic noise) or on-line (random noise) when a
membership query is asked during Angluin’s L* algorithm. Finally we compare (1) the distances between
o/ and A 4, and (2) between &7 and <7, the automaton returned by the algorithm. The aim of this
comparison is to establish whether <7 is closer to &7 than .# 4. In order to get a quantitative measure,
we define the information gain as:

d(Z(A), ZL(My))

(2 (), 2 ()

Information gain =
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Algorithm 1: Angluin’s L* algorithm

Input: L, a language unknown to the algorithm
Input: an integer maxround ensuring termination

Angluin()

Data: an integer r, a boolean b and a data structure Data
Output: a DFA o7

Initialize(Data)
r<0

// The control of maxround is unnecessary when L is regular
while r < maxround do
g + Synthetize(Data)
(b,w) < IsEquivalent(w)
if b then return <7x
Update(Data,w)
r—r+1
end
return Synthesize(Data)

We consider a low information gain to be in [0,0.9), a information gain to be in [0.9,1.5), and a
high information gain to be in [1.5,0). To make high information gain more evident, we set its threshold
value as 1.5.

In addition, we also evaluate the distance between /g and .# 4 in order to study in which cases the
algorithm learns in fact the noisy device instead of the original DFA.

Goals of the analysis.

* Quantitative analysis. The information gain highly depends on the ‘quantity’ of the noise, i.e.,
error rate. So we analyze the information gain depending of the distance between the original DFA
and the noisy device and want to identify a threshold (if any) where the information gain starts to
significantly increase.

* Qualitative analysis. Another important criterion of the information gain is the ‘nature’ of the
noise. So we analyze the information gain w.r.t. the three noisy devices that we have introduced.

» Impact of word distribution. Finally, the robustness of the L* algorithm with respect to word
distribution is also analyzed.

In order to perform relevant experiments, one needs to tune two critical parameters of Angluin’s L*
algorithm. Since the running time of the algorithm quadratically depends on the number of rounds (i.e.
iterations of the loop), selecting an appropriate maximal number of rounds is a critical issue. We vary this
maximal number of rounds and analyze how the information gain decreases w.r.t. this number. As an
equivalence query is replaced with a set of membership queries whose number depends on the current
round and the pair (€, 0), it is thus interesting to study (1) what is the effect of accuracy of the approximate
equivalence queries, i.e., the values of (&, ) on the ratio of executions that reach the maximal number
of rounds and (2) compare the information gain for executions that stop before reaching this maximal
number and the same execution when letting it run up to this maximal number.
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3.2 Noise

A random language R C ¥* is determined by a random process: for each w € £*, membership w € R is
determined independently at random, once and for all, according to some probability Pr(w € R) € [0, 1].
The probability Pr(w € R) may depend on some parameters such as w itself and a given DFA.

We now describe the three kinds of noise that we analyze in this paper. Each type adds noise to a given
DFA & in form of a random language R. For the first two types, noise with output and noise with input,
the probability Pr(w € R) of including w € £* in R depends on w itself, .Z(.<7), and some parameter
0 < p < 1. The third kind of noise, counter DFA, is actually deterministic, i.e., Pr(w € R) € {0, 1} for all
w € X*. In that case, the given DFA &7 determines a unique “noisy” language. Let us be more precise:

DFA with noisy output. Given a DFA .7 over the alphabet £ and 0 < p < 1, the random language
Z(/P) flips the classification of words w.r.t. £ (<) with probability p. More formally, for all w € X*,

Pr(we Z(7 7)) = (1 - p)lyeg(w) + Plugz(w)

where 1¢ is 1 if condition C holds, and 0 otherwise. Observe that the expected value of the distance
d( &L (), L (</P)) is p. Moreover, in our experiments, we observe that d(g(d)’”i(%ﬁp))*p <5-1072
for all the generated languages.

DFA with noisy input. Given a DFA &7 over the alphabet X (with [£| > 1) and 0 < p < 1, the random
language . (.7 <) changes every letter of the word with probability p uniformly to another letter and
then returns the classification of the new word w.r.t. £ (/). More formally, forw =a; ...a, € ¥,

Pr(we L (oF)) = Z H ((1 — )y + %laﬁébi) '
Weby..bye L (f) 1<i<n |-
s.t. jw|=|w|

Counter DFA. Let &7 be a DFA over the alphabet X and ¢ : XU {4} — Z be a function. We inductively
define the function ¢ : £* — Z by

¢(A) =c(A) and ¢(wa) =¢(w) +c(a).

The counter language .Z’(<7,) is now given as

4 Experimental Evaluation

In order to empirically evaluate our ideas, we have implemented a prototype and benchmarks in Python,
using the NumPy library. They are available on GitHu All evaluations were performed on a computer
equipped by Intel i5-8250U CPU with 4 cores, 16GB of memory and Ubuntu Linux 18.03.

Zhttps://github.com/LeaRNNify/Noisy_Learning
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4.1 Generating DFAs

We now describe the settings of the experiments we made with three different types of noises. We choose
p = 10~2 for the parameter of the word distribution so that the average length of a random word is 99.
All the statistic distances were computed using the Chernoff-Hoeffding bound [7] with & =510~ as
error parameter and ¥ = 10~ as confidence level.

The benchmarks were performed on DFA randomly generated using the following procedure. Let
M, = 50 and M, = 20 be two parameters, which impose upper bounds on the number of states and of the
alphabet, that could be tuned in future experiments. The DFA </ = (Q,0,qo,F) on X is generated as
follows:

* Uniformly choose n, € [10,M,] and n, € [3,M,];

* Set Q = [0,n,] and X = [0,n,];

* Uniformly choose ny € [0,n, — 1] and let F = [0,n/];

* Uniformly choose ¢ in Q;

* Forall (¢,a) € QO X X, choose the target state 6(g,a) uniformly among all states.

The choice of M, and M, was inspired by observing that these values often occur when modeling realistic
processes like in business process management.

4.2 Tunings

Before launching our experiments, we first tune two key parameters for both efficiency and accuracy
purposes: the maximal number of rounds of the algorithm and the accuracy of the approximate equivalence
query. This tuning is based on experiments over the DFA with the noisy output since the expected distance
between the DFA and the noisy device is known (p), thus simplifying the tuning.

Maximal number of rounds. In order to specify a maximal number of rounds that lead to the
good performances of the Angluin’s Algorithm, we took a DFA with noisy output o/ ” for p €
{0.005,0.0025,0.0015,0.001}. We ran the learning algorithm, stopping every 20 rounds to estimate
the distance between the current DFA o7 to the original DFA 7. Figure[2] shows the evolution graphs
of d( L (), L (o)) w.rt. the number of rounds according to the different values of p each of them
summarizing five runs on five different DFAs. The vertical axis corresponds to the distance to original DFA
&, and the horizontal axis corresponds to the number of rounds. The red line is the distance with o7 7,
and the blue line is the distance with .oZz. We observe that after about 250 rounds d (£ (), £ (E)) is
stabilizing except some rare peaks, which are worth further investigation. Therefore, from now on all the
experiments are made with a maximum of 250 rounds. Of course this number depends on the size of &7
but for the variable size that we have chosen (between 10 and 50 states) it seems to be a good choice.

Accuracy of the approximate equivalence query. We have generated thirty-five DFA and for each of
them we generated five <7 7 with different values of p. Table[I]summarizes our results with different
€ and § for the approximate equivalence query. The rows correspond to the value of the noise p, the
columns correspond to the values of € and § (where we always choose € = §) and each cell shows the
average information gain. Looking at this table, € = § = 0.01 and € = & = 0.005 seem to be optimal
values. We decided to fix € = 6 = 0.005 for all our experiments.
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Figure 2: Number of rounds analysis

4.3 Qualitative and Quantitative analysis

For the three types of noise we have generated numerous DFA (as described shortly above), and for each
DFA we have generated several noisy devices depending on the ‘quantity’ of noise. By computing the
(average) information gain for all these experiments, we have been able to get conclusions about the effect
of the nature and the quantity of the noise on the performance of Angluin’s algorithm.

When Angluin’s algorithm is applied to a noisy device, a corresponding random language is generated
on-the-fly: once membership of a word in the target language has been determined (e.g., through a
membership query), the corresponding truth value is stored and not changed anymore.

DFA with noisy output. We have generated fifty DFA, and for each such DFA o7, we have generated
random languages with noisy output . (.7 ?) with five values for p between 0.01 and 0.001. Table@

» e=9 0.05 0.01 0.005 0.001 0.0005

0.01
0.005
0.0025
0.0015
0.001

Table 1: Evaluation of the impact of € and J.
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summarizes the results. Recall that the expected value of d(.Z (7)), £ (<7 7?)) is p. We have identified
a threshold for p between 0.0015 and 0.0025: if the noise is above 0.0025 the resulting DFA o7 has a
bigger distance to the original one <7 than <7 77, and smaller if the noise is under 0.0015. Moreover, once
we cross the threshold the robustness of the algorithm increases very quickly. We have also included a
column that represents the standard deviation of the random variable d (£ (<7 ), £ (%)) to assess that
our conclusions are robust w.r.t. the probabilistic feature.

p d(ZL (), L () d(L(A7P), L (k) gain  standard deviation
0.01 0.12625 0.13320 0.04102
0.005 0.04420 0.04827 0.03366
0.0025 0.00333 0.00568 0.00523
0.0015 0.00027 0.00174 0.00047
0.001 0.00006 0.00103 0.00007

Table 2: Evaluation of the algorithm w.r.t. the noisy output.

DFA with noisy input. We have generated forty-five random DFA, and for each such DFA <7, we
have generated random languages . (.7 <?) with p € {107,5-1074,1073,5-1073}. Contrary to the
case of noisy output, p does not correspond to the expected value of d(.Z(27), £ (o7 P). Thus we have
evaluated this distance for every pair of the experiments and we have gathered the pairs whose distances
belong to intervals that are described in the first column of Table[3] The second column of this table
reports the number of pairs in the interval while the third one reports the average value of this distance for
these pairs. Again we identify a threshold for d(.Z (<), Z (/7)) between 0.001 and 0.005 and once
we cross the threshold the robustness of the algorithm increases very quickly.

Range # d(L(F), L)) d(L(A), L () dLIP), L () gain standard deviation
[0.025,1] 36 0.04027 0.21513 0.22658 0.05279
[0.005,0.025] 53 0.00924 0.05416 0.06077 0.04172
[0.002,0.005] 33 0.00378 0.01260 0.01611 0.01783
[0.001,0.002] 11 0.00123 0.00030 0.00154 0.00058
[0.0005,0.001] 25 0.00079 0.00002 0.00082 0.00007

Table 3: Evaluation of the algorithm w.r.t. the noisy input.

Counter DFA. We have randomly generated the counter function as follows: We have uniformly chosen
¢(4) in [0,|Z]]. Then, for all a € £, Pr(c(a) = —1) = £ and for all 0 <i < 6, Pr(c(a) = i) = 5.

We have generated 160 DFA. For each of them, we have generated a counter automaton (as described
before). The results of our experiments are given in Table ] Here whatever the quantity of noise the
Angluin’s algorithm is unable to get closer to the original DFA. Moreover the extracted DFA o7 is very
often closer to the counter automaton .7, than the original DFA .o/

Thus we conjecture that when the noise is ‘unstructured’ and the quantity is small enough such that
the word noise is still meaningful, then Angluin’s algorithm is robust. On the contrary when the noise is

structured, then Angluin’s algorithm ‘tries to learn’ the noisy device whatever the quantity of noise. In
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Range # d( L), L)) d&L(F),L(FE)) d&L(A),L(gE)) gain  standard deviation
[0.005,0.025] 14 0.01238 0.02586 0.02053 0.01898
[0.002,0.005] 57 0.00245 0.00396 0.00262 0.00298
[0.001,0.002] 22 0.00143 0.00209 0.00121 0.00126
[0.0005,0.001] 20 0.00079 0.00108 0.00064 0.00065
[0.0001,0.0005] 44 0.00025 0.00035 0.00021 0.00021

Table 4: Evaluation of the algorithm w.r.t. the ‘noisy’ counter.

Section [5] we will strengthen this conjecture establishing that in some sense noise produced by random
process implies unstructured noise.

4.4 Words distribution

We now discuss the impact of word distribution on the robustness of the Angluin algorithm. The parameter
U determines the average length of a random word (%L — 1). Table [S|summarizes experimental results
with values of u indicated on the first row. The other rows correspond to different values of the noise
p for o/ 7P, The cells (at the intersection of a pair (p,it)) contain the (average) information gain where
experiments have been done over twenty-two DFA always eliminating the worst and best cases to avoid
that the pathological cases perturb the average values. For values of p that matter (i.e., when the gain is
greater than 1), there is clear tendency for the gain to first increase w.r.t. [, reaching a maximum about
1 = 0.01 the value that we have chosen and then decrease. A possible explanation would be the following:
too short words (i.e., big 1) does not help to discriminate between languages while too long words (i.e.,
small pt) lead to overfitting and does not reduce the noise.

No.om 0.005 001 005 0.1

0.01
0.005
0.0025
0.0015
0.001

Table 5: Analysis of different distributions on X*

5 Random languages versus structured languages

Recall that in the precedent section, from the experimental results, we conjecture that Angluin’s algorithm
is robust, when the noise is random, i.e., unstructured, and its quantity is small enough, such as for DFA
with noisy output and with noisy input. This is however not the case for structured counter DFA, for
which Angluin’s algorithm learns the noisy device itself instead of the original one whatever the quantity
of noise.

In this section, we want to theoretically establish that the main factor of the robustness of the Angluin’s
L* algorithm w.r.t. random noise is that almost surely randomness, in most cases, yields the perturbated
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language that is unstructured. We consider a language as structured if it can be produced by some general
device. Thus we identify the family of structured languages with the family of recursively enumerable
languages. More precisely, we show that almost surely DFA with noisy output leads to a language that is
not recursively enumerable. We then demonstrate further that with a mind condition, almost surely DFA
with noisy input yields also non-recursively enumerable language. As for the counter DFA, by definition,
it is clearly recursively enumerable, thus not being studied further.

The following lemma gives a simple means to establish that almost surely a random language is not
recursively enumerable.

Lemma 1 Let R be a random language over ¥. Let (wy)nen be a sequence of words of £*. Let W, =
{Wi}icn and p, = maxwcw, Pr(RNW, =W). Assume that lim,,_,. p, = 0. Then, for all countable families
of languages .7, almost surely R ¢ .Z. In particular, almost surely R is not a recursively enumerable
language.

Proof Let us consider an arbitrary language L. Then, for all n, Pr(R =L) < Pr(RNW, =LNW,) < p,.
Thus, Pr(R=L) =0and Pr(R € Z) =¥, s Pr(R=L) = 0. u

From Lemma |1, we immediately obtain that almost surely the noisy output perturbation of any
language is not recursively enumerable. The proofs of the two next theorems use the same notations as
those given in Lemmal(I]

Theorem 1 Let L be a language and 0 < p < 1. Then almost surely L™P is not a recursively enumerable
language.

Proof Consider any enumeration (wy,),en of £* and any W C W,,. The probability that L~"? NW,, is equal
to W is bounded by max(p, 1 — p)". Thus, p, < max(p,1 — p)" and lim,_, p, = 0. [

We cannot get a similar result for the noisy input perturbation. Indeed consider the language X*,
whatever the kind of noise brought to the input, the obtained language is still £*. With the kind of input
noise that we study, consider the language that accepts words of odd length (see the automaton 7’ of
Figure 3)). Then the perturbed language is unchanged.

However given a DFA o7, we establish a mild condition on 7 ensuring that almost surely the random
language % (.«7 ) is not recursively enumerable. We abbreviate bottom strongly connected components
(of o/ viewed as a graph) by BSCC.

Definition 1 Let o = (Q,F,0,q0) be a DFA. We call </ equal-length-distinguishing if there exist (possi-
bly identical) BSCC € ,¢" of </, g1 € € NF, ¢y € €'\ F, and w,w' € £* such that we have q; = 6(qo,w),
qy = 0(qo,w'), and [w| = |w'|.

Theorem 2 Let X be an alphabet with |X| > 1. Let &/ = (Q,F,0,q0) be a DFA over X, 0 < p < 1 and
€,%¢" some BSCC of </ (possibly equal). Assume that <7 is equal-length-distinguishing. Then almost
surely £ (o7 < P) is not a recursively enumerable language.

Proof Let us denote ¢ = |w| and m (resp. m’) the periodicity of ¢ (resp. ¢”). Moreover, let a € . We
build a Markov chain .# from % as follows: every transition ¢ — ¢ has probability 1 — p and for all
b # a, every transition ¢ LA ¢' has probability \2\%1 We proceed similarly from ¢” to build .#".

Let us denote o, (resp. o, ) the probability in .# (resp. .#') that starting from g; (resp. ¢}), the
current state at time »n is g (resp. q’l). Since .# and ./ are irreducible, lim,, e, Oy, (resp. lim, o O‘;;ﬂn)
exists and is positive. Let us denote o (resp. o) this limit. There exists ng such that for all n > ny,
Opn > 5 and o, > %'.
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Define w, = wa™" (") for all n € N. The probability that w, is accepted by .Z ()7 is lower
bounded by the probability that the prefix w is unchanged (thus reaching ¢;) and that after mm’(n+ ny)
steps the current state in . is g;. So a lower bound is: min(p, 1 — p)g%.

The probability that w, is rejected by £ (<7 )7 is lower bounded by the probability that the prefix w
is changed into w' (thus reaching ¢/) and that after mm'(n+ no) steps the current state in .#" is ¢}. So a
lower bound is: min(p, 1 — p)f%/.
Let W C W,,. The probability that L“” N'W, is equal to W is upper bounded by:

. / n
(1 ~min(p, 1 —p)”mm(‘;’ « )>

. ¢min(o,a’) n : _
Thus p, < (1 —min(p,1 —p)* =53] and lim, ;e p, = 0. [ |

The DFA &7 of Figure [3| that represents the formula ‘a Until b* of temporal logic LTL is equal-length-
distinguishing. The corresponding pair of states consists of the accepting state and the leftmost one.
Checking the hypotheses of this theorem can be done in quadratic time by first building a graph whose
set of vertices is Q x Q and there is an edge (q1,¢2) — (¢/,4b) if there are some transitions ¢; — ¢} and
@S ¢5 and then looking for a vertex (g1,¢2) in some BSCC with g; € F and g, ¢ F reachable from
(g0, 90)-

Figure 3: Two DFA

We have that the property of being equal-length-distinguishing is a sufficient condition for ensuring
that almost surely .2 (.27 < ?) is not a recursively enumerable language. So we want to investigate whether
it is a necessary condition. The next proposition shows a particular case when this condition is necessary.

Proposition 1 Let X be an alphabet with |X| > 1. Let o/ = (Q,F,0,q0) be a DFA that is not equal-
length-distinguishing and such that every circuit of </ belongs to a BSCC. Then, for every sampling L' of
L(P), L is regular.

Proof Pick some 79 € N such that for all w with [w| > ng and go — ¢ implies that ¢ belongs to some
BSCC. Observe now that, since <7 is not equal-length-distinguishing, for words w,w’ with |w| = |w'| > ny,
w € Liff w' € L. Thus, for every sampling L' of £ (&7 F), L' = (L' NL<"0)U (LN X=") implying that L'
is regular. |

Observe that we establish the next proposition using a generalization of Lemmal[I]

Proposition 2 Ler o/ 2be the DFA of Figure[d| Then, <7 is not equal-length-distinguishing. Moreover,
almost surely £ (27" 3) is not recursively enumerable.
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Figure 4: A DFA &7 with £ (&) = (a+b)*a

Proof There is a single BSCC with a single state {¢g,}. So < is not equal-length-distinguishing. Let
w # A be a word with |w| = n and denote W the random word obtained by the noisy perturbation. Observe
2

that every letter of W is uniformly distributed over X. So the probability that /% does not contain a ¢ is (5)"

1

é.
Fix some 0 < p < 1. The probability that for all words w € £",  contains a c is equal to (1 — (%)")3n <e .
Pick an increasing sequence (ny)gen such ¥ene 2 < 1— p. Then with probability at least p, for all k,
there is a word wy € X% such that Ww; does not contain a c. Letting p go to 1, almost surely there is an

infinite number of words w such that w € (a+b)™.

and the conditional probability that w belongs to £ (< F%) knowing that it does not contain a c is

Let us consider an arbitrary language L’ and (w,,),cn be an enumeration of £*. Then almost surely there
is an infinite number of w,, such that w, belong to (a+ b)". Recall that for such a word, the probability
that it belongs to £ (&7 F%) is equal to 3. Let W, be the random set of the first n such words. Then for

all n, Pr(L/ = L(/3)) <Pr(L'NW, = L(3)NW,) =271

Thus Pr(L' = Z(#/*3)) =0 and Pr(L(/*3) € F) = Ypea Pr(l = L(/73)) =0 for F a
countable family of languages. |

To show the soundness of the structural criterion in Theorem [2] with experiments and comparisons,
we have refined our experiments on DFA with noisy inputs partitioning the randomly generated DFA
depending on whether they are equal-length-distinguishing.

We have chosen |X| = 3 since with greater size, it was difficult to generate DFAs that do not satisfy
the hypotheses. Tables [6] and [7] summarize these experiments. The last rows of the tables (where the
information gain is greater than one) confirm our conjecture.

Range AL, L)) AL, L A)) AL (AT, L () gain
[0.0057 0.025} 85 0.01114 0.03604 0.04345
(0.002,0.005] 81 0.00338 0.00421 0.00747
(0.001,0.002) 25 0.00142 0.00035 0.00174
[0.0005,0.001] 16 0.00071 0.00006 0.00077

Table 6: Experiments on equal-length-distinguishing DFA
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Range # d(L(A),L(AP)) dL(A), L () dL(AP),L(A)) gain

[0.005,0.025] 36 0.01089 0.02598 0.03410
[0.002,0.005] 49 0.00308 0.00387 0.00646
[0.001,0.002] 35 0.00136 0.00057 0.00182
[0.0005,0.001] 36 0.00075 0.00063 0.00130 | 1.18583

Table 7: Experiments on non equal-length-distinguishing DFA

6 Conclusion

We have studied how the PAC-version of Angluin’s algorithm behaves for devices which are obtained from
a DFA by introducing noise. More precisely, we have investigated whether Angluin’s algorithm reduces
the noise producing a DFA closer to the original one than the noisy device. We have considered three
kinds of noise belonging either to random noise or to structured noise. We have shown that, on average,
Angluin’s algorithm behaves well for random noise but not for structured noise. We have completed our
study by establishing that almost surely the random noisy devices produce a non recursively enumerable
language confirming the relevance of the structural criterion for robustness of Angluin’s algorithm.

There are several directions for future work. First the algorithm could be tuned in a more precise
way. In addition to stop when the maximal number of rounds is reached or the current automaton is
declared equivalent, we could add early stopping when after some stage with distance decreasing the
distance stabilizes. This would produce smaller DFA possibly closer to the original DFA. At longer term,
Angluin’s algorithm has no information about the original DFA. It would be interesting to introduce a
priori knowledge and design more efficient algorithms. For instance, the algorithm could take as input
the maximal size of the original DFA or a regular language that is a superset of the original language.
In our setting the noise resulted in a noisy device which, once obtained, answers membership queries
deterministically. A completely different form of noise would be that the answer to a query is randomly
noisy meaning that for the same repeated query, different answers could occur.
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Model checking for Halpern and Shoham’s interval temporal logic HS has been recently investigated
in a systematic way, and it is known to be decidable under three distinct semantics. Here, we focus
on the trace-based semantics, where the infinite execution paths (traces) of the given (finite) Kripke
structure are the main semantic entities. In this setting, each finite infix of a trace is interpreted as
an interval, and a proposition holds over an interval if and only if it holds over each component state
(homogeneity assumption). In this paper, we introduce a quantitative extension of HS over traces,
called parametric HS (PHS). The novel logic allows to express parametric timing constraints on the
duration (length) of the intervals. We show that checking the existence of a parameter valuation for
which a Kripke structure satisfies a PHS formula (model checking), or a PHS formula admits a trace
as a model under the homogeneity assumption (satisfiability) is decidable. Moreover, we identify a
fragment of PHS which subsumes parametric LTL and for which model checking and satisfiability
are shown to be EXPSPACE-complete.

1 Introduction

Interval temporal logic HS. Point-based Temporal Logics (PTLs), such as the linear-time temporal
logic LTL [33]] and the branching-time temporal logics CTL and CTL* [16] provide a standard frame-
work for the specification of the dynamic behavior of reactive systems that makes it possible to describe
how a system evolves state-by-state (“point-wise” view). PTLs have been successfully employed in
model checking (MC) [15! 35] for the automatic verification of complex finite-state systems modeled as
finite propositional Kripke structures. Interval Temporal Logics (ITLs) provide an alternative setting for
reasoning about time [20, 32} [38]. They assume intervals, instead of points, as their primitive temporal
entities allowing one to specify temporal properties that involve, e.g., actions with duration, accomplish-
ments, and temporal aggregations, which are inherently “interval-based”, and thus cannot be naturally
expressed by PTLs. ITLs find applications in a variety of computer science fields, including artificial
intelligence (reasoning about action and change, qualitative reasoning, planning, and natural language
processing), theoretical computer science (specification and verification of programs), and temporal and
spatio-temporal databases (see, e.g., [32, 25, 34]).

The most prominent example of ITLs is Halpern and Shoham’s modal logic of time intervals (HS) [20]
which features one modality for each of the 13 possible ordering relations between pairs of intervals (the
so-called Allen’s relations [1]]), apart from equality. The satisfiability problem for HS turns out to be
highly undecidable for all interesting (classes of) linear orders [20]]. The same happens with most of its
fragments [13] 24} 28] with some meaningful exceptions like the logic of temporal neighbourhood AA,
over all relevant (classes of) linear orders [14]], and the logic of sub-intervals D, over the class of dense
linear orders [31]].

Model checking of (finite) Kripke structures against HS has been investigated only recently [25] 26,
27,129,130, 16, [7, 141 9]]. The idea is to interpret each finite path of a Kripke structure as an interval, whose
labelling is defined on the basis of the labelling of the component states, that is, a proposition letter holds
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over an interval if and only if it holds over each component state (homogeneity assumption [36]]). Most
of the results have been obtained by adopting the so-called state-based semantics [29]: intervals/paths
are “forgetful” of the history leading to their starting state, and time branches both in the future and
in the past. In this setting, MC of full HS is decidable: the problem is at least EXPSPACE-hard [5]],
while the only known upper bound is non-elementary [29]. The known complexity bounds for full HS
coincide with those for the linear-time fragment BE of HS which features modalities (B) and (E) for
prefixes and suffixes. These complexity bounds easily transfer to finite satisfiability, that is, satisfiability
over finite linear orders, of BE under the homogeneity assumption. Whether or not these problems
can be solved elementarily is a difficult open question. On the other hand, in the state-based setting,
the exact complexity of MC for many meaningful (linear-time or branching-time) syntactic fragments
of HS, which ranges from co — NP to P™? PspACE, and beyond, has been determined in a series of
papers [30. 16} 810} 12, [9].

The expressiveness of HS with the state-based semantics has been studied in [7], together with other
two decidable variants: the computation-tree-based semantics variant and the traces-based one. For
the first variant, past is linear: each interval may have several possible futures, but only a unique past.
Moreover, past is finite and cumulative, and is never forgotten. The trace-based approach instead relies
on a linear-time setting, where the infinite paths (traces) of the given Kripke structure are the main
semantic entities. It is known that the computation-tree-based variant of HS is expressively equivalent
to finitary CTL* (the variant of CTL* with quantification over finite paths), while the trace-based variant
is equivalent to LTL. The state-based variant is more expressive than the computation-tree-based variant
and expressively incomparable with both LTL and CTL*. To the best of our knowledge, complexity
issues about MC and the satisfiability problem of HS and its syntactic fragments under the trace-based
semantics have not been investigated so far.

Parametric extensions of point-based temporal logics. Traditional PTLs such as standard LTL [33]]
allow only to express qualitative requirements on the temporal ordering of events. For example, in
expressing a typical request-response temporal requirement, it is not possible to specify a bound on the
amount of time for which a request is granted. A simple way to overcome this drawback is to consider
quantitative extensions of PTLs where temporal modalities are equipped with timing constraints for
allowing the specification of constant bounds on the delays among events. A well-known representative
of such logics is Metric Temporal Logic (MTL) [22]. However this approach is not practical in the
first stages of a design, when not much is known about the system under development, and is useful
for designers to use parameters instead of specific constants. Parametric extensions of traditional PTLs,
where time bounds can be expressed by means of parameters, have been investigated in many papers.
Relevant examples include parametric LTL [2]], Prompt LTL [23], and parametric MTL [19].

Our contribution. In this paper we introduce a parametric extension of the interval temporal logic
HS under the trace-based semantics, called parametric HS (PHS). The extension is obtained by means of
inequality constraints on the temporal modalities of HS which allow to specify parametric lower/upper
bounds on the duration (length) of the interval selected by the temporal modality. Similarly to parametric
LTL [=2], we impose that a parameter can be exclusively used either as upper bound or as lower bound
in the timing constraints. We address the decision problems of checking the existence of a parameter
valuation such that (1) a given PHS formula is satisfiable, and (2) a given Kripke structure satisfies a given
PHS formula (MC). By adapting the alternating color technique for Prompt LTL [23]] and by exploiting
known results on linear-time hybrid logic HL [18|, 37, 3], we show that the considered problems are
decidable. Additionally, we consider the syntactic fragment P(ABB) of PHS which allows only temporal
modalities for the Allen’s relations meets %, started-by %p and its inverse %z. We show that P(ABB)
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subsumes parametric LTL, and its flat fragment ABB is exponentially more succinct than LTL + past.
Moreover, we establish that satisfiability and MC of P(ABB) are EXPSPACE-complete, and we provide
tight bounds on optimal parameter values for both problems.

2 Preliminaries

We fix the following notation. Let Z be the set of integers, N the set of natural numbers, and N &

N\ {0}. Let X be an alphabet and w be a non-empty finite or infinite word over £. We denote by |w| the
length of w (|w| = oo if w is infinite). For all i, j € N, with i < j < |w|, w(i) is the (i + 1)-th letter of w,
while wli, j] is the infix of w given by w(i) - - - w(}).

We fix a finite set AP of atomic propositions. A trace is an infinite word over 24”. For a logic §
interpreted over traces and a formula @ € §, Z(¢) denotes the set of traces satisfying ¢. The satisfiability
problem for § is checking for a given formula ¢ € §, whether .2 (@) # 0.

Kripke Structures. In the context of model-checking, finite state systems are usually modelled as finite
Kripke structures over a finite set AP of atomic propositions which represent predicates over the states
of the system. A (finite) Kripke structure over AP is a tuple # = (AP,S,E,Lab,sy), where S is a finite
set of states, E C § x S is a left-total transition relation, Lab : S — 24P is a labelling function assigning
to each state s the set of propositions that hold over it, and sg € S is the initial state. An infinite path 7
of % is an infinite word over S such that 7(0) = 5o and (7(i),(i+ 1)) € E for all i > 0. A finite path
of JZ is a non-empty infix of some infinite path of J#". An infinite path 7 induces the trace given by
Lab(m(0))Lab(m(1)).... We denote by .Z (%) the set of traces associated with the infinite paths of % .
Given a logic § interpreted over traces, the (linear-time) model checking problem against § is checking
for a given Kripke structure .#” and a formula ¢ € §, whether £ (%) C Z(¢).

Biichi nondeterministic automata. A Biichi nondeterministic finite automaton over infinite words
(Biichi NFA for short) is a tuple o7 = (£,0,qo,0,F ), where X is a finite input alphabet, Q is a finite
set of states, go € Q is the initial state, 6 : Q X X > 29 is the transition relation, and F C Q is a set of
accepting states. Given an infinite word w over X, a run 7 of &/ over w is a an infinite sequence 7 of
states such that 7(0) = go and w(i+ 1) € 8(x(i),w(i)) for all i > 0. The run is accepting if for infinitely
many i > 0, 7(i) € F. The language £ (<7 ) accepted by <7 is the set of infinite words w over X such that
there is an accepting run of .7 over w.

2.1 Allen’s relations and Interval Temporal Logic HS

An interval algebra to reason about intervals and their relative orders was proposed by Allen in [1],
while a systematic logical study of interval representation and reasoning was done a few years later by
Halpern and Shoham, who introduced the interval temporal logic HS featuring one modality for each
Allen relation, but equality [20].

Let U = (Pt,<) be a linear order over the nonempty set Pz # 0, and < be the reflexive closure of <.
Given two elements x,y € Pt such that x <y, we denote by [x,y] the (non-empty closed) interval over Pt
given by the set of elements z € Pt such that x < z and z <y. We denote the set of all intervals over U by
I(U). We now recall the Allen’s relations over intervals of the linear order U = (Pt, <):

1. the meet relation %y, defined by [x,y] Z4 [v,z] if y = v (i.e., the start-point of the second interval

coincides with the end-point of the first interval);
2. the before relation %, defined by [x,y| Z [v,z] if y < v (i.e., the start-point of the second interval
strictly follows the end-point of the first interval);
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Table 1: Allen’s relations and corresponding HS modalities.

Allen relation HS  Definition w.r.t. interval structures Example
x y
MEETS (A)  [x,y]Zs[v,7] <= y=v Vo ez
BEFORE (L) [ yZLv,z <= y<v Ve——ez
STARTED-BY  (B) [x,y]|Zp([v,z7] < x=VvAz<y Ve——=2Z
FINISHED-BY (E) [x,y|%E[v,2] <= y=zAx<v ve—-e2
CONTAINS (D) [x,]%p[v2 <= x<vAz<y L
OVERLAPS  (O) [x,y]Zo[v,7] <= x<v<y<z

3. the started-by relation %p, defined by [x,y] %p [v,] if x = v and z < y (i.e., the second interval is a
proper prefix of the first interval);

4. the finished-by relation Zg, defined by [x,y| Zk [v,z] if y = z and x < v (i.e., the second interval is
a proper suffix of the first interval);

5. the contains relation Zp, defined by [x,y]| %p [v,z] if x < v and z < y (i.e., the second interval is
contained in the internal of the first interval);

6. the overlaps relation %, defined by [x,y] Zo [v,z] if x < v <y < z (i.e., the second interval overlaps
at the right the first interval);

7. for each X € {A,L,B,E,D,O} the relation #y, defined as the inverse of Zx, i.e. [x,y| %x [v,2] if
[v,2]%x [x, y].

Table [1] gives a graphical representation of the Allen’s relations %, %1, Xp, %, %p, and X

together with the corresponding HS (existential) modalities.

Syntax and semantics of HS. HS formulas ¢ over AP are defined as follows:

ou=T|p|l-o|ore| (X)e

where p € AP and (X) is the existential temporal modality for the (non-trivial) Allen’s relation Zx, where

of ¢. We also exploit the standard logical connectives V (disjunction) and — (implication) as abbrevia-

tions, and for any temporal modality (X), the dual universal modality [X] defined as: [X] y & (X)—y.

Moreover, we will also use the reflexive closure of the Allen’s relation %5 (resp., %5) and the associated
temporal modalities (By) and [By] (resp., (Ey) and [Ey]) where (By) @ corresponds to ¢ \V (B) ¢ and
(Ey) @ corresponds to @V (E) @. Given any subset of Allen’s relations {Zy, ,..,%x,}, we denote by
Xi -+ X, the HS fragment featuring temporal modalities for Zx, , .., Zx, only.

The logic HS is interpreted on interval structures . = (AP,U,Lab), which are linear orders U
equipped with a labelling function Lab : I(U) — 24 assigning to each interval the set of propositions
that hold over it. Given an HS formula ¢ and an interval I € I(U), the satisfaction relation I = @,
meaning that ¢ holds at the interval / of .7, is inductively defined as follows (we omit the semantics of

the Boolean connectives which is standard):

I=sp < p € Lab(1);
I (X)@ < thereis aninterval J € I(U) such that I%Zx J and J = .

It is worth noting that we assume the non-strict semantics of HS, which admits intervals consisting of
a single point. Under such an assumption, all HS-temporal modalities can be expressed in terms of
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(B),(E), (B), and (E) (see [38]). As an example, (D) @ can be expressed in terms of (B) and (E) as

(B) (E) @, while (A) ¢ can be expressed in terms of (E) and (B) as

([E] =T A(@V (B)9))V(E)[E] ~T A(eV (B)9)).

Interpretation of HS over traces. In this paper, we focus on interval structures . = (AP, (N, <), Lab)
over the standard linear order on N (N-interval structures for short) satisfying the homogeneity principle:
a proposition holds over an interval if and only if it holds over all its subintervals. Formally, .& is
homogeneous if for every interval [i, j| over N and every p € AP, it holds that p € Lab([i, j]) if and only
if p € Lab([h,h]) for every h € [i, j|. Note that homogeneous N-interval structures over AP correspond to
traces where, intuitively, each interval is mapped to an infix of the trace. Formally, each trace w induces
the homogeneous N-interval structure .%(w) whose labeling function Lab,, is defined as follows: for all
i,j e Nwithi < jand p € AP, p € Lab,([i, j]) if and only if p € w(h) for all h € [i, j]. For the given
finite set AP of atomic propositions, this mapping from traces to homogeneous N-interval structures is
evidently a bijection. For a trace w, an interval I over N, and an HS formula ¢, we write I |=,, ¢ to mean
that I = 5 (,,) @. The trace w satisfies @, written w = @, if [0,0] |=,, ¢.

Expressiveness completeness and succinctness of the fragment AB over traces. It is known that HS
over traces has the same expressiveness as standard LTL [7]], where the latter is expressively complete for
standard first-order logic FO over traces [21]. In particular, the fragment AB of HS is sufficient for cap-
turing full LTL [7]: given an LTL formula, one can construct in linear-time an equivalent AB formula [7]].
Note that when interpreted on infinite words w, modality (B) allows to select proper non-empty prefixes
of the current infix subword of w, while modality (A) allows to select subwords whose first position
coincides with the last position of the current interval. Here, we show that AB is exponentially more
succinct than LTL + past. For each k > 1, we denote by len; the B formula capturing the intervals of
length k: len; & ((B)...(B) T) A([B]...[B] = T).
S~— ——
k—1 times k times

For each n > 1, let AP, = {po,...,pn} and .Z, be the m-language consisting of the infinite words
over 24P such that any two positions that agree on the truth value of propositions p;, ..., p, also agree
on the truth value of py. It is known that any Biichi NFA accepting %, needs at least 2% states [17].
Thus, since any formula ¢ of LTL + past can be translated into an equivalent Biichi NFA with a single
exponential blow-up, it follows that any formula of LTL + past capturing .Z, has size at least single
exponential in n. On the other hand, the language .%, is captured by the following AB formula having
size linear in n:

AJ[AL(C A\ 6(p) = 68(po))  6(p) & (B)(len; A p) < (A)(len; A p)
i€[1,n]

Hence, we obtain the following result.

Theorem 1. AB (over traces) is exponentially more succinct than LTL + past.

3 Parametric Interval Temporal Logic

In this section, we introduce a parametric extension of the interval temporal logic HS over traces, called
parametric HS (PHS for short). The extension is obtained by means of inequality constraints on the
temporal modalities of HS which allow to compare the length of the interval selected by the temporal
modality with an integer parameter. Like parametric LTL [2]], the parameterized operators are monotone
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(either upward or downward) and a parameter is upward (resp., downward) if it is the subscript of some
upward (resp., downward) modality.

Syntax and semantics of PHS Let Py be a finite set of upward parameter variables u and P, be a finite
set of downward parameter variables ¢ such that Py and P, are disjunct. The syntax of PHS formulas ¢
over AP and the set Py U P, of parameter variables is given in positive normal form as follows:

pu==T|pl-plovelere| X)e| X)_, o X) ol Xe| Xl X, 0

where p € AP, X € {A,L,B,E,D,0,A,L,B,B,,E,,,D,0}, <€ {<,<}, =€ {>,>},ue€Py,and { € Py.
We denote by PromptHS the fragment of PHS where the unique parameterized temporal modalities
are of the form (X)_,. Moreover, given any subset of Allen’s relations {Zx, ,..,#x,}, we denote by
P(X1...X,) (resp., Prompt(Xy ... X,)) the PHS (resp., PromptHS) fragment featuring temporal modal-
ities for Zx, , .., #x, only. We will focus on PHS and the fragment P(ABBBy,).

For an interval I = [i, j] over N, we denote by |/| the length of I, given by j — i+ 1. The semantics of
a PHS formula ¢ is inductively defined with respect to a trace w, an interval I over N, and a parameter
valuation o, : Py UP, — N assigning to each parameter variable a positive integer. We write (I, &) |=,, ¢
to mean that ¢ holds at the interval / of w under the valuation . The interpretation of all temporal
operators of HS and connectives is identical to their HS interpretations. The parameterized operators are
interpreted as follows, where g € Py UP, and ~€ {<, <, >, >}:

(I,0) v (X) ., @ < there is some interval J such that / Zx J, |J| ~ a(#), and J, ot |=,, @;
(I,a) Fw [X].,@ <« for each interval J such that I Zx J and |J| ~ a(@): J, & [=w @.

We say that the trace w is a model of formula ¢ under the parameter valuation «, written (w, o) = @, if
([0,0], @) =y @. For a PHS formula ¢ and a Kripke structure %~ over AP, we consider:

(i) the set V(% , @) consisting of the parameter valuations o such that for each trace w € £ (%) of

A, (w,a) = @, and

(ii) the set S(¢) consisting of the valuations & such that (w, o) = ¢ for some trace w.
The (linear-time) model-checking problem against PHS is checking for a given Kripke structure %" and
PHS formula ¢ whether V (¢, @) # 0. The satisfiability problem against PHS is checking for a given
PHS formula ¢ whether S(¢) # 0.

Given two valuations o and 8, we write oo < B to mean that o(g) < B(@) for all g € PLUPy.

A parameterized operator @ is upward-monotone (resp., downward-monotone) if for all formulas ¢,
valuations o and f such that o < 3,1, o |=,, ® @ entails that I, B |=,, @ ¢ (resp., I, B |=,, ® ¢ entails that
I,a =, © ). By construction, all the parameterized operators are monotone. In particular, being P, and
Py disjunct, by increasing (resp., decreasing) the values of upward (resp., downward) parameters, the
satisfaction relation is preserved.

Proposition 1. e The operators in PHS parameterized by variables in Py are upward-closed, while
those parameterized by variables in Py, are downward-closed.
 Let ¢ be a PHS formula and let o and B be variable valuations satisfying B(u) > a(u) for every
u € Py and B(¢) < a(l) for every £ € Pr. Then (w, ) |= @ entails that (w, ) = ¢.

Note that if we also allow for all £ € P, and u € Py, the parameterized modalities (X). ,, (X)_,,
[X], s, and [X]_,, then the modalities (X) _ g2 and [X]_ @, for o € Py UP, and ~€ {<,<,>,>} are dual
and have opposite kind of monotonicity. It easily follows that the logic is indeed closed under negation.
Proposition 2. Given a PHS formula ¢ with upward (resp., downward) parameters in Py (resp., P), one
can construct in linear time a PHS formula @ with upward (resp., downward) parameters in Py, (resp.,
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Py) corresponding to the negation of @, i.e. such that for each parameter valuation o and trace w over

247, (wya) = @ iff (w.0) 9.

We now show that parametric LTL (PLTL) [2] can be easily expressed in P(AB). Recall that PLTL
formulas ¢ over AP and the set of parameters Py U Py, are defined as:

pu=T[pl-plovelerne|Xe|eUe|[Ge|F<,o |G

where p € AP, u € Py, L € P, X, U, and G are the standard next, until, and always modalities, respectively,
and F<, and G</ are parameterized versions of the always and eventually modalities. Other parameter-
ized modalities such as F-, or G-, can be easily expressed in the considered logic [2]. For a PLTL
formula ¢, a trace w, a parameter valuation o, and a position i > 0, the satisfaction relation (w,i, @) = ¢
is defined by induction as follows (we omit the semantics of LTL constructs which is standard):

(w,i,00) = F<,¢ < there is some k < ot(u) such that (w,i+k, @) = @;
(w,i,00) E Gy < foreachk < a(f): (wi+k,a) = @.

Proposition 3. For a PLTL formula ¢, one can build in linear time a P(AB) formula f(¢@) such that for
all traces w, i > 0, and parameter valuations a, (w,i, ) = @ iff ([i,i], o) Ew f(@).

Proof. The mapping f : PLTL — P(AB), homomorphic with respect to atomic propositions and Boolean
connectives, is defined as follows:

Xp) = <A>(|en2A( )(leni A @));

oUp) = (A)({A)(leni A f(g2)) A[B](A)(len A f(@1))):
= [A]{A)(leni A @);

Feup) = (A), (A)(leni A o)

C.

Gag) = [Al(A)(leni Ag).

o
—h

(=N o
= e T

o
—h

/\/\>\/-\/-\
Q)
S
[=N

O

Note that by Proposition [3] and the results in [2]], the relaxation of the assumption Py NP, = @ or
the adding of parameterized operators of the form (X)_ » Would lead to an undecidable model-checking
problem already for the parameterized extension of AB by just one parameter.

Expressively complete fragments. Two PHS formulas ¢ and v are strongly equivalent, denoted by
@ = vy, if for all traces, intervals I over N, and parameter valuations @, we have that (I, @) |=,, ¢ iff
(I,) |=,, w. We show that the fragment consisting of P(BBB,,EEE,,) formulas with no occurrences of
parameterized operators [X],_, is sufficient to capture the full logic PHS.

Proposition 4. Given a PHS formula @, one can build in linear time a strongly equivalent P(BBB,,EEE,,)

formula y with no occurrences of the parameterized operators [X]._,.

Proof. We first show that the fragment P(BBB,,EEE,,) is expressively complete for PHS. The strong
equivalences exploited for expressing all the HS modalities in terms of the modalities in the fragment
BBEE can be trivially adapted to the parameterized setting. Here, we illustrate the equivalences for the
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existential parameterized operators where ~€ {<,<,> >} and p € Py UP;:

(A)op® = (leni A (B)_,0)V (E)(lens A B)_,0)
<A>~p¢ = (IfnlA<E>~p¢)_v <B>(Ien1/\<E>~go(p)’
L)oo = (B)(E)len A (B).,0);

(L)ope = (E)(B)(lenm A (E)_,0);

D)0 = (B)(E),0;

D)oo = B)E) 0

0)_p¢ = (E)leni A (B).,0):

<O>~p¢ = <B>(_‘Ien1/\<E>~go(p)

It remains to show that for the fragment P(BBB, EEE,,), the universal upward parameterized opera-
tors can be expressed in terms of the other modalities. One can easily show that the following strong
equivalences hold, where < is < (resp., < is <) and > is > (resp., > is >). Hence, the result follows.

Bl.,¢ = [Bl(eVBw),T)

El..¢ = [El(¢V(Ew)_,T)

Bl.,e¢ = B)_(B]e)V[B]e;

El.,e = (E)_.(Ele)VI[Ee;

Bwl..® = (Bw) . ([Ble)V[Bu]o:

Ewl., ¢ = (Bw)_,([El@)VI[Es]e. 0

For the logic P(ABBB,, ), we obtain a similar result.

Proposition 5. Given a P(ABBB,,) formula @, one can build in linear time a strongly equivalent

P(ABBBy,) formula W with no occurrences of the parameterized operators [X]._,,.

Proof. The result directly follows from the strong equivalences provided in the proof of Proposition dland
the following one, where < is < (resp., < is <) and > is > (resp., = is >): [A]_, @ = (A)_,[Blo. O

By the monotonicity of the parameterized modalities and Propositions 4] and 5] we can eliminate
all the parameterized modalities, but the existential upward ones, for solving the model-checking and
satisfiability problems against PHS (resp., P(ABBB,,)).

Lemma 1. Model checking PHS (resp., P(ABBB,,)) can be reduced in linear time to model checking

PromptHS (resp., Prompt(ABBB,,)). Similarly, satisfiability of PHS (resp., P(ABBBy,)) can be reduced
in linear time to satisfiability of PromptHS (resp., Prompt(ABBB,,)).

Proof. Let ¢ be a PHS (resp., P(ABBB,,)) formula. By Propositions 4 and [5] we can assume that ¢
does not contain occurrences of parameterized operators of the form [X]_,. Let f(¢) be the PromptHS
(resp., Prompt(ABBB,,)) formula intuitively obtained from ¢ by replacing each occurrence of a down-
ward parameter ¢ with the constant 1. Formally, f(¢) is homomorphic w.r.t. all the constructs but the
downward parameterized modalities and:

« F(X)200) € (X) £(9):

FUX) o0 0) € (X)(-lens A £(9));
« F([X]<0) € [X](—len; V f(9)):
c f(X ) ST
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As for the model checking problem, we show that V (£, @) # 0 iff V(¢ f(¢)) # 0 for each Kripke
structure .#. Let oy be a parameter valuation such that o (¢) = 1 for each downward parameter ¢ € L.
By construction, for all traces w, (w, o) = @ iff (w,04) = f(@). Hence, V(2 f(¢)) # 0 implies that
V(#, @) # 0. On the other hand, if V(.%, ) # 0, there is a parameter valuation ¢« such that for each
trace w of JZ, (w,a) = ¢@. Let oy be defined as: a;(#) = a(u) for each u € U, and oy (¢) = 1 for
each ¢ € L. By Proposition [I] it follows that for each trace w of %", (w,04) = ¢. Thus, we obtain
that V(2', f(¢)) # 0 as well, and the result for the model-checking problem follows. The result for the
satisfiability problem is similar. U

4 Decision procedures for PHS

In this section, we first provide a translation of HS formulas into equivalent Biichi NFA (asymptotically
optimal for ABBB,, formulas), by exploiting as an intermediate step a translation of HS formulas into
equivalent formulas of linear-time hybrid logic HL [18},[37, 3] (Subsection 4.1)). Then, in Subsection 4.2]
we apply the results of Subsection and the alternating color technique for Prompt LTL [23]] in order
to solve satisfiability and model checking against PHS and P(ABBB,,). In particular, for the logic
P(ABBB,,), we show that the considered problems are EXPSPACE-complete.

4.1 Translation of HS in linear-time Hybrid Logic

In this section, we recall the linear-time hybrid logic HL [18}[37, 3], which extends standard LTL + past
by first-order concepts. We show that while HS can be translated into the two-variable fragment of HL,
for the logic ABBB,,, it suffices to consider the one-variable fragment HL; of HL. Thus, by exploiting
known results on HL; [37} [3], we obtain an asymptotically optimal automata-theoretic approach for
ABBB,, of elementary complexity.

Syntax and semantics of HL. Given a set X of (position) variables, the set of HL formulas ¢ over AP
and X is defined by the following syntax:

def
o=Tlplx|-o|lorne|Xe|Ye|Fp|Po|lxp

p €AP, x € X, Y and P are the past counterparts of the next modality X and the eventually modality F,
respectively, and |x is the downarrow binder operator which assigns the variable name x to the current
position. We denote by HL; (resp., HL;) the one-variable (resp., two-variable) fragment of HL. An HL
sentence is a formula where each variable x is not free (i.e., occurs in the scope of a binder modality |x).
The size |@| of an HL formula ¢ is the number of distinct subformulas of ¢.

HL is interpreted over traces w. A valuation g is a mapping assigning to each variable a position i > 0.
The satisfaction relation (w,i,g) = ¢, meaning that ¢ holds at position i along w w.r.t. the valuation g,
is inductively defined as follows (we omit the semantics of LTL constructs which is standard):

(W,i,g)’:X <:}i:g(x)
(wig) Flxg < (wigk—il)=e

where g[x — i](x) =i and g[x — i](y) = g(y) for y # x. Thus, |x binds the variable x to the current
position. Note that the satisfaction relation depends only on the values assigned to the variables occurring
free in the given formula ¢. We write (w, i) = ¢ to mean that (w,i,g0) = ¢, where gy maps each variable
to position 0, and w |= @ to mean that (w,0) |= ¢. Note that HL formulas can be trivially translated into
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equivalent formulas of first-order logic FO over traces and LTL formulas can be trivially translated into
equivalent HL formulas. Thus, by the first-order expressiveness completeness of LTL, HL and LTL have
the same expressiveness [[18]].

Translation of HS into HL. We establish the following result.

Proposition 6. Given an HS (resp., ABBB,,) formula ¢, one can construct in linear-time a two-variable
(resp., one-variable) sentence HL @' such that £ (@) = £ (¢’).

Proof. We first consider full HS. We can restrict ourselves to consider the fragment BBEE of HS since
all temporal modalities in HS can be expressed in BBEE by a linear-time translation. Fix two distinct
variables x; and xz. We define a mapping f : BBEE — HL, assigning to each BBEE formula ¢ a HL,
formula f(¢) with variables xz, and xg which occur free in f(¢). Intuitively, in the translation, x; and xg
refer to the left and right endpoints of the current interval in N, while the current position corresponds
to the left endpoint of the current interval. Formally, the mapping f is homomorphic w.r.t. the Boolean
connectives and is inductively defined as follows:
70) £ G(Fx, = p);
( def

( = F(XFxg A lxg. P(x A f(9)));
f((B

(

(E

o~}

V@) =

) @) = Flxp AXFLxg. P(x A £(9))):
FUE) @) = XF(Fxg ALy, £(9)):
F(E) @) & XPLx. f(9).

By a straightforward induction on ¢, we obtain that given a trace w, an interval [i, j], a valuation g
such that g(xz) =i and g(xg) = J, it holds that [i, j] |=,, ¢ if and only if (w,i,g) = f(¢). The desired

HL, sentence ¢’ equivalent to @ is then defined as follows: ¢’ &t Jxpdxg. f().

We now consider the logic ABBB,,. We can restrict ourselves to consider the fragment ABB of HS
since the modality (By ) can be trivially expressed in terms of (B). Fix a variable x. We define a mapping
h: ABB — HL, assigning to each ABB formula ¢ an HL, formula /(@) with one variable x, which occurs
free in 4(¢). Intuitively, in the translation, x refers to the left endpoint of the current interval in N, while
the current position corresponds to the right endpoint of the current interval. Formally, the mapping 4 is
homomorphic w.r.t. the Boolean connectives and is inductively defined as follows:

+ h(p) € ~P(PxA=p);
« h((A)) € Lx.Fh(p);

def
* h((B) @) = YP(h(@) APx);
= def
* h((B) @) = XFh(¢p).
By a straightforward induction on ¢, we can prove that given a trace w, an interval [, j], a valuation

g such that g(x) = i, it holds that [i, j] =, @ if and only if (w, j,g) = h(¢@). The desired HL; sentence ¢’
’ det
Jx.h(g). O

It is known that HL, is already non-elementarily decidable [37]] and for an HL formula ¢, one can
construct a Biichi NFA accepting .Z(¢) whose size is a tower of exponentials having height equal to the
nesting depth of the binder modality plus one [3]]. For the one-variable fragment HL; of HL, one can do
much better [3]]: the size of the Biichi NFA equivalent to a HL; formula ¢ has size doubly exponential in
the size of ¢. Hence, by Proposition [6] we obtain the following result.

equivalent to @ is then defined as follows: @

Proposition 7. Given an HS formula ¢, one can build a Biichi NFA </, accepting £ (®). Moreover, if
¢ is a ABBB,, formula, then <7 has size doubly exponential in the size of ¢.
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Note that by [3]], the Biichi NFA equivalent to a HL; formula can be built on the fly. Recall that non-
emptiness of Biichi NFA is NLOGSPACE-complete, and the standard model checking algorithm consists
in checking emptiness of the Biichi NFA resulting from the synchronous product of the given finite Kripke
structure with the Biichi NFA associated with the negation of the fixed formula. Thus, by Proposition
we obtain algorithms for satisfiability and model-checking of ABBB,, which run in non-deterministic
single exponential space. In [L1], it is shown that satisfiability and model checking of AB over finite
words is already EXPSPACE-hard. The EXPSPACE-hardness proof in [11] can be trivially adapted to
handle AB over infinite words. Thus, since EXPSPACE = NEXPSPACE, we obtain the following result.

Corollary 1. Model checking and satisfiability problems for ABBB,, are both EXPSPACE-complete.

4.2 Solving satisfiability and model checking of PHS

In this section, we provide an automata-theoretic approach for solving satisfiability and model check-
ing of PromptHS and Prompt(ABBB,,) based on Proposition [7] and the alternating color technique for
Prompt LTL [23]. By Lemma [Il we devise algorithms for solving satisfiability and model checking
against PHS and P(ABBB,, ) as well, which for the case of P(ABBB,,) are asymptotically optimal.

Alternating color technique [23]. We fix a fresh proposition ¢ ¢ AP. Let us consider a trace w. A
c-coloring of w is a trace w’ over APU {c} such that w and w' agree at every position on all the truth
values of the propositions in AP, i.e. w'(i) NAP = w(i) for all i > 0. A position i > 0 is a c-change point
in w' if either i = 0, or the colors of i and i — 1 are different, i.e. ¢ € w'(i) iff ¢ ¢ w'(i—1). A c-block of
w’ is a maximal interval [i, j] which has exactly one c-change point in w’, and this change point is at the
first position i of [i, j|. Given k > 1, we say that w’ is k-bounded if each c-block of w' has length at most
k, which implies that w' has infinitely many c-change points. Dually, we say that w' is k-spaced if w’ has
infinitely many c-change points and every c-block has length at least k.

We apply the alternating color technique [23] for replacing a parameterized modality (X)_, v in
PromptHS with a non-parameterized one requiring that the selected interval where y holds has at most
one c-change point. Formally, let rel. : PromptHS — HS be the mapping associating to each PromptHS
formula a HS formula, homomorphic w.r.t. propositions, connectives, and non-parameterized modalities,
and defined as follows on parameterized formulas (X)_, y:

)&

rele((X) L, ) = (X) (rele(w) A (6 V 6-)).

<u

where for each d € {c,—c}, 6, is an AB formula requiring that the current interval has at most one
c-change point and the right endpoint is a d-colored position:

0, & (A)(len; Ad) A [B]((A)(len; A —=d) — [B] (A)(lenj A —d)).

For a PromptHS formula ¢, let ¢(¢) be the HS formula defined as follows:

c() et rel.(®) Nalt, alt, & [A](A) (A)(len Ac) A[A](A) (A)(leny A—c)
Note that ¢(¢) is a ABBB,, formula if ¢ is a Prompt(ABBB,,) formula. Moreover, the AB formula alt.
requires that there are infinitely many c-change points. Thus, c¢(¢) forces a c-coloring of the given trace
w to be partitioned into infinitely many blocks such that each parameterized modality selects an interval
with at most one c-change point. Like Prompt LTL [23], there is a weak equivalence between ¢ and ¢(¢)
on k-bounded and k-spaced c-coloring of w. The following lemma rephrases Lemma 2.1 in [23] and can
be proved in a similar way.
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Lemma 2. Let ¢ be a PromptHS formula and w be a trace.
1. If (w,a) = @, then W' |= (@) for each k-spaced c-coloring w' of w with k = max,ecp, ¢ (u).
2. Letk > 1. If W' is a k-bounded c-coloring of w with w' |= ¢(@), then (w, @) = @, where a(u) = 2k
foreachu € Py.

Solving satisfiability. Let ¢ be a PromptHS formula and <7, be the Biichi NFA of Proposition [7] accept-
ing the models of the HS formula c¢(¢). By Lemmal2l we deduce that S(¢) # 0 if and only if there is
k > 1 and some k-bounded c-coloring w' accepted by 7. Indeed, if S(¢) # 0, then there is a parameter
valuation @ and a trace w such that (w, ) = @. Let k = max,ecp, &¢(«) and w' be the c-coloring of w
whose c-blocks have length exactly k. Note that w’ is both k-spaced and k-bounded. By Lemma [2(1),
w = ¢(@), hence, w' is accepted by 7. Vice versa, if there is a trace w and a k-bounded c-coloring
w’ of w accepted by <7, then, by Lemma [2(2), (w, @) = ¢, where o(u) = 2k for each u € Py. Hence,
S(e) # 0.

Let N, be the number of <7, states. Assume that there is k-bounded c-coloring w' accepted by 7 for
some k > 1. We claim that there is also a 2N¢ + 1-bounded c-coloring accepted by o7.. If k <2N,+ 1,
the result is obvious. Otherwise, let T be an accepting run of .27, over w’, and let us consider the infixes
v of & associated with the c-blocks of w’ greater than 2N + 1. We replace v with an infix of length at
most 2N¢ + 1 as follows:

* If v does not visits accepting states, we remove from v the maximal cycles (but the first states of
such cycles) by obtaining a finite path of length at most V..

 If v visits some accepting state, then v can be written in the form v = v; - g, - V,, where ¢, is an
accepting state. We remove the maximal cycles from v; and v, (but the first states of such cycles)
by obtaining a finite path of length at most 2N, + 1.

In this way, we obtain an accepting run of <7, over a 2N, + 1-bounded c-coloring, and the result
follows. Then, starting from 7., one can easily construct in time polynomial in the size of <., a Biichi
NFA <7 accepting the 2N, + 1-bounded colorings which are accepted by 7. <7 keeps track in its state
of the current state of <7, and the binary encoding of the value of a counter modulo 2N, + 1, where the
latter is reset whenever a c-change point occurs. Note that if ¢ is a Prompt(ABBB,,) formula, then
c(¢@) is a ABBB,, formula, and by Proposition [7} the size of .27 is doubly exponential in the size of ¢.
By the previous observations, it follows that if S(¢) # 0, then there is a parameter valuation o € S(¢)
which is bounded doubly exponentially in |@|. Thus, since non-emptiness of Biichi NFA is NLOGSPACE-
complete, by Lemma[Iland Proposition [7, we obtain the following result.

Theorem 2. Satisfiability of PHS is decidable. Moreover, satisfiability of P(ABBB,,) is EXPSPACE-
complete and given a P(ABBB,,) formula @, in case S(¢@) # 0, there is a parameter valuation in S(¢)
which is bounded doubly exponentially in |@|.

We now show that the double exponential upper bound on the values of the parameters in Theorem 2]
for satisfiable P(ABBB,, ) formulas cannot be in general improved. Indeed, we provide a matching lower
bound by defining for each n > 1, a P(AB) formula of size polynomial in n which encodes a yardstick
of length (n+1)%2" x2". This is done by using a 2"-bit counter for expressing integers in the range
[0,22" — 1] and an n-bit counter for keeping track of the position (index) i € [0,2" — 1] of the (i + 1)"*-bit
of each valuation v of the 2"-bit counter. In particular, such a valuation v € [0,2%" — 1] is encoded by
a sequence, called n-block, of 2" sub-blocks of length n + 1 where for each i € [0,2" — 1], the (i + 1)™
sub-block encodes both the value and the index of the (i 4 1)"*-bit in the binary representation of v.

Formally, let AP o {#1,#,%$,0,1}. Fix n > 1. An n-sub-block is a finite word v over 247 of length
n+ 1 of the form v = {#,, p,bit }{bit, },...,{bit,} where bit,bity,...,bit, € {0,1} and p € {#,,#,}. If
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p = #y, we say that v is marked. The content of v is bit, and the index of v is the number in [0,2" — 1]
whose binary code is bity,...,bit,. An n-block is a finite word v of length (n+ 1) % 2" of the form
V =Vp...Vm_1, where vy is a marked n-sub-block of index 0, and for each i € [1,2, — 1], v; is an
unmarked n-sub-block having index i. The index of i is the natural number in [0,22" — 1] whose binary
code is bity, ..., bityn_1, where bit; is the content of the sub-block v; for each i € [0,2" — 1]. The yardstick
of length (n+ 1) 2" 22" is then encoded by the trace, called n-trace, given by bly - ... bl |- {$}®
where bl; is the n-block having index i for each i € [0,2%" — 1]. We first show the following result.

Lemma 3. For each n > 1, one can construct in time polynomial in n a satisfiable AB formula y,, whose
unique model is the n-trace.

Proof. Fixn> 1. The AB formula v, is defined as y, def Wi A Wine. The conjunct yy,; captures the traces

w over AP = {#,#,,$,0,1} having the form bly - ...- bl - {$}®, for some k > 1, such that the following
conditions are satisfied:

e bly,...,bl; are n-blocks;

* bl is the n-block of index O (i.e., each n-sub-block of bl has content 0);

e bl is the n-block of index 22" — 1 (i.e., each n-sub-block of bly has content 1).

One can easily construct an LTL formula of size polynomial in n characterizing the traces satisfying the
previous requirements. Thus, since an LTL formula can be translated in linear time into an equivalent
AB formula [[7]], we omit the details of the construction of the AB formula .

The conjunct y;,. additionally ensures that k = 22" — 1 and for each i € [1,2%" — 2], bl; is the n-block
of index i. To this purpose, it suffices to guarantee that in moving from a non-last n-block bl to the next
one bl’, the 2"-counter is incremented. This is equivalent to require that there is an n-sub-block sbl; of bl
whose content is 0 such that for each n-sub-block shl of bl, denoted by shl’ the n-sub-block of b’ having
the same index as sbl, the following holds: (i) if sbl precedes sbly, then the content of sbl (resp., sbl') is
1 (resp., 0), (ii) if sbl corresponds to sbly, then the content of sbl’ is 1, and (iii) if shl follows sbly, then
there is b € {0, 1} such that the content of both sbl and sbl’ is b. In order to express these conditions, we
define auxiliary AB formulas. Recall that proposition #; marks the first position of an n-sub-block, while
#, marks the first position of an n-block bl (corresponding to the first position of the first n-sub-block
of bl). For each AB formula ¢, the AB formula right(¢) requires that ¢ holds at the singleton interval
corresponding to the right endpoint of the current interval:

right(@) € (A)(len; A @)

The AB formula y,,,.(#;) ensures that proposition #, occurs exactly once in the current interval, while
Voot (#2) ensures that #, does not occur in the current interval. We focus on the definition of W, (#2)
(the definition of W, (#,) being similar).

Vone(#2) < [right(#2) V (B) right (#2)] A — (B)[right(#:) A (B) right (#)] A —[right(#:) A (B) right (#,)]

Moreover, we define the AB formulas y_(b,b’) where b,b" € {0,1}. Formula y_(b,b’) holds at a sin-
gleton interval [, k] (along the given trace) iff whenever & corresponds to the beginning of a n-sub-block
sbl of an n-block bl, then (i) the content of sbl is b, (ii) the n-block bl is followed by an n-block bl’, and
(iii) the n-sub-block of bl’ having the same index as sbl has content b'.

yo (b)) L # = [bA (A (leny A (A) (Wone (#2) A O A right (B A#)))]

g & /\ \/ [(B)(Ienh/\right(b))/\<A>(|enh+1/\”ighf(b))]
h=1be{0,1}
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Finally, the conjunct ;. in the definition of , is given by

Wine 2 [A]([right (#2) A (A)(—leny A right(#))] — (A)[Wone (#2) A right (81 A w—(0,1)) Ay A y])

v & [B(right(#1) — right(y—(1,0)))
Ve & (A) (1ena A A] [ (o (#2) A righs()) >/ right(y—(b,b))] )
be{0,1}
This concludes the proof of Lemma[3l U

Fix n > 1 and let y, be the AB formula in Lemma[3l We consider the P(AB) formula ¢, with just

one parameter given by ¢, def W A (A) ., (A)(len; A'$). By Lemma[3] the smallest value for parameter

u for which @, has a model is greater than (n+ 1) 2" % 2%". Hence, we obtain the following result.

Proposition 8. There is a finite set AP of atomic propositions and a family {@, },>1 of satisfiable P(AB)
formulas over AP with just one parameter such that for each n > 1, @, has size polynomial in n and the
smallest parameter valuation in S(@,) is doubly exponential in n.

Solving model checking. A fair Kripke structure %7 is a Kripke structure equipped with a set Sy of
accepting states. An infinite path of %} is fair if it visits infinitely many times states in Sy. Assume that
7 is over the set of atomic propositions given by APU{c}, and let Lab, be the associated propositional
labeling. A c-pumpable fair path of %} is a fair infinite path 7 of % such that each infix of 7 associated
to a c-block of the trace Lab.(m) visits some state at least twice. Let % = (AP,S,E,Lab,sy) be a
Kripke structure over AP, ¢ a PromptHS formula, and 7. = (247°{}, 0, 4o, 8, F) be the Biichi NFA of
Proposition [7laccepting the models of the HS formula —rel.(¢) A alt. (note that we consider the negation
of rel.(¢)). We define the fair Kripke structure

H X e = (APU{c}H, S x 0 x 2{ (50,40,0), Ec,Lab., S x F x 2{¢h)

where (i) ((s,q,C),(s',q',C")) € E. iff (s,s') € E and ¢ € 6(q,C U Lab(s)), and (ii) Lab.(s,q,C) =
Lab(s) UC. By construction, the traces associated to the fair infinite paths of J#" x 7. correspond to
the c-colorings w' of the traces of .#~ which are accepted by o/ such that ¢ ¢ w'(0). The following
lemma is similar to Lemma 4.2 in [23]] and provides a characterization of emptiness of the set V (¢, @)
of parameter valuations.

Lemma 4. 7" does not satisfy ¢ (i.e., V(A , @) =0) iff & x <o, has a c-pumpable fair path.

Proof. For the right implication, assume that V (2", @) = 0. We need to show that %" x <7 has a c-
pumpable fair path. Let k = |Q||S| + 1 and o be the parameter valuation defined by o (u) = 2k for each
u€eU. Since V(X ,9) =0, there is a trace w of % such that (w, ) [~ ¢. Let w' be the k-bounded
c-coloring of w such that each c-block of w' has length exactly k and ¢ ¢ w'(0). Since w' |= alt. and
c(@) = rel.(¢) Aalt., by Lemmal2[2), it follows that w' |= —rel.(@) A alt.. Hence, w' is accepted by the
Biichi automaton /.., and by construction there is a fair path & of J#" x 7. whose trace is w'. Now,
each infix of 7 associated to a c-block of w' has length k = |Q||S|+ 1. Moreover, by construction, the
third component C of the states (s,¢,C) € S x Q x 2¢ along such an infix does not change. It follows that
such an infix visits one state at least twice. Thus, 7 is a c-pumpable fair path of 2" x o7_.

For the left implication, assume that .#” x .7, has a c-pumpable fair path p. Let « be an arbitrary
parameter valuation and k = max,cy o¢(u). We need to show that there is a trace w of % such that
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(w,a) & @. Since p is a c-pumpable fair path, each infix of p associated to a c-block of the trace
Lab.(p) visits some state at least twice. The corresponding cycle in the infix can be pumped k-times. It
follows that there is a c-pumpable fair path p’ of J#" x o/ such that the c-blocks of the associated trace
w’ have length at least k. By construction, w' is the c-coloring of some trace w of J#" and w' is accepted
by o, i.e.w' |= —rel. (@) Aalt.. Hence, w' is a k-spaced coloring of w and w' [~ ¢(¢@). By Lemmal[2(1),
it follows that (w, @) [~ @, and the result follows. O

By Lemmald] we deduce that if V (¢, @) # 0, then for the parameter valuation @ such that a(u) =
2(]QJ|S| 4+ 1) for each u € Py, it holds that o € V(¢ , @). Indeed if o ¢ V(% , ), by the first part of
the proof of Lemma [} there is a c-pumpable fair path of .# x o7, which leads to the contradiction
V(X , )= 0. It is known that checking the existence of a c-pumpable fair path in a fair Kripke structure
is NLOGSPACE-complete [23]. Recall that if ¢ is a Prompt(ABBB,,) formula, then c(¢) is a ABBB,,
formula, and by Proposition [7] the size of .27, is doubly exponential in the size of ¢. Thus, since both
. and A x @/ can be built on the fly, by Lemma [Il Proposition [7, and Lemma (4] we obtain the
following result.

Theorem 3. Model checking against PHS is decidable. Moreover, model checking a Kripke structure %~
against a P(ABBB,, ) formula ¢ is EXPSPACE-complete and, in case V(A , @) # 0, there is a parameter
valuation in V(% , @) which is bounded doubly exponentially in |@| and linearly in the number of % -
states.

Similarly to the satisfiability problem for P(ABBB,,), for each n > 1, we provide a lower bound of
22" on the minimal parameter valuation for which a fixed Kripke structure satisfies a P(AB) formula by
using a P(AB) formula of size polynomial in n. For each n > 1, let y, be the AB formula over AP =
{#1,#,,$,0,1} in Lemma[3l whose unique model is the n-trace. One can trivially define a Kripke structure

A over AP whose set of traces consists of the traces whose first position has label {#;,#,,0}. Let us

consider the P(AB) formula ¢, with just one parameter given by ¢, def W — (A) ., (A)(leng AS).

Evidently, by Lemma[3 V(.#, ¢,) is not empty and the minimal parameter valuation in V (¢, @,) is
doubly exponential in n. Hence, we obtain the following result.

Proposition 9. There is a Kripke structure % over a set AP of atomic propositions and a family { @, },>1
of P(AB) formulas over AP with just one parameter such that for each n > 1, @, has size polynomial in
n, V(X ,@,) # 0, and the smallest parameter valuation in V(¥ , @,) is doubly exponential in n.

5 Conclusion

We have introduced parametric HS (PHS), a parametric extension of the interval temporal logic HS
under the trace-based semantics. The novel logic allows to express parametric timing constraints on
the duration of the intervals. We have shown that the satisfiability and model checking problems for
the whole logic are decidable, and for the fragment P(ABB) of PHS, the problems are EXPSPACE-
complete. Moreover, for the fragment P(ABB), we gave tight bounds on optimal parameter values for the
considered problems. An intriguing open question is the expressiveness of P(ABB) (or more in general
PHS) versus parametric LTL (PLTL). We have shown that P(ABB) subsumes PLTL. In particular, given
a PLTL formula ¢, it is possible to construct in linear time a P(ABB) on the same set of parameters
which is equivalent to @ for each parameter valuation. Is P(ABB) more expressive than PLTL? Another
problem left open is whether PromptHS is strictly less expressive than full PHS.
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Hyperproperties lift conventional trace-based languages from a set of execution traces to a set of
sets of executions. From a formal-language perspective, these are sets of sets of words, namely
hyperlanguages. Hyperautomata are based on classical automata models that are lifted to handle
hyperlanguages. Finite hyperautomata (NFH) have been suggested to express regular hyperproper-
ties. We study the realizability problem for regular hyperlanguages: given a set of languages, can
it be precisely described by an NFH? We show that the problem is complex already for singleton
hyperlanguages. We then go beyond regular hyperlanguages, and study context-free hyperlanguages.
We show that the natural extension to context-free hypergrammars is highly undecidable. We then
suggest a refined model, namely synchronous hypergrammars, which enables describing interesting
non-regular hyperproperties, while retaining many decidable properties of context-free grammars.

1 Introduction

Hyperproperties [10] generalize traditional trace properties [1] to system properties, i.e., from sets of
traces to sets of sets of traces. A hyperproperty dictates how a system should behave in its entirety and
not just based on its individual executions. Hyperproperties have been shown to be a powerful tool for
expressing and reasoning about information-flow security policies [10] and important properties of cyber-
physical systems [23] such as sensitivity and robustness, as well as consistency conditions in distributed
computing such as linearizability [4]. Different types of logics, such as HyperLTL, HyperCTL* [9],
HyperQPTL [19] and HyperQCTL* [11] have been suggested for expressing hyperproperties.

In the automata-theoretic approach both the system and the specification are modeled as automata
whose language is the sets of execution traces of the system, and the set of executions that satisfy the
specification [21, 20]. Then, problems such as model-checking [8] (“Does the system satisfy the prop-
erty?”) and satisfiability (“Is there a system that satisfies the property?”) are reduced to decision prob-
lems for automata, such as containment (“Is the language of an automaton A contained in the language
of automaton B?”) and nonemptiness (“Is there a word that the automaton accepts?”). Finite-word and
o-regular automata are used for modeling trace specifications [22]. Hyperautomata, introduced in [5],
generalize word automata to automata that run on sets of words. Just as hyperproperties describe a
system in its entirety, the hyperlanguages of hyperautomata describe the language in its entirety.

The work in [5] focuses on nondeterministic finite-word hyperautomata (NFH), that are able to model
regular hyperlanguages. An NFH A uses word variables that are assigned words from a language L,
as well as a quantification condition over the variables, which describes the existential (J) and global
(V) requirements from £. The underlying NFA of A runs on the set of words assigned to the word
variables, all at the same time. The hyperlanguage of A is then the set of all languages that satisfy the
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Type of language Quantification Type Realizability

Finite 3%, v* unrealizable (T.5)

v polynomial (T.6)

Infinite = A unrealizable (T.5)

Ordered dv3 polynomial (T. 8)

partially Ordered JF*v3* exponential (T.10)

Prefix-Closed Regular Jv3* polynomial (T.11)
Regular Fv3* doubly exponential (T.12)!
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Table 1: Summary of realizability results for singleton hyperlanguages.

quantification condition. The decidability of the different decision problems for NFH heavily depends
on the quantification condition. For example, nonemptiness of NFH is decidable for the conditions V*
(a sequence of V-quantifiers), 3* and 3*V*, but is undecidable for V3. In [15] NFH are used to specify
multi-properties, which express the behaviour of several models that run in parallel.

A natural problem for a model M for languages is realizability: given a language L, can it be de-
scribed by M? For finite-word automata, for example, the answer relies on the number of equivalence
classes of the Myhill-Nerode relation for £. For hyperlanguages, we ask whether we can formulate a
hyperproperty that precisely describes a given set of languages. We study this problem for NFH: given
a set £ of languages, can we construct an NFH whose hyperlanguage is £? We can ask the question
generally, or for specific quantification conditions. We focus on a simple case of this problem, where £
consists of a single language, (that is, £ = { £} for some language £), which turns out to be non-trivial.
In [12], the authors present automata constructions for safety regular hyperproperties. As such, they are
strictly restricted only to V*-conditions.

We show that for the simplest quantification conditions, 3* and V*, no singleton hyperlanguage is re-
alizable, and that single alternation does not suffice for a singleton hyperlanguage consisting of an infinite
language. We show that when L is finite, then { L} is realizable with a V3 quantification condition.

We then define ordered languages. These are languages that can be enumerated by a function f that
can be described by an automaton that reads pairs of words: a word w, and f(w). We show that for an
ordered language £, the hyperlanguage { L} is realizable with a quantification condition of 3v3. We then
generalize this notion to partially ordered languages, which are enumerated by a relation rather than a
function. We show that for this case, { L} is realizable with a quantification condition of 3*V3*.

Finally, we use ordered languages to realize singleton hyperlanguages consisting of regular lan-
guages: we show that when L is a prefix-closed regular language, then it is partially ordered, and that
an NFH construction for {£} is polynomial in the size of a finite automaton for £. We then show that
every regular language is partially ordered. Therefore, when L is regular, then {L£} is realizable with a
quantification condition of 3*V3*. The summary of our results is listed in Table 1.

In the second part of the paper, we go beyond regular hyperlanguages, and study context-free hyper-
languages. To model this class, we generalize context-free grammars (CFG) to context-free hypergram-
mars (CFHQG), similarly to the generalization of finite-word automata to NFH: we use an underlying CFG
that derives the sets of words that are assigned to the word variables in the CFHG G. The quantification
condition of G defines the existential and global requirements from these assignments.

The motivation for context-free hyperlanguages is clear: they allow expressing more interesting hy-
perproperties. As a simple example, consider a robot which we want to return to its charging area before
its battery is empty. This can be easily expressed with a CFHG with a V-condition, as we demonstrate in

ISee remark 2.
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Problem syncCFHGs General CFHGs
J* polynomial (T.15) | polynomial (T.15)
Emptiness V*, 3v* | polynomial (T.23) | undecidable (T.18)
p F*v* undecidable (T.25) | undecidable (T.18)
Finite Membership * exponential (R.4) | exponential (T.17)
. 3* exponential (R.5) | exponential (T.16)
Regular Membership | v || jecidable (T.24) | undecidable (T.24)

Table 2: Summary of decidability results for synchronous and general CFHGs.

Section 4, Example 3. Note that since the underlying property — charging time is larger than action time
—is non-regular, NFH cannot capture this specification. Extending this example, using an 3V-condition
we can express the property that all such executions of the robot are bounded, so that the robot cannot
charge and act unboundedly.

Some aspects regarding context-free languages in the context of model-checking have been studied.
In [13, 18] the authors explore model-checking of HyperLTL properties with respect to context-free
models. There, the systems are context-free, but not the specifications. The work of [6] studies the
verification of non-regular temporal properties, and [14] studies the synthesis problem of context-free
specifications. These do not handle context-free hyperproperties.

While most natural decision problems are decidable for regular languages, this is not the case for
CFG. For example, the universality (“Does the CFG derive all possible words?”’) and containment prob-
lems for context-free languages are undecidable. The same therefore holds also for CFHG. However, the
nonemptiness and membership (“Does the CFG derive the word w”?) problems are decidable for CFG.

We study the various decision problems for CFHG. Specifically, We explore the nonemptiness prob-
lem (“Is there a language that the CFHG derives?”); and the membership problem (“Does the CFHG
derive the language £”?). These problems correspond to the satisfiability and model-checking problems,
respecitively. We show that for general CFHG, most of these problems soon become undecidable (see
Table 2). Some of the undecidability results are inherent to CFG. Some, however, are due to the asyn-
chronous nature of CFHG: when the underlying CFG of a CFHG derives a set of words that are assigned
to the word variables, it does not necessarily do so synchronously. For example, in one derivation step
one word in the set may be added 2 letters, and another 1 letter. NFH read one letter at a time from every
word in the set, and are hence naturally synchronous. In [3], the authors study asynchronous hyperLTL,
which suffers from the same phenomenon.

We therefore define synchronous context-free hyperlanguages, which require synchronous reading
of the set of words assigned to the word variables. We also define synchronous CFHG (syncCFHG),
a fragment of CFHG in which the structure of the underlying CFG is limited in a way that ensures
synchronous behavior. We prove that syncCFHG precisely captures the class of synchronous context-
free hyperlanguages. Further, we show that some of the undecidable problems for CFHG, such as the
nonemptiness problem for the V*- and 3V*-fragments, become decidable for syncCFHG.

2 Preliminaries

Hyperautomata We assume that the reader is familiar with the definitions of deterministic finite au-
tomata (DFA) and non-deterministic finite automata (NFA).

Definition 1. Let ¥ be an alphabet. A hyperlanguage £ over X is a set of languages over ¥, that is,
£ €22 . A nondeterministic finite-word hyperautomaton (NFH) is a tuple A = (£,X,0,00,F,5,a),
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{ax: ay} {#xv ay}

{#x ay}

Vx3y >0

A

Figure 1: The NFH A (left), whose hyperlanguage is the set of infinite languages over {a}, and the NFA A that
computes f (right).

where X is a finite set of word variables, and o0 = Qx; ---Qux; is a quantification condition, where
Qi € {3,V} for every i € [1,k], and (£,Q,Qq,F,8) forms an underlying NFA over £ = (ZU {#})X.

Let £ be a language. We represent an assignment v : X — £ as a word assignment w,,, which is a
word over the alphabet (XU {#})¥ (that is, assignments from X to (ZU {#})*), where the i’th letter of w,,
represents the & i’th letters of the words v(xy),...,v(xx) (in case that the words are not of equal length, we
“pad” the end of the shorter words with #-symbols). We represent these k i’th letters as an assignment
denoted {Oiy,, Oy, ..., Ok }, Where x; is assigned ;. For example, the assignment v(x;) = aa and
v(x2) = abb is represented by the word assignment w,, = {ay, , ax, }{dx, , bx, } {#x,, bx, }

The acceptance condition for NFH is defined with respect to a language £, the underlying NFA A,
the quantification condition ¢, and an assignment v : X — L.

* For a = ¢, define L -, (a, A) if w, € L(A).
 For o = 3x.a/, define L, (o, ) if there exists w € £ s.t. Ly, (& A).
« For o = Vx.ao', define £+, (o, A) if £ b frsw] (o ,A) for every w € L .2

When « includes all of X, then membership is independent of the assignment, and we say that A
accepts L, and denote £ € £(A).

Definition 2. Let A be an NFH. The hyperlanguage of A, denoted £(.A), is the set of all languages that
A accepts. When the quantification condition & of an NFH A is Q1x1.Q2x; - - - Qux, we denote A as
being a Q1Q,...Qr-NFH (or, sometimes, as an 0.-NFH).

Example 1. Consider the NFH A depicted in Figure 1, over the alphabet {a}. The quantification con-
dition Vx.dy requires that in a language £ accepted by A, for every word u that is assigned to x, there
exists a word u; that is assigned to y such that the joint run of uy,u; is accepted by the underlying NFA
A of A. The NFA A requires that the word assigned to y is longer than the word assigned to x: once the
word assigned to x ends (and the padding # begins), the word assigned to y must still read at least one
more a. Therefore, A requests that for every word in L, there exists a longer word in £. This holds iff £
is infinite. Therefore, the hyperlanguage of A is the set of all infinite languages over {a}.

Context-Free Grammars

Definition 3. A context-free grammar (CFG) is a tuple G = (£,V,Vy, P), where ¥ is an alphabet, V is a
set of grammar variables, V € V is an initial variable, and P CV x (V UX)* is a set of grammar rules.

We say that w is a terminal word if w € £*. Letve Vand o, f € (VUX)"

%In case that o begins with V, membership holds vacuously with the empty language. We restrict the discussion to satisfac-
tion by nonempty languages.
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» We say that v derives o if (v, o) € P. We then denote v — .
» We denote o = B if there exist v € V and oy, o, B’ € (VUZX)* such that v — ', & = oyva and
B=oap .
» We say that o derives 3, or that B is derived by ., if there exists n € Nand o,...a, € (VUX)*
suchthat a; = o, o, = B and V1 <i<n: o = ;1. We then denote ot ="* f3.
The language of a CFG G is the set of all terminal words that are derived by the initial variable. That
is, L(G) ={we X" | Vy=*w}.

3 Realizability of Regular Hyperlanguages

Every NFH A defines a set of languages £. In the realizability problem for NFH, we are given a hyper-
language £, and ask whether there exists an NFH A such that £(.4) = £. The answer may depend on
the quantification condition that we allow using. In this section we study the realizability problem for
singleton hyperlanguages, which turns out to be non-trivial. We show that while for finite languages we
can construct a V3-NFH, such a condition cannot suffice for infinite languages. Further, we show that a
general regular language requires a complex construction and quantification condition.

Definition 4. Ler £ be a hyperlanguage. For a sequence of quantifiers o0 = Q1 ...Qy, we say that £ is
o-realizable if there exists an NFH A with a quantification condition Qx ... Qgxy such that £(A) = £.

We first define some operations and notations on the underlying NFA of NFH we use in our proofs.

For a word w, the NFA A,, is an NFA for {w}.

Let Aj,A, be NFA, and let A; 1#= (X,0,q0,61,F1) and Ay t#= (X, P, po, &, F>), where A; 1* is an
NFA for the language L£(A;) - #*. We define the composition A} ® A, of A} and A; to be an NFA over
Yy = (ZU{#})1}, defined as A; ® As = (£, 0 x P, (qo, po), 8, Fi x F»), where for every (¢,0,4') € &1,
(p,7,p') € &, we have ((¢,p),{0x, 7y}, (¢, p')) € 6. That is, A| ® A, is the composition of A; and A,
which follows both automata simultaneously on two words (adding padding by # when necessary). A
word assignment {x — wy,y — w,} is accepted by A| ® A, iff w; € L(A}) and w;, € L(A;) (excluding
the #-padding).

We also define A; © A, of A} and A; in a similar way, but the transitions are restricted to equally
labeled letters. That is, for every (¢,0,4') € 01, (p,0,p’) € &, we have ((¢,p),{0x,0,},(¢,p')) € 6. A
run of the restricted composition then describes the run of A; and A, on the same word.

We generalize the definition of both types of compositions to a sequence of k NFA A;,A,,... Ay,
forming NFA ®%_, A; and @* | A; over (ZU#)™1-2-%} in the natural way. When all NFA are equal
to A, we denote this composition by A% (or A®¥). When we want to explicitly name the variables
X1,X2,. .. X in the compositions, we denote ®f:1A,~[x1 ,...Xg] (or EBi-‘:lAi[xl yee Xk

We also generalize the notion of composition to NFA over (XU {#}) in the natural way. That is, for
NFA A, and A, with sets of variables X and Y, respectively, the NFA A} ® A; is over X UY, and follows
both NFA simultaneously on both assignments (if X NY # 0, we rename the variables).

We study the realizability problem for the case of singleton hyperlanguages, that is, hyperlanguages
of the type {L£}. We begin with a few observations on unrealizability of this problem, and show that
general singleton hyperlanguages cannot be realized using simple quantification conditions.

3.1 Unrealizability

For the homogeneous quantification conditions, we have that a V-NFH A accepts a language L iff A
accepts every L' C L. Therefore, a hyperlanguage {£} is not V-realizable for every £ that is not a
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singleton. The same holds for every V*-NFH.

An 3-NFH A accepts a language £ iff £ contains some word that is accepted by A. Thus if A is
nonempty, its hyperlanguage is infinite, and clearly not a singleton. The same holds for every 3*-NFH.

Now, consider an I*v""-NFH A. As shown in [5], A is nonempty iff it accepts a language whose size
is at most k. Therefore, {£} is not 3*V"-realizable for every £ such that |£| > k.

As we show in Theorem 6, if £ is finite then {L£} is V3-realizable. We now show that if £ is infinite,
then { £} is not V3-realizable. Assume otherwise by contradiction, and let .A be a Vx.Jy-NFH that accepts
{L}. Then for every w € L there exists u € £ such that w5, € L(A). Let w; be some word in L.
We construct an infinite sequence wy,ws, ... of words in L, as follows. For every w;, let w;;; be a word
in £ such that wix,[yow, 1] € L(A). If w; = w; for some i < j, then the language {w;, wi;1,...,w;} is
accepted by A, and so L is not the only language that .4 accepts. Otherwise, all words in the sequence
are distinct. Then, the language £; = {w;,w;;1,...} is accepted by A for every i > 1, and £; C L. In
both cases, £ is not the only language that .4 accepts, and so {L} is not V3-realizable.

To conclude, we have the following.

Theorem 5. If L contains more than one word, then {L} is not V*-realizable and not 3*-realizable. If
L contains more than k words then {L} is not 3V*-realizable. If L is infinite then {L} is not 3*V*-
realizable and not V3-realizable.

For positive realizability results, we first consider a simple case of a hyperlanguage consisting of a
single finite language.

Theorem 6. Let L be a finite language. Then {L} is V3-realizable.

Proof. Let £ = {wj,wy,...wr}. We construct a V3-NFH A for £, whose underlying NFA A is the union
of all NFA A, ® A, (mod k)- Let L € £(A). Since A can only accept words in £, we have that £ C L.
Since A requires, for every w; € L/, the existence of w; 1(mod k)» and since L' # 0, we have that by
induction, w; € L' implies w; jmod k) € £ for every 1 < j < k. Therefore, £ C L. O

3.2 Realizability of Ordered Languages

Since every language is countable, we can always order its words. We show that for an ordering of a
language L that is regular, that is, can be computed by an NFA, {£} can be realized by an 3¥3-NFH.
Definition 7. Let L be a language. We say that a function f . L — L is L-regular if there exists an NFA
Ay over (U {#) Y such that for every w € L, it holds that f(w) = u W sl ysu) € L(Ay). We then
say that Ay computes f.

We say that a language L is ordered if the words in L can be arranged in a sequence wi,wy, ... such
that there exists an L-regular function such that f(w;) = w;y for every i > 0.
Example 2. Consider the language {a* b%|i € N}, and a function Vi € N : f(a*) = b*, f(b?*) = a**2,
which matches the sequence €, a*,b*,a*,b*, . ... The function f can be computed by the NFA A ¢ depicted
in Figure 1, which has two components: one that reads a* on x and b* on y, and one that reads b* on x
and a**2 on y.
Theorem 8. Let L be an ordered language. Then {L} is 3V3-realizable.

Proof. Let L = {wj,w,...} be an ordered language via a regular function f, and let Ay be an NFA
that computes f. We construct an Jx;Vx;3x3-NFH A for {L} by setting its underlying NFA to be
A= A, @Ay [x1,x2,x3). Intuitively, A creates a “chain-reaction™: A,,, requires the existence of wy, and
Ay requires the existence of w; | for every w;. By the definition of f, only words in £ may be assigned
to xp. Therefore, £(A) = {L}. O
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We now generalize the definition of ordered languages, by allowing several minimal words instead
of one, and allowing each word to have several successors. The computation of such a language then
matches a relation over the words, rather than a function.

Definition 9. We say that a language L is m,k-ordered, if there exists a relation R C L x L such that:

o There exist exactly m words w € L such that (u,w) ¢ R for every u # w € L (that is, there are m
minimal words).

* R C S for a total order S of L with a minimal element.
» Foreveryw € L there exist 1 <i <k successor words: words u such that (w,u) € R.

« There exists an NFA Ag over (ZU {#})™} such that for every u,v € L, it holds that R(u,v) iff
Wil [y-v] € L(AR).
We then say that Ag computes L. We call L partially ordered if there exist m,k such that L is m,k-ordered.
Theorem 10. Let £ be m,k-ordered. Then {L} is 3"V3*-realizable.

Proof. Let Ag = (ZU{#})¥} Q. q0,8,F) be a DFA that computes £. We construct an 3”"V3*-NFH A
for L, as follows. The quantification condition of A is dx; - - - 3x,,,¥z3y; - - - yx. The x-variables are to be
assigned uy, ... Uy, the m minimal words of R. We set Ay = @7~ Ay, [x1,. .. Xm].

The underlying NFA Aof A comprises of an NFA A, for every 1 <i < k. Let £; be the set of words
in £ that have exactly i successors. Intuitively, A; requires, for every word w € L; that is assigned to z,
the existence of the i successors of w.

To do so, we construct an NFA B; over z,y1,...y; that accepts Wi, ,,j(y,—sw]...[ysw;]» fOr every word
w and its successors wy,...w;. The construction of B; requires that: (1) all assignment to y-variables are
successors of the assignment to z, by basing B; on a composition of Ag, and (2) yy,...y; are all assigned
different words. This is done by keeping track of the pairs of assignments to y-variables that at some
point read different letters. The run may accept only once all pairs are listed. We finally set A; = Ay ® B,
and require y; | ...y, to be equally assigned to z.

Since R C S and R has minimal elements, for every word w € L there exists a sequence wg, w1, ...w;
such that w, = w, and wy is minimal, and R(wj,wj41) for every j € [0, — 1]. The NFH A then requires
wo (via A,), and for every w;, requires the existence of all of its successors, according to their number,
and in particular, the existence of w;, (via A;). Therefore, A requires the existence of w;,. On the other
hand, by construction, every word that is assigned to z is in £. Therefore, £(A) = {L}.

The size of Ay is linear in |U/|, and the size of A; is exponential in k and in |A|. O

3.3 Realizability of Regular Languages

We now show that every regular language £ is partially ordered. To present the idea more clearly,
we begin with a simpler case of prefix-closed regular languages, and then proceed to general regular
languages. A prefix-closed regular language £ has a DFA A in which every accepting state is only
reachable by accepting states. We use the structure of A to define a relation that partially orders L.

Theorem 11. Let L be a non-empty prefix-closed regular language. Then L is partially ordered.

Proof. Let A= (X,0,qo,0,F) be a DFA for L. Then for every p,q € Q, if ¢ € F and ¢ is reachable from
p, then p € F. Let k be the maximal number of transitions from a state g € F' to its neighboring accepting
states. We show that £ is 1, k-ordered. We define a relation R as follows. Since L is prefix-closed, we
have that € € £. We set it to be the minimal element in R.
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Letg € Q,and let {(q,01,p1),--.(q, Om, pm) } be the set of transitions in & from g to accepting states.
For every word w € L that reaches ¢, we set (w,woy),...(w,wo,,) € R. For every word w € L that
reaches a state ¢ from which there are no transitions to accepting states, we set (w,w) € R.

It holds that the number of successors for every w € L is between 1 and k. Further, R C S for the
length-lexicographic order S of L.

We construct an NFA Ay for R by replacing every transition labeled o with {o,,0,} and adding a
state p’, which is the only accepting state. For every g € F, we add a transition (g, {#, 0y}, p’) for every
(g,0,p) € & such that p € F. If g has no transitions to accepting states in A, then we add (g, {#.,#,},p’).
Ag then runs on word assignments Wi, [y, such that u = wo for some o, such that w,u € L, or
Wisw][y—sw] 1f W cannot be extended to a longer word in L. Therefore, Ag computes L. O

Remark 1. The construction in the proof of Theorem 10 is exponential, due to the composition of several
automata. In the case of prefix-closed languages, the successors of a word w € L are all of the type wo.
Therefore, it suffices to extend every transition in A to {0y, ,Ox,,... Oy, }, and to add a transition from
every g € F to a new accepting state with all letters leading from g to an accepting state. Composed with
a single-state DFA for &, we get an 3V3*-NFH for {L}, whose size is polynomial in |A]|.

We now turn to prove the realizability of {L} for every regular language £. The proof relies on a
similar technique to that of Theorem 11: a relation that computes {L£} requires, for every word w € L,
the existence of a longer word w' € L. Here, w' is not simply the extension of w by a single letter, but a
pumping of w by a single cycle in a DFA for L.

Theorem 12. Let L be a regular language. Then {L} is partially ordered.

Proof. Let A = (£,0,q0,6,F) be a DFA for £. We mark by P the set of words that reach accepting
states from o along a simple path. For a state ¢ € Q, we mark by C, the set of words that reach g from
g along a simple cycle. Note that P and C,, are finite for every ¢ € Q. Let n = |P|, and let m = X,c0|C,]|.
We show that £ is n, m-ordered, by defining an appropriate relation R.

The set of minimal words in R is P. The successors of a word w € L are w itself (that is, R is
reflexive), and every possible pumping of w by a single simple cycle that precedes all other cycles within
the run of A on w. That is, for a state g that is reached by a prefix u of w along a simple path, and for a
word ¢ read along a simple cycle from g to itself, the word ucv is a successor of w in R, where w = uv.

To see that the only minimal words in R are P, let w = 010, - 0y € L, and let r = (qo,q1,- - -qx) be
the accepting run of A on w. If all states in r are unique, then w € P. Otherwise, we set w; = w, and
repeatedly remove simple cycles from r: let j be a minimal index for which there exists j' > j such that
qj = q;j and such that g;,,...q; are unique. We define w; | = wy---w;wyq---wy. We repeat this
process until we reach a run in which all states are unique, which matches a word wy € P. The sequence
of words w;,w;_1,...wo we obtain is such that (w;,w;+1) € R for every i € [0,7 — 1].

It is easy to see that R C S for the length-lexicographical order S of £. Additionally, every w € L has
between 1 and m successors. We now construct an NFA Ag for R.

Ag is the union of several components, described next. Let A, be the DFA obtained from A by setting
its only accepting state to be g. For every p € Q and for every ¢ € C,,, we construct an NFA B, ,, which
pumps a word read along a run that reaches g and traverses p, by c. The NFA B, , comprises two copies
A1,A; of A, where the copy ¢ of g in A, is the only accepting state. The word c is read between A to
Ay, from p; and p;.

We construct an NFA A, , by composing B, , and A, and making sure that B, , reads the same word
as Ay, pumped by c. That is, if A, reads a word uv, where u reaches p, then B, , reads ucv. To this end,
while B, , is in Ay, the DFA A, and B, , both advance on the same letters. When B, , leaves A; to read ¢
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followed by the suffix v in A,, the composition remembers, via states, the previous (up to) |c| letters read
by A,, to make sure that once B, , finishes reading uc, it reads the same suffix v as A, did. The NFA Ag
is then the union of A, for every g € O, ¢ € ¢ Cp. To accept the reflexive pairs as well, we union all
the components with an additional component A G A.

The size of every A. 4 is exponential in ¢, due to the need to remember the previous c letters. There are
exponentially many simple paths and cycles in A. Therefore, we have that the size of Ag is exponential
in |A|. Combined with the exponential blow-up involved in the proof of Theorem 10, we have that an
NFH for {L£} is doubly-exponential in the |A|. O

Remark 2. Using automatic structures [17] and relying on the length-lexicographical order S, one can
prove the existence of an 3V3-NFH A for {L£}, which is smaller and simpler than the one we present
in Theorem 12. Indeed, one can phrase the direct successor relation in £ with respect to S using the
First Order Logic (FOL) formula @(x,y) = L(x) A L(y) AS(x,y) AV(2).(z #y) = (=(S(x,2) AS(z,¥))).
Since S is NFA-realizable, and since every relation expressible by FOL over an automatic structure is
regular [17], we have that @ is NFA-realizable. We can then construct A, requiring the existence of a
minimal word in £ with respect to S, together with the requirement of the existence of a successor for
every w € L.

While this construction is polynomial, it does not directly rely on the structure of A. Since in this
paper we wish to lay the ground for richer realizable fragments, in which relying on the underlying graph
structures may be useful, we present it here.

4 Context-Free Hypergrammars

We now go beyond regular hyperlanguages, and define and study context-free hyperlanguages. We begin
with a natural definition for context-free hypergrammars (CFHG), based on the definition of NFH, and
then identify a more decidable fragment of CFHG, namely synchronized CFHG.

Definition 13. A context-free hypergrammar (CFHG) is a tuple (£,X,V,Vy, P, &), where X and o are as
in NFH, and where G = (£,V,Vy, P) is a CFG over the alphabet ¥ = (XU {#})X.

Definition 1 defines word assignments for NFH, where the #-symbol may only appear at the end of
a word. This is naturally enforced by the nature of the underlying NFA. For the most general case of
hypergrammars, we consider words in which # can appear anywhere in the word. In Section 4.1 we allow
# to occur only at the end of the word. For a word w € £* we define the set of words w T4 to be the set of
all words that are obtained from w by adding #-symbols in arbitrary locations in w. For w € (XU {#})*,
we define the word w |4 to be the word obtained from w by removing all occurrences of #.

The acceptance condition for CFHG is defined with respect to a language £, the underlying CFG G,
the quantification condition ¢, and an assignment u : X — L.

1. For a = ¢, define L+, (a,G) if w, € L(G).
2. For o = 3x.a, define £+, (o, G) if there exist w € £ and wy € w ty s.t. £ o) (& G).
3. For o = Vx.o/, define £ I, (o, G) if for every w € L there exists wy € w1y s.t. £ e (O G).

When « includes all of X, we say that G derives L (or that G accepts £), and denote £ € £(G).

Definition 14. Let G be a CFHG. The hyperlanguage of G, denoted £(G), is the set of all languages that
G derives. We denote G as being a Q1Q; ...Qy-CFHG similarly as with NFH.
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Henceforth we assume that (1) the underlying grammar G does not contain variables and rules that
derive no terminal words (these can be removed); and (2) there are no rules of the form v — € except for
possibly Vo — €. Every CFG can be converted to a CFG that satisfies these conditions [16].

Example 3. Consider the robot scenario described in Section 1, and the Vx-CFHG G, with the rules

Py:=Vo = {ectVo{as} [ {extWi
Vi = {etVi [{er}

The letters a and ¢ correspond to action and charge, respectively. Then, £(G) is the set of all languages
in which the robot has enough battery to act.
Consider now the CFHG G; = {{a,c}, {x1,x2},{V0, V1 }, Vo, P>, 3x1Vx2) where

Pi=Vo— {CXI’C)CZ }VO{aM vaxz} | {Cxlvcxz}vl {am ’#Xz} ’ {CX1 ’CXZ}VI {am aaz\’z}
Vi— {C)C17#XZ}V1{(’ZX1)#X2} ’ {Cxl’#xz} ’ {Cxl’c)@}

We now require that the robot only has one additional unit of charging (unlike in G;). In addition, we
require an upper bound (assigned to x;) on the charging and action times. All other words in the language
(assigned to x) correspond to shorter computations.

We now study the nonemptiness and membership problems for CFHGs. When regarding a CFHG as
a specification, these correspond to the model-checking and satisfiability problems.

Theorem 15. The nonemptiness problem for 3*-CFHG is in P.

Proof. According to the semantics of the 3-requirement, an 3*-CFHG G derives a language £ if G
accepts a word assignment that corresponds to words in L. Therefore, it is easy to see that G is nonempty
iff G is nonempty. Since the nonemptiness of CFG is in P [16], we are done. O

Theorem 16. The membership problem for a regular language in an 3*-CFHG is in EXPTIME.

Proof. Let A= (X,0,00,9,F) be an NFA and let G be a CFHG with o¢ = Jx; - - - Ix;. In order to check
whether £(A) € £(G), we need to check whether there exists a subset of £(A) of size & or less, that can
be accepted as a word assignment by G. Since G derives words over LU {#}, we first construct the NFA
A T #, that accepts all #-paddings of words in £(A). We can do so easily by adding a self-loop labeled #
to every state in A. We then compute (A 1 #)®* to allow different paddings for different words (an expo-
nential construction), intersect the resulting automaton with G and test the intersection for nonemptiness.
Context-free languages are closed under intersection with regular languages via a polynomial construc-
tion. In addition, if the grammar is given in Chomsky Normal Form [7], then checking the emptiness
of the intersection is polynomial in the sizes of the grammar and automaton. As the conversation to
Chomsky normal form is also polynomial, we get that the entire procedure is exponential, due to the size
of (A1 #)%*, O

Theorem 17. The membership problem for a finite language in a CFHG is in EXPTIME.

Proof. Let L be a finite language and let G be a CFHG with variables {xi,...x¢}. Since L is finite,
we can construct every assignment of words in £ to the variables in G, and check if it is accepted by
G. Similarly to the proof of Theorem 16, to do so, we use an NFA A,, whose language is the set w 14,
for every w € £. For an assignment v = [x; — wy]... [x; — wy], we construct ®*_, A,,., and check the
nonemptiness of its intersection with G. As in Theorem 16, this procedure is exponential in the length
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of the words in £ and in |G|. Since we can finitely enumerate all assignments, we can check whether
the quantification condition & of G is satisfied. Enumerating all assignments amounts to traversing the
decision tree dictated by a, which is exponential in |@|. Therefore, the entire procedure can be done in
exponential time in |G| and L. O

Theorem 18. The emptiness problem for V*-CFHG and AV-CFHG is undecidable.

Proof. We show reductions from the Post correspondence problem (PCP).A PCP instance is a set of pairs
of the form [ay,b1],..., [an,b,] Where a;,b; € {a,b}*. The problem is then to decide whether there exists
a sequence of indices iy - -ip, ij € [1,n], such that a;a;, - - -a;, = b, b;,---b;, . For example, consider
the instance {|a,baal,[ab,aal,,[bba,bb]3}. Then, a solution to the PCP is the sequence 3,2,3,1 since
azaaza; = bba-ab-bba-a and b3bybsb; = bb-aa - bb - baa.

Let T = {[ai,b1],...,[an,by]} be a PCP instance. Let G = ({a,b},{x1,x2},{V0o}, Vo, P,Vx1Vx2) be a
V*-CFHG defined as follows. For every pair [a;,b;] € T we define the words A;, B; € (2U {#})* obtained
from a;, b; by padding the shorter of a;,b; with #-symbols so that A;, B; are of equal length. We define P
as follows.

P:=Vy— {Alowle}VO || {Anownxz}VO | {Alanlxz} | ] {Anxlaanz}

For a language £ € £(G), it must hold that Wiy, (x, € L(G) for every u,v € L, due to the V-
condition. Let u € L. Then, in particular, Wiy, (v, —u] € E(G) Notice that in this case, u is a solution
to 7. In the other direction, a solution to 7" induces a word u = a;,a;, - - - a;,, such that {u} € £(G). The
same reduction holds also for the case of 3V, since according to the V requirement, one of the word
assignments must assign the same word to both variables. O

Note that the proof of Theorem 18 compares between two words in order to simulate PCP. For a
single V-quantifier, the nonemptiness problem is equivalent to that of CFG, and is therefore in P.

The underlying CFG we use in the proof of Theorem 18 is linear, and so the result follows also to
asynchronous NFH, that allow #-symbols arbitrarily. This is in line with the results in [3], which shows
that the model-checking problem for asynchronous hyperLTL is undecidable.

4.1 Synchronous Hypergrammars

As we show in Section 4, the asynchronicity of general CFHG leads to undecidability of most decision
problems for them, already for simple quantification conditions. We now introduce ranked CFHG, a
fragment of CFHG that ensures synchronous behavior. We then prove that ranked CFHG capture ex-
actly the set of synchronous hyperlanguages. Intuitively, synchronous hyperlanguages are derived from
grammars in which # only appears at the end of the word, similarly to NFH (we say that such a word
assignment is synchronous). Since CFHG may use non-linear rules, in order to characterize the grammar
rules that derive synchronous hyperlanguages, we need to reason about structural properties of the gram-
mar. To this end, we define a rank for each variable v, which, intuitively, corresponds to word variables
for which v derives #-symbols.

Remark 3. Before we turn to the definition of ranks of variables and ranked grammars we note on the
difference between a definition of grammars which their hyperlanguages are synchronous, as we do in
the rest of this section; and the problem of, given some hypergrammar G, finding the hyperlanguage
£(Gs) C £(G) that corresponds to the synchronous sub-hyperlanguage of G. Assume that G is over
¥ and has k quantifiers. Then, the latter can be done by constructing an NFA A, over (ZU {#})* that
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{baaxl'bb#xz} {abx1’aaxZ} gR

Figure 2: The MSSC graph G for the grammar and PCP instance of Example 4 and the Proof of Theorem 18.
Blue edges are bidirectional, and the rectangle represents an MSCC.

accepts all words in which # appears only at the end of words. The intersection of A; and G results in the
grammar Gy, whose language is a subset of that of G. We approach a different problem, namely defining
a fragment of grammars that accept exactly the class of synchronous hyperlanguages.

In order to define the ranks of variables, we use the rule graph G, defined as follows. The set of
vertices of G is VUW, where W = {y € (£UV)* | 3v € V.v — y € P} is the set of sequences appearing
on the right side of one of the grammar rules. The set of edges E of G is E = E; U Eg where

Er={(v,w) |v—=o>wePtU{(wv) |w=vy}
Egr={(vw) |v—=wePtU{(wv) |w="}

We partition G into maximal strongly connected components (MSCCs) with respect to each type of edges
(EL and Ep), resulting in two directed a-cyclic graphs G, and Gg. The vertices of G, for d € {L,R} are
the MSCCs according to E,, and there is an edge C¢ — CY iff there exist u,u’ € (V UW) such that
ue C¢ u' € Cd and (u,u') € E;. Note that every terminal word is a singleton MSCC in both graphs.

Example 4. Figure 2 presents Gg for G of the proof of Theorem 18, and the PCP instance {[a, baal,, [ab,aal,
[bba,bb)3}, with the concrete derivation rules:

Vo — {at#ti#y, ,baay, }Vo | {aby,,aax, }Vo | {baay, ,bb#,, }V) |
{a#th, ,baay,} | {aby,,aay,} | {baay, ,bb#,, }

We now define the left ranks and right ranks of synchronous words, variables and sequences.

1. Ranks of terminal synchronous words. The rank of a letter 6 = {0}, ,...0y, } € Yist(6) =
{xi | 01, = #}. The left rank of W is L(#) = #(61), and its right rank is R(W) =1(6,), where 6
and G, are the first and last letters of W, respectively.

2. Inductive definition for variables and sequences. Let d € {L,R}, and let C{ — C¢ in G, such
that d(u') is defined for every u' € C{ andd € {L,R}. Let y€ (EUV)*, 0 €L, andv € V.

« For u € C? € G, such that u = oy we define L(u) = [(u) = L(0).
* For u € C¢ € G4 such that u = yo we define R(u) = r(u) = R(0).

* For u € C € Gy such that u = vy we define (u) = Ut _,ct Nyt L(u').
Uc{bcge Uu/ec§ R(u').

Now, for each u = vy € Cf we define L(u) = (et [(u'), and for each u = yv € CT we define
R(u) - Uu’ECf r(u/)'

e For u € CR € Gg such that u = yv we define r(u)
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Note that this process is guaranteed to terminate, since we traverse both graphs in reverse topological
order. Therefore, at the end of the process, L(u) and R(u) are defined for every u € VUW.

We define ranked CFGs to be CFGs in which for every rulev — 7, --- %, for y; € (iU V), it holds that
R(%) C L(%+1). Intuitively, this means that % may not produce # to its right, if %;1; can produce ¢ # #
to its left, leading to unsynchronous derivation. A CFHG G is ranked if G is ranked.

Example 5. Consider G of Example 4 and Gy of Figure 2. The graph G; is similar to Gg, with no edges
back to Vj, (and thus without the rectangle MSCC). We compute some of the ranks for G:

L({a#t,, ,baay,}) = L({baa,, ,bb#,}) = L({aby,,aay,}) =0 L(Vo) =0
R({a##xl 7baax2}) = {X]} R({baaxl 7bb#x2}) = {XZ} R({abxlﬂaaxz}) =0 R(VO) = {xl 7x2}

G is not ranked, since for the rule Vo — {a#t#,, , baay, }Vj, it holds that R({a##,, ,baay, }) Z L(V)).
Example 6. The following CFHG G, = ({a,b},{x1,x2},{V0,V1}, Vo, P,Vx13x,) is ranked, where P is:

P=Vy—>WViV,
Vi — {axl ,Clxz}V] {bx1 7bX2} ’ {abxl 7abx2}
v2 — VZ{#)C] 7bX2} ‘ {#X| 7bX2}

G, accepts all languages in which for every word of the type a"b" there exits a word with more b’s, that
is, there exists a"b™ for m > n.
The ranks of G,, as shown below, demonstrate that G, is indeed ranked.

L({#Xlﬂbxz}) = R({#lebxz}) = {X]} L({abxlﬂabxz}) = R({abxwabxz}) =0
L({ax a5, }Vi{by by }) = R({ay,ax }Vi{by by, }) =R(Vi) =L(Vi) = 0
R(Va{#y . by, }) = L(Va{#y ,bry}) = R(V2) = L(V2) = {x1}

R(Vp) =0 L(Vp)={x1}

Definition 19. £ is a synchronous context-free hyperlanguage if there exists a CFHG G for £ in which
G only derives synchronous word assignments.

Theorem 20. A hyperlanguage £ is derived by a ranked CFHG iff £ is synchronous context-free.
In order to prove Theorem 20, we use the following claims.

Claim 21. Let G = (£,X,V,Vy, P,a) be a ranked CFHG. Then, for every word y =7, ---%, € (£UV)*,
if there exists v € V such that v =", then R(Y;) C L(¥i4+1) foralli € [1,n—1].

Claim 22. Let G = (X,X,V,Vy, P, @) be a (possibly not ranked) CFHG with |X| =k, and letv € V.
1. Forevery j € [1,k]\ L(v) there exists w € £* such that v =" w and j ¢ L(w).
2. Forevery j € R(v) there exists w € £* such that v =* w and j € R(w).

Proof of Theorem 20. Let £ be a context-free language that is accepted by a ranked grammar G. Accord-
ing to Claim 21, for every word w = wy - --w, € £* such that Vy ="* w, it holds that R(w;) C L(wjy)) for
i € [1,n—1]. That is, # is allowed to only appear at the end of words, and so G only derives synchronous
word assignments.

For the other direction, let £ be a synchronous context-free hyperlanguage, and let G be a CFHG for £
that only derives synchronous word assignments. Assume by way of contradiction that G is not ranked.
Then, there exists some rule v — 7;---7, € P where % € (£UV) such that R(y;) € L(y;1) for some
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i € [1,n]. Recall that we assume that all rules are reachable and that every variable can derive a terminal
word. Consider a derivation sequence Vo =* BvfB’ = B71---7,B8’. Then, there exist w,w;, wi, 1w’ € &*
such that 3, =* w;, Y41 =" wiy1 and Vo = ww;w; 1 w'; and due to claim 22, for some j € R(%)\ L(%+1),
it holds that j € R(w;) \ L(w;;1). Hence, w; ends with # in some location which is followed by a letter
in w1, and so the word assignment ww;w; 1w’ is not synchronous, a contradiction. L]

We therefore term ranked grammars syncCFHG. Given a CFHG G, deciding whether it is ranked
amounts to constructing the graph G and traversing the topological sorting of its MSCC graph in reverse
order in order to compute all ranks, and finally checking that all grammar rules of G comply to the
rank rules. All these steps can be computed in polynomial time. We now show that syncCFHG is more
decidabile than CFHG.

Theorem 23. The nonemptiness problem for V*-syncCFHG and 3V*-syncCFHG is in P.

Proof. Let G be a syncCFHG. Since universal quantification is closed under subsets, it holds that if £ €
£(G), then L' € £(G) for every L' C L. Therefore, it suffices to check whether there exists a singleton £
such that £ € £(G). Therefore, we consider only word assignments of the form w = wi,, ... .x,—w] fOr
some w € (ZU {#})*. Notice that w has a single representation, since # may not appear arbitrarily. We
construct a syncCFHG G’ by restricting G to the alphabet Ugex{o}¥, that is, all variables are assigned
the same letter. All rules over other alphabet letters are eliminated. Since elimination of rules cannot
induce asynchronization, G’ is synchronous.

Now, for a singleton language {w}, we have {w} € £(G) iff {w} € £(G’). Therefore, it suffices to
check the nonemptiness of £(G’), which amounts to checking the nonemptiness of G'.

The proof holds also for the case of 3V*-syncCFHG. Indeed, an 3V*-syncCFHG G is nonempty iff
it derives a singleton hyperlanguage. This, since in a language derived by G, a word w that is assigned
to the variable under 3 must also be assigned to all variables under V in one of the word assignments
derived by G, which in turn fulfills the requirements for deriving {w}. Since G is synchronous, it suffices
to restrict the alphabet to homogeneous letters and check for nonemptiness, as with V*. O

In the regular membership problem, we ask whether a regular language £ can be derived by a
synchCFHG G. This problem is decidable for NFH [5]. For £ = X* and a V-CFHG G, the question
amounts to checking the universality of G, which is undecidable [2]. Therefore, we have the following.

Theorem 24. The regular membership problem for V*-syncCFHG grammars is undecidable.

Remark 4. Membership of a finite language £ in a CFHG with any quantification condition is decidable
already for general CFHG (Theorem 17), with exponential complexity. For syncCFHG, we can reduce
the complexity by checking membership of word assignments instead. This, since we only need to con-
sider synchronous words, which have a single representation. Since checking membership is polynomial
in the size of the word (for a grammar of fixed size) [16], every such test is then polynomial. Since we
may still need to traverse all possible word assignment, the complexity is exponential in the length of the
quantification condition, but is polynomial in |G| and the size of the words in L.

Remark 5. For regular languages and 3*-CFHG, synchronization does not avoid the composition of
automata, and we use a construction similar to the one of Theorem 16.

We now show that synchronicity does not suffice for deciding nonemptiness of 3*V*-syncCFHG.

Theorem 25. The nonemptiness problem for 3*V*-syncCFHG is undecidable.
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Proof. We reduce from PCP. Let T = {[a1,b1],..., [an,b,]} be a PCP instance over {a,b}, and let
G = ({a,b,c}U[L,n],{x1,x2,x3},{V0, V1, Va }, Vo, P, 3x1 T2 Vx3)
be a CFHG where P is defined as follows.
P:=Vo—Vi| Vs
Vi = {ain, a1 YV iy s i} | i€ @i My s sy} Vi€ [1i]
Vo — {bixl,c|b"‘X2,c|b"|x3}V2{ixl,ch,cx3} | {b,-xl,c‘bile,c‘b"‘x3}{ixl,ch,cx3} Vi€ [1,n]

Since none of the rules include the #-symbol, G is indeed a syncCFHG. Now, if there exists £ € £(G),
then there exist w € {a,b}* - [1,n]* and w, € {c}* both in L, such that for every w' € L, we have
Vo =" Wi oswlmswe[ssw]- 1N particular, for w' = w, we have Vy =* Wi ow e we|fsw] - S1nce Vo
only derives words of the form c* in x3, the derivation of W, sl praswe [xssw] 18 Of the form Vp = Vi =+
W ) sl (rasw|[esw] - 10 addition, all words in {c}* can only be assigned to x3 if derived from V,, thus we
have Vo = Va2 =" Wiy, suiixswe][xysw,]- DENOte w = wiwy where wy € {a,b}*,w; € [1,n]. Then, w en-
codes a solution to 7', where w; is the string obtained from a; (and b;), and w; is the sequence of indices.

For the other direction, a solution to 7 encoded by a string w; and sequence of indices w; corresponds
to the language {w wy,c""2l} that is accepted by G. O

The nonemptiness problem for V*3*-NFH is undecidable [5]. Therefore, this is also the case for
syncCFHG, and for general CFHG.

5 Discussion and Future Work

We have studied the realizability problem for regular hyperlanguages, focusing on the case of singleton
hyperlanguages. We have shown that simple quantification conditions cannot realize this case. We
have defined ordered and partially-ordered languages, for which we can construct hyperautomata that
enumerate the language by order. We have shown that all regular languages are partially ordered. Since
regular hyperlanguages are closed under union [5], the result extends to a finite hyperlanguage containing
regular languages. Naturally, there are richer cases one can consider. For an infinite hyperlanguage £,
some characterization on the elements of £ would need to be defined in order to explore its realizability.
We plan on pursuing this direction as future work. Another related direction is finding techniques for
proving unrealizability for certain quantification conditions, for various types of hyperlanguages.

In the second part of the paper we have studied the natural extension of context-free grammars to
handle context-free hyperlanguages. Here, we have shown that beyond the inherent undecidability of
some decision problems for hypergrammars, some undecidability properties stem from the asynchronous
nature of these hypergrammars. We have then defined a synchronous fragment of context-free hyperlan-
guages, and defined a fragment of context-free grammars which exactly captures this fragment. The
result retains some of the decidability properties of context-free grammars. As a future direction, we
plan to study the realizability problem for CFHG and syncCFHG. Due to the limited closure proper-
ties of CFG, this is expected to be more challenging than for NFH. Another possible future direction is
studying the entire Chomsky hierarchy for hyperlanguages, and finding fragments of the extensions to
hyperlanguages that conserve the properties of these models for standard languages.

Acknowledgements. We thank the anonymous reviewer for suggesting the elegant construction men-
tioned in Remark 2.
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In the timeline-based approach to planning, originally born in the space sector, the evolution over
time of a set of state variables (the timelines) is governed by a set of temporal constraints. Traditional
timeline-based planning systems excel at the integration of planning with execution by handling fem-
poral uncertainty. In order to handle general nondeterminism as well, the concept of timeline-based
games has been recently introduced. It has been proved that finding whether a winning strategy ex-
ists for such games is 2EXPTIME-complete. However, a concrete approach to synthesize controllers
implementing such strategies is missing. This paper fills this gap, outlining an approach to controller
synthesis for timeline-based games.

1 Introduction

In the timeline-based approach to planning, the world is viewed as a system made of a set of independent
but interacting components whose behaviour over time (the timelines) is governed by a set of temporal
constraints, called synchronization rules. Timeline-based planning has been originally introduced in the
space industry [19]], with timeline-based planners developed and used by space agencies on both sides of
the Atlantic [514} 132,16, both for short- to long-term mission planning [7] and on-board autonomy [14].

While successful in practice, only recently timeline-based planning has been studied from a theo-
retical perspective. The formalism has been at first compared with traditional action-based languages a
la STRIPS, proving that they can be expressed by means of timeline-based languages [16]. Then, the
complexity of the timeline-based plan existence problem has been studied: the problem is EXPSPACE-
complete [[17] over discrete time in the general case, and PSPACE-complete with qualitative constraints
[11]. On dense time, the problem goes from being NP-complete to undecidable, depending on the syn-
tactic restrictions applied [3]. The expressiveness of timeline-based languages has also been studied from
a logical perspective [10], and an automata-theoretic point of view [9].

Traditional timeline-based planning systems excel at the integration of planning with execution by
treating explicitly the concept of temporal uncertainty: the exact timings of the events under control of
the environment need not to be precisely known in advance. However, general nondeterminism, where
the environment can also decide what to do (instead of only when to do it) is usually not handled by
these systems. To overcome this limitation, the concept of timeline-based games has been recently intro-
duced [18]. In these games, the state variables are partitioned between the controller and the environment,
and the latter has the freedom to play arbitrarily as long as a set of domain rules, that define the game
arena, are satisfied. The controller plays to satisfy his set of system rules. A strategy for controller is
winning if it allows him/her to win independently from the choices of the environment.

Establishing whether a winning strategy exists for these games has been proved to be 2EXPTIME-
complete [18]]. However, no concrete way to synthesize a controller implementing such strategies is
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known. The proof technique of the aforementioned complexity result involves the construction of a huge
(doubly exponential) concurrent game structure, which is used to model check some Alternating-time
Temporal Logic (ATL) formulas [[1]]. While this structure is deterministic and can be in principle used as
an arena to solve a reachability game and synthesize a controller, its construction is based on theoretical
nondeterministic procedures which have no hope to be ever concretely implemented. On the other hand,
the automata-theoretic approach by Della Monica et al. [9] provides a concrete and effective construction
of an automaton that accepts a word if and only if the original planning problem has a solution plan.
However, the automaton is nondeterministic and already doubly exponential, and the determinization
needed to use it as an arena would result into a further blow up and a non-optimal procedure.

In this paper, we provide a concrete and computationally optimal approach to controller synthesis for
timeline-based games. We overcome the limitations of both the above-mentioned approaches by devising
a direct construction for a deterministic finite-state automaton that recognizes solution plans, which is
doubly exponential in size (thus not requiring the determinization of a nondeterministic automaton).
This automaton is then used as the arena of a reachability game for which plenty of controller synthesis
techniques are known in the literature.

The paper is structured as follows. In Section [2] we introduce the needed background on timeline-
based planning and timeline-based games. Then, Section 3| provides the core technical contribution of the
paper, namely the construction of the deterministic automaton recognizing solution plans. SectionHuses
this automaton as the game arena to solve the controller synthesis problem. Last, Section [S| summarizes
the main contributions of the work and discuss future developments.

2 Timeline-based games

In this section, we introduce timeline-based games, as defined in [[18]].

2.1 State variables, event sequences, synchronization rules

The first basic concept is that of state variable.
Definition 1 (State variable). A state variable is a tuple x = (Vy, Ty, Dy, Y), where:
* V, is the finite domain of x;

o T, : V. — 2% is the value transition function of x, which maps each value v € V, to the set of values
that can immediately follow it;

e D, :V, — N x N is the duration function of x, mapping each value v € V to a pair (d-" d=")

‘min > “max
specifying respectively the minimum and maximum duration of any interval where x = v;
* y:Vy—{c,u} is the controllability tag, that, for each value v € V,, specifies whether it controllable
(v(v) = c) or uncontrollable (y(v) = u).

Intuitively, a state variable x takes a value from a finite domain and represents a simple finite-state
machine, whose transition function is 7. The behaviour over time of a set of state variables SV is defined
by a set of timelines, one for each variable. Instead of reasoning about timelines directly, though, in this
paper we follow the approach outlined in [18] and represent the whole execution of a system, modeled
by means of a set of state variables, with a single word, called event sequence.

Definition 2 (Event sequence [18])). Let SV be a set of state variables. Let Asy be the set of all the terms,
called actions, of the form start(x,v) or end(x,v), where x € SV and v € V,.
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An event sequence over SV is a sequence W = (U1, ..., U,) of pairs W; = (A;,8;), called events, where
A; C Asy is a set of actions, and 8; € N, such that, for any x € SV:

1. forall 1 <i<n, ifstart(x,v) € A;, for some v € V,, then there is no start(x,v') in any W; before the
closest L, with k > i, such that end(x,v) € Ay (if any);

2. forall 1 <i<n, ifend(x,v) € A;, for some v € V,, then there is no end(x,V') in any U; after the
closest Ly, with k < i, such that start(x,v) € Ay, (if any);

3. forall 1 <i<n, ifend(x,v) € A;, for some v € V,, then start(x,V') € A;, for some V' € Vy;
4. forall 1 <i<n, if start(x,v) € A;, for some v € V,, then end(x,V') € A;, for some V' € V..

Intuitively, an event sequence represents the evolution over time of the state variables of the system
by representing the start and the end of tokens, i.e., a sequence of adjacent intervals where a given
variable takes a given value. An event ; = (A;, ;) consists of a set A; of actions describing the start or
the end of some tokens, happening &; time steps after the previous one. In an event sequence, events are
collected to describe a whole plan.

Definition [2] intentionally implies that a started token is not required to end before the end of the
sequence, and a token can end without the corresponding starting action to have ever appeared before.
In this case we say the event sequence is open (on the right or on the left, respectively). Otherwise, it
is said to be closed. An event sequence closed on the left and open on the right is also called a partial
plan. Note that the empty event sequence is closed on both sides for any variable. Moreover, on closed
event sequences, the first event only contains start(x, v) actions and the last event only contains end(x, v)
actions, one for each variable x. Given an event sequence [T = (ly,...,,) over a set of state variables
SV, with y; = (A;,9;), we define (i) = ¥y ;< &;, that is, (1) is the time elapsed from the start to the
end of the sequence (its duration). The amount of time spanning a subsequence, written as &; ; when [
is clear from context, is then 6 (I, ;) = Y.< ; &. Finally, given an event sequence [f = (Ui, ..., Uy), for
each 1 <i<n,wedefine [i_; as (Uy,...,li1).

In timeline-based games, the controller plays to satisfy a set of synchronization rules, which describe
the desired behavior of the system. Synchronization rules relate tokens, possibly belonging to different
timelines, through temporal relations among token endpoints. Let SV be a set of state variables and
N ={a,b,...} be an arbitrary set of token names. Moreover, let an atomic temporal relation, or simply
atom, be an expression of the form (term) <;, (term), where [ € N, u € NU{eo}, and a trerm is either
start(a) or end(a), for some a € N. A synchronisation rule R takes the following form:

R = aofxo=vo > EiVE,V---VE; where
E; = Failx =vi|axa=va]...anx, =w] . C
where ag,...,a, € N, xo,...,x, € SV, v,...,v, are such that v; € V., for all 0 <i <n, and C; is a

conjunction of atomic temporal relations (a clause). The elements a;[x; = v;| are called quantifiers and
the quantifier ag[vyp = xo| is called the trigger. The disjuncts in the body are called existential statements.

We say that a token T = (x,v,d) satisfies a quantifier a;[x; = v;] if x = x; and v = v;. The semantics
of a synchronisation rule R states that for every token satisfying the trigger, at least one of the existential
statements is satisfied. Each existential statement E; requires the existence of some tokens, satisfying the
quantifiers in its prefix, such that the clause C; is satisfied. When a token satisfies the trigger of a rule, it
is said to trigger such a rule.

For space concerns, we do not provide all the details of the semantics of synchronization rules. The
reader can find them in [18]]. Intuitively, each time there is a token that satisfies the trigger of a rule,
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one of its existential statements must be satisfied as well. The existential statements in turn assert the
existence of other tokens that satisfy a conjunction of atoms.

If g and b are two token names, then examples of atomic relations are start(a) <37 end(b) and
start(a) <¢ 1. start(b). Intuitively, a token name a refers to a specific token, that is, a pair of start(x, v)
and end(x,v) actions in an event sequence, and start(a) and end(a) to its endpoints. Then, an atom
such as start(a) <; , end(b) constrains a to start before the end of b, with the distance between the two
endpoints to be comprised between the lower and upper bounds / and u.

Examples of synchronization rules are the following, where the relations = and < are respectively
syntactic sugar for <¢ o and <¢ ;:

afx; = Comm] — 3b[x, = Available] . start(b) < start(a) Aend(a) < end(b)
alxy = Science] — 3b[x; = Slewing]|c[x; = Earth]|d[x; = Comm] .
end(a) = start(b) Aend(b) = start(c) Aend(c) = start(d)

where the variables x; and x, represent respectively the state of a spacecraft and the visibility of the com-
munication ground station. The first rule requires the satellite and the ground station to synchronise their
communications, so that when the satellite is transmitting the ground station is available for reception.
The second rule instructs the system to transmit data back to Earth after every measurement session,
interleaved by the required slewing operation. A rule whose trigger is empty (1), called triggerless rule,
can be used to state the goal of the system. As an example, they allow one to force the spacecraft to
perform some scientific measurement at all:

T — Jalx; = Science]

Triggerless rules have a trivial universal quantification, which means they only demand the existence
of some tokens, as specified by the existential statements. Although triggerless rules are meant to specify
the goals of a planning problem, they can be regarded as syntactic sugar on top of the syntax described
above. Indeed, triggerless rules can be translated into triggered rules [18]], and thus we do not consider
them from here onwards.

Finally, even though our focus is on timeline-based games, we conclude the section by formally
defining timeline-based planning problems.

Definition 3 (Timeline-based planning problem). A timeline-based planning problem is a pair P =
(SV,S), where SV is a set of state variables and S is a set of synchronization rules over SV. An event
sequence W over SV is a solution plan for P if all the rules in S are satisfied by L.

2.2 The game arena

We are now ready to introduce timeline-based games. Their definition is quite involved, as their structure
has been designed with the goal of being strictly more general than timeline-based planning with uncer-
tainty [8]] while being able to capture its semantics precisely. For space concerns, we keep the exposition
quite terse, but the reader can refer to [18]] for details.

Definition 4 (Timeline-based game). A timeline-based game is a tuple G = (SV¢,SVE,S,D), where
SV and SV are the sets of controlled and external variables, respectively, and S and D are the sets of
system and domain synchronisation rules, respectively, both involving variables from SV ¢ and SVg.

A partial plan for G is a partial plan over the state variables SV USVg. Let I be the set of all
possible partial plans for G, simply IT when there is no ambiguity.
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Since € is a closed event sequence and §(g) = 0, the empty partial plan € is a good starting point
for the game. Players incrementally build a richer partial plan, starting from &, by playing actions that
specify which tokens to start and/or to end, adding an event that extends the event sequence, or comple-
menting the existing last event of the sequence. We partition all the available actions into those that are
playable by either of the two players.

Definition 5 (Partition of player actions). Let SV = SVcUSVg. The set A of available actions over SV
is partitioned into the sets Ac of Charlie’s actions and Ag of Eve’s actions, which are defined as follows:

Ac = {start(x,v) |x € SV¢, ve Vi } U {end(x,v) [x €SV, veV,, %(v)=c} (1)
start tokens on Charlie’s timelines end controllable tokens
Agp = {start(x,v) | x € SVg, ve V,} U {end(x,v) |[x€SV,veV,, %(v)=u} (2)
start tokens on Eve’s timelines end uncontrollable tokens

Hence, players can start tokens for the variables that they own, and end the tokens that hold values
that they control. Actions are combined into moves that can start/end multiple tokens at once.

Definition 6 (Moves). A move Uc for Charlie is a term of the form wait(8¢) or play(Ac), where 6c € N™
and @ # Ac C Ac is either a set of starting actions or a set of ending actions.

A move g for Eve is a term of the form play(Ag) or play(8g,Ag), where 8 € N* and Ap C Ag is
either a set of starting actions or a set of ending actions.

We denote by M¢ and Mg the set of moves playable by Charlie and Eve, respectively. Moves such
as play(Ac) and play(Sg,Ag) can play either start(x,v) actions only or end(x,v) actions only. A move
of the former kind is called a starting move, while a move of the latter kind is called an ending move.
We consider wait moves as ending moves. Moreover, Starting and ending moves have to be alternated
during the game.

Definition 7 (Round). A round p is a pair (Uc, Ug) € Mc x Mg of moves such that:
1. uc and ug are either both starting or both ending moves;
2. either p = (play(Ac),play(Ag)), or p = (wait(d¢), play(0g,AE)), with 8g < d¢;

A starting (ending) round is one made of starting (ending) moves. Note that since Charlie cannot
play empty moves and wait moves are considered ending moves, each round is unambiguously either a
starting or an ending round. Also note that since play(Jg,Ag) moves are played only in rounds together
with wait(8¢), and wait(S¢) is always an ending move, then any play(dg,Ag) must be an ending move.
We can now define how a round is applied to the current partial plan to obtain the new one. The game
always starts with a single starting round.

Definition 8 (Outcome of rounds). Let T = (Uy,...,U,) be an event sequence, with W, = (A,,d,) or
W, = (2,0) if L = €. Let p = (Uc, Ug) be a round, let Sg and ¢ be the time increments of the moves,
with 8¢ = 8 = 1 for play(A) moves, and let Ag and Ac be the set of actions of the two moves (Ac is
empty if Uc is a wait move).

The outcome of p on [ is the event sequence p(IL) defined as follows:

1. if p is a starting round, then p (L) = A _,M1,, where |1, = (A, UAcUAE, 8,);
2. if p is an ending round, then p([t) = @', where i’ = (AcUAE, 6g);
We say that p is applicable to U if:

a) the above construction is well-defined, i.e., p(I) is a valid event sequence by Definition [2|
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b) p is an ending round if and only if [l is open for all variables.

We say that a single move by either player is applicable to i if there is a move for the other player
such that the resulting round is applicable to {.

The game starts from the empty partial plan €, and players play in turn, composing a round from the
move of each one, which is applied to the current partial plan to obtain the new one.

It is now time to define the notion of strategy for each player, and of winning strategy for Charlie.
Definition 9 (Strategies). A strategy for Charlie is a function o¢ : I1 — M¢ that maps any given partial
plan T to a move ¢ applicable to TI. A strategy for Eve is a function og : I1 x M¢ — Mg that maps a
partial plan Tt and a move Uc € Mc¢ applicable to T, to a g such that p = (Uc, Ug ) is applicable to L.

A sequence p = (py,...,Pn) of rounds is called a play of the game. A play is said to be played
according to some strategy oc for Charlie, if, starting from the initial partial plan [, = &, it holds that
pi = (0c(IL;—1), uk), for some pf, for all 0 < i < n, and to be played according to some strategy of for
Eve if p; = (u&, 0p (TI;_1, u)), for all 0 < i < n. It can be seen that for any pair of strategies (O, Of)
and any n > 0, there is a unique run p, (0, og) of length n played according both to o¢ and og.

Then, we say that a partial plan [, and the play p such that T = p(¢€), are admissible, if the partial
plan satisfies the domain rules, and are successful if the partial plan satisfies the system rules.
Definition 10 (Admissible strategy for Eve). A strategy o for Eve is admissible if for each strategy o¢
for Charlie, there is k > 0 such that the play p,(0c,Og) is admissible.

Charlie wins if, assuming domain rules are respected, he manages to satisfy the system rules no
matter how Eve plays.

Definition 11 (Winning strategy for Charlie). Let o¢ be a strategy for Charlie. We say that oc is a
winning strategy for Charlie if for any admissible strategy og for Eve, there exists n > 0 such that the
play p,(0c,0F) is successful.

We say that Charlie wins the game G if he has a winning strategy, while Eve wins the game if a
winning strategy for Charlie does not exist.

3 A deterministic automaton for timeline-based planning

In this section we encode a timeline-based planning problem into a deterministic finite state automaton
(DFA) that recognises all and only those event sequences that represent solution plans for such problem.
This automaton will form the basis for the game arena solved in the next section. The words accepted by
the automaton are event sequences representing solution plans.

Let P = (SV,S) be a timeline-based planning problem. To get a finite alphabet, we define d =
max(L,U) + 1, where L and U are in turn the maximum lower and (finite) upper bounds appearing in
any rule of P, and we account only for event sequences such that the distance between two consecutive
events is at most d. It can be easily seen that this assumption does not loose generality (for a proof, see
Lemma 4.8 in [15]). Hence, the symbols of the alphabet ¥ are events of the form u = (A, d), where
A CAsy and 1 < § <d. Formally, £ = 2" x [d], where [d] = {1,...,d}. Note that the size of £
is exponential in the size of the problem. Moreover, we define the amount window(P) as the product
of all the non-zero coefficients appearing as upper bounds in rules of P. Intuitively, window(P) is the
maximum amount of time a rule of P can count far away from the occurrence of the quantified tokens.
For example, consider the following rule:

do[)C() = Vo] — Elal[xl = Vl]az[XQ = Vz]d3 [JC3 = V3] .
start(a; ) <i4,14) end(ao) Aend(ap) <[ 4o end(az) Astart(az) <[ 3 end(a3)
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start(ap) end(ap) start(a;) end(a;) start(ap) end(az) start(az) end(asz)

—4
14

Figure 1: DBM of an example synchronization rule. Missing entries are intended to be +-oco.

In this case, window(P) (assuming this is the only rule of the problem), would be 3 - 14 = 42. This
means the rule can precisely account for what happens at most 42 time point from the occurrence of
its quantified tokens. For example, if the token a; appears at a given distance from ag, it has to be at
less than 42 time points (less than 14, in particular), and any modification of the plan that changes such
distance has the potential to break the satisfaction of the rule. Instead, what happens further away from
ap only affects the satisfaction of the rule qualitatively. Suppose the tokens a, and a3 lie at 100 time
points from ag (at most 3 time steps from each other). Changing this distance (while maintaining the
qualitative order between tokens) cannot ever break the satisfaction of the rule. See [15] for a precise
account of the properties of window (P).

A key observation underlying our construction is that every atomic temporal relation 7 <;,, T’ can
be rewritten as the conjunction of two inequalities 7/ — T < u and T — T’ < —I, and that the clause C
of an existential statement E can be rewritten as a system of difference constraints v(C) of the form
T —T' < n, with n € Z . Then, the system v(C) can be conveniently represented by a squared matrix
D indexed by terms, where the entry associated with D[T,T’] gives the upper bound on 7 —T’. Such
matrices, which take the name of Difference Bound Matrices (DBMs) [12, 20], can be conveniently
updated as the plan evolves to keep track of the satisfaction of the atomic temporal relations among
terms. In building a DBM for the system of constraints v(C), we augment the system with constraints
of kind start(a;) —end(q;) < —d,>"" and end(a;) — start(a;) < d,’ ", for any quantified token a;[x; = v;]
of E. Moreover, if two different bounds 7 — 7' <n and T — T’ < n’ with n’ < n belong to v(C), we
keep only T — T’ < /. As an example, the DBM for the existential graph of the rule above is the one
in Fig.[Il Note that, when the bounds of the temporal relations are translated into a DBM, there is no
longer a distinction between lower and upper bounds. However, for some of the entries we can retrieve
their original meaning. Indeed, if D[T,T’] < 0, then such entry is the lower bound of a temporal relation
T <;, T', whereas, if D[T,T’] > 0, it is the upper bound of a relation 7’ <;, T

On top of DBMs, we define the concept of matching structure, a data structure that allows us to
manipulate and reason about partially matched existential statements, i.e., existential statements of which
only a part of the requests has already been satisfied by the part of the word already read, while the rest
can be still potentially matched in the future.

Definition 12 (Matching Structure). Let E = Ja;[x; = vq]...au[xm = vi|. C be the existential statement
of a synchronisation rule R = ag[xo = vo] = E1 V-V Ey over the set of state variables SV.
The matching structure for E is a tuple Mg = (V,D,M t) where:
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* V is the set of terms start(a) and end(a) for a € {ag,...,an };

« D7V, is a DBM indexed by terms of V where D[T, T') = n if (T —T' < n) € v(C), DIT,T'] =0

if T =T', and D|T,T'] = +o0 otherwise;
* M CVand0 <t < window(P).

The set M contains the terms of V that the matching structure has correctly matched over the event
sequence read so far. With M =V \ M we denote the actions that we have yet to see. Then, we say that
a matching structure M is closed if M =V, it is initial if M = & and it is active if it is not closed and
start(ag) € M. Intuitively, a matching structure is active if its trigger has been matched over the word the
automaton is reading. Then, when all the terms have been matched over the word, the matching structure
becomes closed. The component ¢ is the time elapsed since start(ap) has been matched. When time
flows, a matching structure can then be updated as follows.

Definition 13 (Time shifting). Let 0 > 0 be a positive amount of time, and M = (V,D,M,t) be a matching
structure. The result of shifting M by & time units, written M + 0, is the matching structure M’ =
(V,D',M,t") where:

e forall T,T' € V:
DT, T'|+6 ifTeEeMandT €M
DT, T"| =S D[T,T'| -8 ifTcEMandT €M
D[T,T’| otherwise

e and

, t+6 if Mis active

t otherwise
Definition 14 (Matching). Let M = (V,D,M,t) be a matching structure and I C M a set of matched terms.
A matching structure M' = (V.D,M’ 1) is the result of matching the set I, written MU, if M' = M U1.

Beside updating the reference ¢ to the trigger occurrence of an active matching structure, Defini-
tion [13[ dictates how to update the entries of the DBM. In particular, the distance bounds between any
pair of terms 7 and T’ where one is in M and the other is not are tighten by the elapsing of time:
when T € M and T’ € M, D[T,T'] is a lower bound loosen by adding the elapsed time &, when T € M
and 7" € M, D[T,T’] is an upper bound tighten by subtracting 8. For example, consider the DBM in
Fig. [Il and consider the pair of terms start(a;) and end(ap). D[start(a;),end(ag)] = —4, meaning that
end(ag) — start(a;) < 4 must hold. Suppose start(a;) € M (i.e., it has been matched), and end(ag) ¢ M
(it still has to). Now, if 1 time point passes, the entry in the DBM is incremented and updated to
—4 41 = —3, which corresponds to the constraint end(ag) — start(a;) < 3. This reflects the fact that
to be able to satisfy the constraint, end(ap) has now only 3 time steps left before it is too late. Defini-
tion [14] tells us how to update the set M of a matching structure.

To correctly match an existential statement while reading an event sequence, a matching structure
is updated only as long as no violations of temporal constraints are witnessed. As such, an event is
classified from the standpoint of a matching structure as admissible or not.

Definition 15 (Admissible Event). An event u = (A,d) is admissible for a matching structure Mg =
(V,D,M,t) if and only if, for every T € M and T' € M, § < D[T’, T}, i.e., the elapsing of & time units
does not exceed the upper bound of some term T' not yet matched by Mg.
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Each admissible event u read from the word can be matched with a subset of the terms of the match-
ing structure. There are usually more than one way to match events and terms. The following definition
makes this choice explicit.

Definition 16 (/-match Event). Let Mg = (V,D,M,t) be a matching structure and I C M. An I-match
event is an admissible event i = (A, ) for Mg such that:

1. for all token names a € N quantified as a[x = v| in E we have that:

(a) if start(a) € I, then start(x,v) € A;
(b) end(a) € I if and only if start(a) € M and end(x,v) € A;
2. and forall T €1 it holds that:
(a) for every otherterm T' €V, if D|T',T]| <0, then T' € MUI;
(b) forallT' € M, § > —D|T’,T), i.e., all the lower bounds on T are satisfied;
(c) for each other term T' € I, either D|[T',T| =0, D[T,T'| =0, or D[T',T] = D[T,T'] = .

Intuitively, an event is an /-match event if the actions in the event correctly match the terms in /.
Item [1l ensures that each term is correctly matched over an action it represents and, most importantly,
that the endpoints of a quantified token correctly identify the endpoints of a token in the event sequence.
Item [2 ensures that matching the terms in / does not violate any atomic temporal relation. In particular,
Item 2a] deals with the qualitative aspect of an “happens before” relation, while Items 2bl and 2c] deal with
the quantitative aspects of the lower bounds of these relations. Note that an @-event is admitted.

Let Mip be the set of all the matching structures for a planning problem P. By Definition a
single event can represent several /-match events for a matching structure, hence a matching structure
can evolve into several matching structures, one for each /-match event. Such evolution is defined as
a ternary relation S C Mp x £ x Mp such that (M, (A,8),M’) € S if and only if (A,5) is an I-match
event for M and M’ = (M + ) UI. To deal with the nondeterministic nature of this relation, states of
the automaton will comprise sets of matching structures collecting all the possible outcomes of S, so that
suitable notation for working with sets of matching structures, denoted by Y hereafter, is introduced. We
define YR C Y as the set of all the active matching structures M € Y with timestamp 7, associated with
any existential statement of R. Intuitively, matching structures in YtR contribute to the fulfilment of the
same triggering event for the rule R (because they have the same timestamp), regardless of the existential
statement they represent. We also define Y, C Y as the set of non active matching structures of 1. A set
Y is closed if there exists M € T such that M is closed. Lastly, a function step,, extends the relation S to
sets of matching structures: step, (Y) = {M’| (M, u,M’) € S, for some M € Y }.

We are now ready to define the automaton. If E is an existential statement, let Eg be the set of all
the existential statements of the same rule of E. Let [Fp be the set of functions mapping each existential
statement of P to a set of existential statements, and let Dp be the set of functions mapping each existential
statement to a set of matching structures. A simple automaton T p that checks the transition function and
duration functions of the variables is easy to define. Then, given a timeline-based planning problem
P = (SV,S), the corresponding automaton is Ap = Tp N Sp where Sp, the automaton that checks the
satisfaction of the synchronization rules, is defined as Sp = (Q, X, qo, F, T), where:

1. 0=2"xDxFU{L} is the finite set of states, i.e., states are tuples of the form (Y,A,®) €
2M %D x T, plus a sink state | ;
2. XY is the input alphabet defined above;

3. the initial state go = (Yo,A0,Pp) is such that Yy is the set of initial matching structures of the
existential statements of P and, for all existential statements E of P, we have Ayg(E) = @ and
CI)()(E) = EE;
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4. F C Qs the set of final states defined as:

F= { (Y,A,®) €Q

M is not active for all M € T
and A(E) = & for all E of P

5. 7:Q X X — Q is the transition function that given a state ¢ = (Y,A,®) and a symbol p = (A, §)
computes the new state 7(g, ). Let stepE (YR) = {Mg | Mg € step,, (YR)}. Moreover, let ¥R =
{E | Mg € step,, (YR)}. Then, the updated components of the state are based on what follows,
where W = window (P):

Y = step, (Y, )U U { stepy, (xR ‘ t <W —§ and step,, (YRY is not closed}

A(E) — stepE (YR)  where 7 is the minimum such that # > W — & and stepE (R 4o
step, (A(E)) if such # does not exist

(E) = Eg if E € W(E') for some E’ such that A'(E’) is closed
| @E)\{E | >W—-56.E cPRAEZWR} otherwise

Let A”(E) = A’(E) unless there is an E’ with E € ®(E’) such that A’'(E’) is closed, in which case
A"(E) = @. Then, t(q,u) = (Y',A” @) if the following holds:
(a) for every YR, stepy, (YR) £ @, and
(b) for every synchronisation rule R = aglxo = vo] — E; V--- V E, in S, if start(xo,vo) € A, then
there exists Mg, = (V,D,M,0) € Y’, with i € {1...n}, such that start(ag) € M;
Otherwise, T(gq, i) = L.

Let us explain what is going on. The first component Y of an automaton state ¢ = (Y, A, ®) is a set of
matching structures that keeps track of what have been tracked so far. Intuitively, the automaton precisely
keeps track of what happened to the last window(P) time points, and only summarizes what happened
before that window, which is what allows us to keep the size under control. Any matching structure in T
has t < window(P). Matching structures in Y evolve following the step function, until they are closed or
the r component reaches window(P). Matching structures that reach window (P) are promoted to a new
role. Their new task is to record the pieces of existential statements that still have to be matched in order
to satisfy all the trigger events of R that no longer fit into the recent history of the event sequence (i.e., the
last window (P) time points). These matching structures are not stored in Y though, they are summarized
by the function A that maps each existential statement E of a rule R to the set of matching structures for
E with + = window(P).

When a set YR exceeds the bound window(P), the A function must be updated by merging the in-
formation of YR to the information already present in A. Now, it has to be noted that, by closing a set
A(E), we can not conclude that every event that triggered R actually satisfies R. Indeed, there can be sets
A(E) and A(E’) that are in charge of the satisfaction of the same rule R, but for different trigger events,
and closing A(E) does not imply that R has been satisfied. The opposite case may also arise, in which
A(E) and A(E’) contribute to the fulfilment of the same trigger events and closing either set suffices to
satisfy R. To overcome the information lost when a set of matching structures gets added to the A func-
tion, the @ function (the third component of the automaton states) maps each existential statement E to
the set of existential statements E’ such that A(E’) tracks the fulfilment of the same trigger events of the
set A(E). We use @ as follows: when a set A(E) gets closed, we can discard its matching structures and
all the matching structures of the sets A(E’), with E' € ®(E).

One can prove the soundness and completeness of our construction.
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Theorem 1. (Soundness and completeness) Let P = (SV,S) be a timeline-based planning problem and
let Ap be the associated automaton. Then, any event sequence I is a solution plan for P if and only if T
is accepted by Ap.

Recall that we assumed the timestamp of each event of event sequences to be bounded, but since
events can have an empty set of actions, Theorem[Ilcan actually deal with arbitrary event sequences, after
adding suitable empty events. Now, let us look at the size of the automaton. Let E be the overall number

of existential statements in P, which is linear in the size of P. It can be seen that [Dp| € ¢((2Mr |)E) =
ﬁ(2E‘|MP|), i.e., the number of A functions is doubly exponential in the size of P. Then, observe that
|Fp| € ﬁ((ZE)E) = O(2F"). Then, |Sp| € ¢(|Z|-2Mr]), that is, the size of Sp is at most exponential in
the number of possible matching structures. To bound this number, let N be the largest finite constant
appearing in P as bound in any atom or value duration function and let L be the length of the largest
existential prefix of an existential statement occurring inside a rule of P. Notice that N is exponential in
the size of P, since constants are expressed in binary, while L € ¢(|P|). Then, the entries of a DBM for
P, of which there is a number quadratic in L, are constrained to take values within the interval [—N,N]
(excluding the infinitary value +e0), whose size is linear in N. By Definition [I2] it follows that, for the
planning problem P, [Mp| € ¢/(N-* - 2L - window(P)), i.e., the number of matching structures is at most
exponential in the size of P. Hence, we proved the following:

Theorem 2 (Size of the automaton). Let P = (SV,S) be a timeline-based planning problem and let Ap
be the associated automaton. Then, the size of Ap is at most doubly-exponential in the size of P.

Note that this is the same size as the automaton built by Della Monica et al. [9]], but their automaton
was nondeterministic, while ours is by construction deterministic, essential for its use as a game arena.

4 Controller synthesis

In this section we use the deterministic automaton constructed above to obtain a deterministic arena
where we can solve a simple reachability game for checking the existence of (and, in this case, to syn-
thesize) a controller for the corresponding timeline-based game.

4.1 From the automaton to the arena

Let G = (SV¢,SVE,S,D) be a timeline-based game. We use the construction of the automaton explained
in the previous section in order to obtain a game arena. However, the automaton construction considers a
planning problem with a single set of synchronization rules, while here we have to account for the roles
of both S and D.

To do that, let As and Ap be the deterministic automata built over the timeline-based planning
problem Ps = (SVcUSVE,S) and Pp = (SVc USVg,D), respectively. We define the automaton Ag
as Ap UAs, i.e., the union of Ag with the complement of Ap. Note that these are all standard automata-
theoretic constructions over DFAs. Any accepting run of Ag represents either a plan that violates the
domain rules or a plan that satisfies both the domain and the system rules, in conformance with Defini-
tion [l Note that A is deterministic and can be built from Ap and As with only a polynomial increase
in size.

Now, the A automaton is still not suitable as a game arena, because the moves of the timeline-
based game are not directly visible in the labels of the transitions. In other words, the Ag automaton
reads events, while we need an automaton that reads game moves. In particular, a single transition in
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Figure 2: On the left, the removal of transitions u = (A, d) with 6 > 1 and ending actions of controllable
tokens in A. On the right, the transformation of a transition of the A into a sequence of transitions in
A%, withx € SV, y € SV, and % (vi) = %(w1) = u.

the automaton can correspond to different combinations of rounds, since the presence of wait(d) moves
is not explicit in the transition. For example, an event i = (A,5) can be the result of a wait(5) move
by Charlie followed by a play(5,A) move by Eve, or by any wait(d) move with 6 > 5 followed by
play(5,A). Hence, we need to further adapt Ag to obtain a suitable arena.

Let Ag = (Q,X,qo, F, T) be the automaton built as described before. Let 1 = (A, ) be an event. If
0 > 1, this transition must have resulted from Charlie playing a wait(6’) move with 8’ > §. However,
if A contains any end(x,v) action with x € SV, this is for sure the result of more than one pair of start-
ing/closing rounds. In order to simplify the construction below, we remove this possibility beforehand.
More formally, we define a slightly different automaton A, = (Q,X, o, F, ') where 7’ is now a partial
transition function (i.e., the automaton becomes incomplete) that agrees with 7 on everything excepting
that transitions (g, (A, 8)) is undefined if 8 > 1 and A contains any end(x,v) action with x € SV¢. You
can see an example of this operation in Fig. Pl on the left. Note that this removal does not change the
plans accepted by the automaton because for each transition 7(g, (A,d)) = ¢’ with § > 1 there are two
transitions 7(q, (2,6 — 1)) =¢" and 7(¢",(A,1)) =4 .

Now we can transform the automaton in order to make the game rounds, and especially wait(J)
moves, explicit. Intuively, each transition of the automaton is split into four transitions explicitating
the four moves of the two rounds. Given the automaton A, = (Q, X, qo, F,7’), we define the automaton
AL = (04X, q, F¢, %), which will be the arena of our game, as follows:

1. 0°=0QU{gs|1<8<d}U{gsa|1<06<d,ACA}is the set of states;
¥* = McUMg, i.e., the alphabet is turned into the set of moves of the two players;

qo=qo and F“ = F, i.e., initial and final states do not change;

N

the (partial) transition function 7¢ is defined as follows. Let w = (g, ) with u = (A,5). We
distinguish the case where § = 1 or 6 > 1.



Acampora et al. 143

(a) if 0 =1, let Ac C A and Ag C A be the set of actions in A playable by Charlie and by Eve,
respectively. Then:
i. 7(g,play(AZ)) = q1 ac, where A is the set of ending actions in Ac;
ii. 7(q1,ac,play(Ag)) = q1.acung, where Ag is the set of ending actions in Ag;
1ii. T(ql’AguAeE,play(A%)) = 41 ALUALUAL where Ay is the set of starting actions in Ac;
iv. 7(q1.acuacuas,play(Ag)) = w, where Ay is the set of starting actions in Ag;

where the mentioned states are added to Q¢ as needed.

(b) if 6 > 1,1let Ac C A and Ag C A be the set of actions in A playable by Charlie and by Eve,
respectively. Note that by construction, A¢ only contains starting actions. Then:

i. (g, wait(8¢c)) = g5, forall § < ¢ < d;

ii. 7(gs.play(8,Ag)) = gsac Where A is the set of ending actions in Ag;
iii. 7(gsaz,Play(Ac)) = g5 acuAcs
iv. 7(gs, Ai_uAC,play(AfE)) = w where A}, is the set of starting actions in Ag;

where the mentioned states are added to Q¢ as needed.

All the transitions not explicitly defined above are undefined.

A graphical example of the above construction can be seen in Fig. [2 on the right. Note that the
structure of the original A automaton is preserved by A¢,. In particular, one can see that for each g € O
and event 4 = (A, 0), any sequence of moves whose outcome would append p to the partial plan (see
Definition [8)) reach from ¢ the same state w in AZ, that is reached in A by reading 1. Hence, one can
consider A, to also being able to read event sequences, even though its alphabet is different. We denote
as 1] the state ¢ € Q“ reached by reading [t in Af,.

Moreover, note that, with a minimal abuse of notation, any play p for the game G can be seen as a
word readable by the automaton A{;. Hence, we can prove the following.

Theorem 3. If G is a timeline-based game, for any play p for G, p is successful if and only if it is
accepted by Ag,.

4.2 Computing the Winning Strategy

Once built the arena, we can focus on computing the winning region W¢ for Charlie, that is, the set of
states of the arena from which Charlie can force the play to reach a final state of A%, no matter of the
strategy of Eve. These games are called reachability games [21]. If the winning region W is not empty,
a winning strategy of Charlie can be simply derived from Wc. As a consequence of Theorems [1] and [3
the computed winning strategy o¢ for Ag, respects Definition

As stated in [21, Theorem 4.1], rechability games are determined, and the winning region W¢ along
with the corresponding positional winning strategy s are computable. Let A = (Q% X% q§,F¢, %)
be the automaton built from G as described in the previous section. Note that, by construction, in
any state ¢ € Q“ only one of the players has available moves. Let Qf C Q“ be the set of states be-
longing to Charlie, i.e., states from which Charlie can move, and let Qf = Q“ \ O¢. Moreover, let
E={(q,4) € 0*xQ%|3u.1%q,1u) =4}, i.e., the set of all the edges of AZ,.

Now, for each i > 0, we can compute the i-th attractor of F'¢, written AttriC(F ), that is, the set of
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states from which Charlie can win in at most i steps. Attr-(F®) is defined as follows:
Attrd(F9) = F*
AttrH(FY) = Attrl (F9)
U{q* € Q¢ | 3r((¢*,r) EENr € Attr(F9)) }
U{q" € 0% | Vr((q°,r) EE —r € Attr.(F?)) }

As remarked in [21], the sequence Attrd(F®) C AttrL(F®) C ArtrZ(F?) C ... becomes stationary for
some index k < |Q%|. Thus, we define Artrc(F¢) = UEQ Attrb(F*). In order to prove that W =
Attrc(F?), it suffices to use the proof of [21, Theorem 4.1] for showing that Attre(F*) C We and
We C Attrc(F“).

To compute a winning strategy for Charlie in the case that g} € W, it is sufficient to define s(g) = p
for any u such that t(q,u) = ¢’ with ¢,q' € W¢ (which is guaranteed to exist by construction of the
attractor). Then, the strategy o for Charlie in G (see Definition [L1)) is defined as o¢ (1) = s([f]).
Theorem 4. Given A}, = (Q“,X%,q5,F“, ), qf € Wc if and only if Charlie has a winning strategy o¢
for G.

Proof. We first prove soundness, that is, g5 € Wc implies that Charlie has a winning strategy oc for G.
If g§ € Wc, then it means that there exists a positional winning strategy s for Charlie for the reachability
game over the arena AY,. By Theorem [3]and by the definition of reachability game, we know that each
play generated by s corresponds to a successful play for game G. Let o¢(if) = s([t]) be the winning
strategy for Charlie in game G as defined above. By construction of o¢ and by Definition|[11] this means
that o¢ is a winning strategy of Charlie for G.

To prove completeness (i.e., if Charlie has a winning strategy oc for G then gi € W¢), we proceed
as follows. From Definition [[T] we know that a winning strategy o¢ for Charlie is a strategy such that
for every admissible strategy og for Eve, there exists n > 0 such that the play p,,(o¢, og) is successful.
From Theorem [3| we know that p,(o¢, o) is accepted by A¢. Therefore, p,,(0¢, Or) reaches a state in
the set F'“ starting from ¢. By definition of reachability game, this means that g5 € Wc. U

5 Conclusions

In this paper, we completed the picture about timeline-based games by providing an effective procedure
for controller synthesis, whereas before only a proof of the complexity of the strategy existence problem
was known. Previous approaches either provided a deterministic concurrent game structure which was
however not built effectively, or an effectively built automata which was, however, nondeterministic
and thus unsuitable for use as a game arena without a costly determinization. Our approach surpasses
the limits of both previous ones by providing a deterministic construction, of optimal asymptotic size,
suitable to be used as a game arena. Then, we solve the reachability game on the arena with standard
methods to effectively compute the winning strategy for the game, if it exists.

This work paves the way to interesting future developments. On the one hand, the effective proce-
dure shown here can be finally implemented, bringing timeline-based games from theory to practice. On
the other hand, developing an effective system based on such games requires to answer many interesting
questions, from which concrete modeling language to adopt, to which algorithmic improvements are
needed to make the approach feasible. For example, it can be foreseen that, to solve the fixpoint com-
putation that leads to the strategy with reasonable performance, the application of symbolic techniques
would be needed.
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148 CryptoSolve

Recently, interest has been emerging in the application of symbolic techniques to the specification
and analysis of cryptosystems. These techniques, when accompanied by suitable proofs of sound-
ness/completeness, can be used both to identify insecure cryptosystems and prove sound ones secure.
But although a number of such symbolic algorithms have been developed and implemented, they re-
main scattered throughout the literature. In this paper, we present a tool, CryptoSolve, which provides
a common basis for specification and implementation of these algorithms, CryptoSolve includes li-
braries that provide the term algebras used to express symbolic cryptographic systems, as well as
implementations of useful algorithms, such as unification and variant generation. In its current initial
iteration, it features several algorithms for the generation and analysis of cryptographic modes of
operation, which allow one to use block ciphers to encrypt messages more than one block long. The
goal of our work is to continue expanding the tool in order to consider additional cryptosystems and
security questions, as well as extend the symbolic libraries to increase their applicability.

1 Introduction

Although security properties of cryptographic algorithms are generally proved using a computational
model in which probabilities of events are explicitly quantified, there are often advantages to using a
more easily automated abstract symbolic model. This is particularly the case when one is looking for
cryptosystems that obey some non-cryptographic constraints, e.g. parallelizability, or even non-technical
constraints, such as absence of intellectual property restrictions. One can use automated both methods
to generate a large number of candidate cryptosystems, and to verify the security in the symbolic model.
If the symbolic model is computationally sound (that is if the symbolic analogue of a particular security
property holds) it is possible to use this technique to identify secure cryptosystems. Even the symbolic
model is not computationally sound, but is computationally complete, it is possible to use the technique
to weed out insecure constructions. A growing body of work, e.g. [3}/5,(7,|14]]], shows how this can be
applied to the construction of new cryptosystems. Symbolic methods can also be useful by themselves,
even without automatic generation. For example, in [21] Venema and Alpar use symbolic methods to
find security flaws in recently proposed attribute-based encryption schemes, in [8] Hollengberg, Rosulek,
and Roy and in [16] Meadows respectively find different symbolic criteria guaranteeing the security of
blockcipher cryptographic modes of operation under different usage assunmptions, and in [[15]] McQuoid,
Swope, and Rosulek develop a polynomial-time algorithm for checking security properties of a class of
hash functions.

However, the symbolic problems we encounter often come with constraints tied to the properties
of the cryptosystem, such as, requiring that any substitutions be constructible from terms and function
symbols available to an adversary, or that the adversary may not be able to perform certain operations,
such encryption with a key that is not available to it. Hence specialized algorithms or tools may be
necessary.

In this paper we present an overview of an initial version of such a tool, CryptoSolveE] that has been
designed to generate and analyze specifications of cryptosystems. This in turn allows for the automatic
generation and symbolic analysis of certain cryptographic algorithms. The goal of this new tool is broad,
to develop not only a usable analysis tool for an extensive family of cryptographic algorithms but to also
develop the underlying libraries which could be used in analysis of additional algorithms, properties, and
within other symbolic analysis tools.

Our initial version of CryptoSolve provides algorithms for reasoning about the security and function-
ality of a class of cryptosystems known as cryptographic modes of operation. These modes use fixed

I The current version of the tool can be found here: https://symcollab.github.io/CryptoSolve/,
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Figure 1: Tool modules and dependencies

length block ciphers to encrypt messages more than one block long. The key property of a mode is to
protect the secrecy of the encrypted data, but it may also be used to provide integrity and authentica-
tion. In addition, the mode must be invertible by anyone who possesses the decryption key. CryptoSolve
supports both the automated and manual generation of modes. It also features algorithms for checking
secrecy (in the sense of indistinguishability of ciphertext from random), authenticity, and invertibility.

In the sections that follow we explain each of the above properties and detail how the tool works
for every case. The algorithms implemented in CryptoSolve are supported by a set of base libraries for
critical symbolic capabilities such as term representation, term rewriting, unification, and more. Cur-
rently the modules available in the tool and a simplified representation of their relation to each other is
described in Figure|T]

Outline In the remainder of the paper we cover the current state and capabilities of the tool without
focusing on the theory behind it, which can be found in [[10512,/16]. Where necessary, we provide a
brief theoretical background and indicate aspects on which the tool is based. The rest of the paper is
organized as follows. We provide a discussion of related work in Section 2] A brief review of necessary
background material is covered in Section[3] An overview of the security modules, their use, capabilities,
and pointers to the theory behind these methods are given in sections 4] and[5] The invertibility checking
module is covered in Section [6] the bounded authentication checking module is covered in Section
We provide preliminary experimental results in Section [§] Finally, the conclusions and future work are
discussed in Section 9l

2 Related Work

Publicly available tools for the generation and testing of security property of cryptographic algorithms
(e.g. [3)5L71/14]]) are the most closely related work to ours. Perhaps the first of these is the work by Barthe
etal. [3]]. This paper describes a tool, ZooCrypt, designed for the analysis of chosen plaintext and chosen
ciphertext security public-key encryption schemes built from trapdoor permutations and hash functions.
A ZooCrypt analysis of a cryptosystem consists of two stages. In the first stage a symbolic analysis tool
is used to search for attacks on the cryptosystem. If none are found, the analysis enters the second stage,
in which an automated theorem prover is used to search for a security proof in the computational model.
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Later work looked at applying symbolic techniques and incorporates computational soundness re-
sults to prove computational security. For example, Malozemoff et al. [[14]] provide a symbolic algorithm
whose successful termination implies adaptive chosen plaintext security of cryptographic modes of op-
eration using the message-wise schedule. These results are extended by Hoang et al. in [[7] to symbolic
techniques for proving adaptive chosen ciphertext security of modes. Both papers also include software
that implements symbolic algorithms for generating cryptosystems and proving their security. Other
work by Carmer et al. [5]] gives a symbolic algorithm for deciding security of garbled circuit schemes,
and includes a tool, Linisynth, that generates such schemes and verifies their security using the algorithm.

All these tools have one thing in common: they only implement the algorithms described in the
paper they accompany, and thus are intended mainly as proofs of concept, not as general tools for the
generation and analysis of algorithms. The goal of CryptoSolve, however, is to serve as a tool for
designing and experimenting with multiple types of cryptosystems, security properties, and algorithms.
Thus, for example, it includes libraries for techniques that may prove useful in application to more
than one cryptosystem, such as unification, variant generation, and the automatic generation of recursive
functions. It is also extensible, allowing more libraries and algorithms to be added as necessary, and
it includes an optional graphical user interface to make interactions with it easier. Currently, it can be
applied to three different properties (static equivalence to random, invertibility, and authenticity, using
five different algorithms) of cryptographic modes of operation.

There is also a large amount of related research in formulating and proving indistinguishability prop-
erties for the symbolic analysis of cryptographic protocols. These properties are analogous to the com-
putational indistinguishability properties used in cryptography. The main differences are that symbolic
indistinguishability does not always imply computational security (see, for example Unruh [20]), and 2)
the symbolic algorithms are optimized for protocols, not crypto-algorithms, so applying them directly is
not always advisable. Even so, the approaches used in symbolic protocol analysis can be helpful. For
example an undecidability result in Lin et al. [[12] is based on an undecidability result for cryptographic
protocols analysis due to Kiisters and Truderung [9]. To facilitate this interaction between symbolic
protocol analysis and symbolic cryptography, we use a formal model and specification language, due to
Baudet et al. [4]], that is based on the the concept of frames used by the applied pi calculus [1]], one of the
most popular formal languages used by tools for the formal analysis of cryptographic protocols.

3 Preliminaries

We first need to briefly review some background material both on MOOs and symbolic security, and also
on the underlying term rewriting theory used in the tool. We begin with with term rewriting and related
concepts. Please note, additional background material on equational theories, rewriting, and unification
can be found here [2].

3.1 Terms, Substitutions, and Equational Theories

Given a first-order signature X, a countable set N of variables bound by the symbol v , and a countable set
of variables X (s.t. X NN = 0), the set of terms constructed from X, N, and £, is denoted by T (£, NUX).
Note that since N is a set of bound variables we can often treat these as constants in the first-order
theory and thus won’t apply substitutions to these bound variables. A substitution ¢ is an endomorphism
of T(X,NUX) with only finitely many variables not mapped to themselves, denoted by ¢ = {x; —
f1,...,Xm — by }. Application of a substitution o to a term ¢ is written ¢G.
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Figure 2: An example block cipher to be modeled by a symbolic history

Given a set E of X-axioms (i.e., pairs of X-terms, denoted by / = r), the equational theory =g is
the congruence closure of E under the law of substitutivity. Since X NN = 0, the X-equalities in E do
not contain any bound variables in N. An E-unification problem with bound variables in N is a set of
Y. UN-equations P = {s; =", Sy =" tm}. A solution to P, called an E-unifier, is a substitution ¢
such that 5,6 =g ;o forall 1 <i<m.

The primary equational theory implemented in the tool is the theory of xor, denoted as E,,. This
theory can be represented as a combination of a rewrite system, R, and an associative and commutative
(AC) equational theory, Eg. Eypr = R UEs: Rgy = {x®x — 0, x®0 — x}, E5 = AC(®), over the sig-
nature X, = {6®/2, f/1,0/0}. We will often denote this as the MOOg;, algebra and modes of operations
defined in this algebra as MOOs,.

3.2 Modes of Operation and Symbolic Security

Before detailing the features of the tool we need to consider a few critical background notions such as
Modes of Operation, Symbolic Security, and Authenticity. We do that in this section.

3.2.1 Modes and Their Security

A cryptographic mode of operation can be described at a high level as follows. The plaintext message M
is first broken into fixed sized blocks. Each block m; is processed using the block encryption function Ej
along with some additional operations to produce a ciphertext block C;. Typically, the previous ciphertext
is used in the computation of the current block, and an initialization vector /V is used to add randomness
to the first block. The final ciphertext is the sequence of ciphertexts thus produced. Figure [2|illustrates
this process for Cipher Block Chaining (CBC) mode.

In order to model these modes so that they can be checked via symbolic methods, we use symbolic
histories (defined in [16]). These describe interactions between the adversary and the oracle, in which
the adversary sends blocks of plaintext to be encrypted, and the oracle sends back blocks of ciphertext
according to some fixed schedule defined by the mode. E.g., in a block-wise schedule a ciphertext block
is sent immediately after it is generated by the mode. In a message-wise schedule, the ciphertext blocks
are not sent until after the entire message is encrypted.

The symbolic definition of security we use is based on the computational security property IND$-
CPA introduced by Rogaway in [[18]. This is defined in terms of a game in which a challenger first
chooses one of two oracles with probability 1/2. The first is an encryption oracle that returns ciphertext
when given plaintext, and the second is a random bits oracle that returns a string of random bits that



152 CryptoSolve

is as long as the ciphertext would have been. The adversary interacts with the oracle by sending it
plaintexts and receiving the oracle’s response. At any time it can stop the game and guess which oracle it
is interacting with. Its advantage is defined to be | .5 — p |, where p is the probability that the adversary
guesses correctly. A mode is IND$-CPA-secure if its advantage is negligible in some security parameter
7N, where a function g is said to be negligible if for every polynomial g there is an integer 7, such that
g(n) < fraclg(n) for all n > n,. In the case of modes of operation, the security parameter is the
maximum of the block size and the key size. The motivation for a definition of this sort is that if the
adversary cannot distinguish the output of the cryptosystem from random noise, then it learns nothing
about the plaintext. This form of security, in which the security of a cryptosystem is quantified in terms
of the adversary’s inability to distinguish between the output of an encryption oracle and the output of
an oracle that does not use the content of the plaintext in its calculations, is common in cryptography.
We note that if the adversary can create plaintexts that consistently cause a set of ciphertexts to
exclusive-or to zero, then it can distinguish between the real and random case with overwhelming prob-
ability. If such an equality holds for the case in which the substitution is the identity, we say that the
mode is degenerate. In all other cases it is necessary but not sufficient that the adversary must be able
to consistently cause at least one given pair of f-rooted terms to be equal, known as a collision. We
describe the symbolic model below, and then describe the unification problem that is associated with it.

3.2.2 The Symbolic Model and Symbolic Security

The blocks sent between the adversary and the oracle are modeled by terms in the MOOg algebra.
These MOOg -terms consist of free variables representing plaintext blocks, bound variables representing
a bitsting, and terms built up using these variables and the signature ¥ = {&/2,0/0, f/1}, under the Xor
equational theory, where f is the encryption function for some fixed key K, i.e., enc(K,_) = f(-). Note
that f is not computable by the adversary.

A symbolic history of the adversary’s interaction with the oracle is modeled by a list of MOOg-terms
of the form [r1, f2,..., t,]. All MOOg-terms are listed in the order that they are sent. For example,
the following symbolic history models the Cipher Block Chaining (CBC) mode of operation with three
ciphertexts using the block-wise schedule: VIV[IV, xy, f(IV & x1),x2, f(x2 & f(IV & x1))]. Here IV is
a bound variable representing an initialization vector. Each x; models a plaintext block sent by the
adversary and each f-rooted term is a ciphertext returned by the oracle according to the definition of the
mode. For example, in CBC the i ciphertext C; is modeled by f(C;_; @x;), where x; is the i" plaintext.

Each symbolic history models the interleaving of one or more sessions between the adversary and
oracle, where a session is a history that encrypts a single message consisting of a sequence of plaintext
blocks. In this case the initial nonces, the IV's, will be fresh for each session.

The notions of computable substitutions and symbolic security are defined by Lin et al. in [[12]]. Let
P be a symbolic history. A substitution o is computable w.r.t. P if ¢ maps each variable x; to a term built
up using the operators 0 and @ only on terms returned by the oracle prior to receiving x; in P. A mode of
operation M is symbolically secure if there is no symbolic history P of M such that there is a non-empty
set of terms S returned by the encryptor in P where ,.¢t0 =¢ 0, and o is computable substitution w.r.t.
P. It is shown in [12] that a mode of operation M is symbolically secure if and only if M is statically
equivalent to random; static equivalence []1] is a symbolic definition of indistinguishability commonly
used in symbolic protocol analysis.

We note that if a mode satisfies IND$-CPA, then it must be symbolically secure, because if the
adversary could make a substitution to the plaintext such that it always satisfies the same equation by the
ciphertext, then it could easily distinguish the ciphertext from random with overwhelming probability. A
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Figure 3: ECB encryption with AES 128 ECB

stronger condition has been shown by Meadows in [16] to imply IND$-CPA security. It has two parts.
The first is non-degeneracy, which requires that symbolic security hold for the trivial case in which the
computable substitution ¢ is the identity. The second is the condition that no two different f-rooted
terms have a computable unifier, whether or not it leads to a violation of symbolic security. This does
not necessarily mean that symbolically secure modes that fail to satisfy the second condition are not
IND$-CPA secure, simply that more work may be required to prove them so.

3.2.3 Checking Symbolic Security: Examples

Let’s consider several examples of symbolic histories and checking for symbolic security. We start with
the classic example of an insecure mode: the Electronic Code Book (ECB) mode. In ECB, each block is
encrypted separately, so plaintext xj,...,x, yields ciphertext f(x;),..., f(x,). Notice that after applying
ECB, the image in Figure [3] is still not completely scrambled and some information from the original
picture can still be deduced. This is because whenever two plaintext blocks are identical they produce
the same ciphertext blocks. Thus, any substitution unifying any two free variables is computable and
leads to a violation of symbolic security.

Other MOOs may be symbolically secure or insecure depending on the schedule. For example,
consider a symbolic history of CBC with three ciphertext blocks: Py = VIV[IV, xy, f(x1 ®IV),xa, f(x2 ®
f(x1®1V))]. We consider two schedules: the block-wise schedule, where each ciphertext block is
returned to the adversary as soon as it can be computed, and the message-wise schedule, where they are
returned all together at the end. Note that in the block-wise schedule there is a computable unifier of
fx1®1V) and f(x, @ f(x; ®1V)), namely 6 = {x; — IV, x, — f(0)}, but this is not computable in the
message-wise schedule, which can be shown to be symbolically secure and IND$-CPA secure.

Finally, we consider one additional MOO, Output Feedback Mode (OFB). OFB starts with an ini-
tialization vector, IV, each consecutive block, Ciy |, is computed as Ci| = Ti1| € x;41, where x; is the ih
plaintext block, and 7; = f(T;—1) (Tp being IV). For example, the first block would be C; = f(IV) ® x;,
and the second is C; = f(f(IV)) ©x2. Consider an OFB history with three ciphertext blocks: P; =
VIV[IV,x1, f(IV) @ x1,x2, f(f(IV)) @ xz]. Note that, in order to unify f(IV) @ x; and f(f(IV)) & xp, the
adversary would have to set ox, =x; @ f(IV) @ f(f(IV)), which it cannot do no matter what schedule
is used, because it does not learn f(f(IV')) until after it has computed x,. OFB is also both symbolically
secure and IND$-CPA secure. Notice that when generating the ciphertexts for differing MOOs such
as CBC and OFB, the root symbol of the ciphertexts could differ and this will impact the unification
algorithm required.



154 CryptoSolve

4 MOO Representation

The tool contains a library implementation which allows for the representation and generation of MOOg,-
Programs. The library currently allows M OOg-Programs that are constructed over the signature X =
{#/2,0/0, f/1} and represented as a simple recursive function. Once a MOOg-Program has been de-
fined, the library can then apply a number of operations on that MOOg-Program, including: generating
terms in a run of the M OOg-Program, checking symbolic security of the program, and checking invert-
ibility.

4.1 Standard and Custom M OOg-Programs

Currently there are several well-known cryptosystems implemented to serve as examples for users when
they are initially learning the tool. They also provide syntax examples for those wanting to add custom
MOQOs. For example, the ciphertext chaining cryptosystem is defined below:

from symcollab.moe import MOO
@MOO0.register (’cipher_block_chaining’)
def cipher_block_chaining(iteration, nonces, P, C):
f = Function("f", 1)
i = iteration - 1
if i ==
return f(xor(P[0], nonces[0]))
return f(xor(P[i], C[i-11))

Notice that this provides a relatively simple example of the type of recursive cryptosystems built
over an xor-theory that are currently supported. Here the base ciphertext is defined as f(Py @ nonces(0)),
where P, is the initial plaintext sent by the adversary, and nonces[0] is a bound variable representing the
initialization vector. Then the recursive case is C; = f(P, @ C;—1). The underlying libraries have been
constructed to allow the encoded version of the system definition to closely match the theoretical one.

Similarly, a user can create their own custom mode of operation by adding the recursive definition to
the MOO library.

4.2 User defined schedule

In addition to the block-wise and message-wise schedules (as described in Section [3.2)), the user can
define their own schedules based on the iteration number. For example, this is a custom schedule that
has the oracle only return ciphertexts on even iterations.

from symcollab.moe import MOO_Schedule

@MO0_Schedule.register(’even’)

def even_schedule(iteration: int) -> bool:
return iteration % 2 ==
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MOOs generated via Automatic Generation

[ Go=1V,Gi= f(f(P[) @ Pli—1))

2 [ Co=1V,Ci=f(f(Pli))DPli—1]Dr

3| Co=1V,Ci=f(f(P[i]))®Cli—1])DCli—1]

4] G=1v.Gi=f(f(Pl) &Cli—1])) & f(f(Pi]) & f(Cli —1]))

Table 1: Examples of MOOs generated by the automatic MOO generator

4.3 Automatically Generated Singly Recursive M OO -Definitions

A user can ask the library to generate a recursive definition of a modes of operation. Currently there
is one method in the tool library to automatically generate MOOs. It works by recursively generating
MOOs starting with the base components (IV, variables) and building singly recursive definitions using
the xor and f function, and recursive references to prior ciphertexts. The current method has some
limitations. For example only one nonce is used, the signature is limited to X = {®/2,0/0, f/1}, only
single recursion is used, and the base case is fixed to the initialization vector. Thus, the current method
won’t generate all possible MOOgs. For example, a MOO that uses two nonces in its recursive definition
won’t be generated. We plan to expand this functionality in future versions of the tool allowing a user
to automatically generate more classes of MOOs. Note, this doesn’t limit the possible MOOs that a user
can analyze by using the custom module. The user can also filter the recursive definitions by properties
such as availability of the initialization vector, if it requires chaining, or if the number of calls to the
encryption function f is less than a specified bound. A mode of operation has the chaining property if it
incorporates a previous ciphertext into its recursive definition.

After creating the recursive M OOg definition, we can then pass it to the class CustomM00. By default,
this creates a MOOg, program with the specified recursive definition and a new nonce for each base case.

4.4 Interactions with MOOg-Programs

Once a mode of operation and schedule have been defined, the tool can do several things with the def-
inition. The first and simplest is to generate the terms corresponding to the symbolic representation of
the ciphertexts. The user can also ask for the tool to evaluate the symbolic security of the MOO and/or
the invertibility. We consider these options in the following sections. Before we move to security let’s
consider an example.

Examples The example MOOs in Table [I] showcases ones that were generated by the tool using the
automatic generation feature. Note that these are just a few examples. In fact, one could allow the
automatic generation to run as long as one wanted.

From these examples, the first two MOOs are not symbolically secure, they can be discovered and
discarded by the method covered in the next section. The final MOO is symbolically secure, however it
is still useless since it doesn’t have the invertibility property! This can also be checked via the method
detailed below. The third MOO, passes both the security and invertibility check and could be a candidate
MOQO for some secure application.
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5 Checking Symbolic Security Properties

This part of the tool is based on the work developed in [12l[17]]. Those papers define a method for check-
ing symbolic security which in turn can be used to synthesize secure cryptographic modes of operation.
See Section [3.2] for more background details. We give an overview of each of the components developed
for checking symbolic security beginning with the M OOg-Programs.

5.1 Checking Symbolic Security

The tool can check for symbolic security in several ways. The first, and most exhaustive, is via the
local unification approach. In this approach ciphertexts of the MOOg -program under consideration are
generated and the appropriate local unification algorithm is used to see if any blocks sum to 0, see
for the full details of this approach.

The difficulty with this approach is that it can be time consuming in practice. However, a second
approach has been developed in [I2]. The approach doesn’t require the generation of ciphertexts and
works directly with the initial MOOg,-program definition. This approach is not complete, but it works
for many cases and has the advantage of being much more efficient. Therefore, we have implemented it
as a first pass symbolic security check for the tool. If the first pass cannot decide symbolic security, then,
the full security check requiring block generation will be used.

Examples Continuing With the MOOs from Table [T} let’s consider just the first MOO. We can check
for security using the MOO check method:

moo_check(moo_name = ’tablel.l’, schedule_name = ’every’,
unif_algo = p_syntactic, length_bound = 10, knows_iv = True,
invert_check=True)

The tool would return the first collision it finds, which violates the symbolic security property, for
this example:

Output

Here is the problem:
f(xor(f(x1), IV)) = f(xor(£f(x2), x2))

6 Invertibility and Recovering the Plaintext

A cryptographic algorithm is invertible if given a ciphertext and a decryption key, the original plaintext
can be retrieved. This is not a given for any MOOg-program, even a secure one. Therefore, in the
automatic generated setting we will need methods for checking if the invertibility property holds for any
particular M OOg-program. Currently the tool is able to check invertibility for a large class of recursively
defined MOOs. This class includes the well known MOOs, such as CBC, ECB, and CFB. More detailed
information on theory and method for checking invertibility has been presented in [[12]].

The invertibility checker is built into the MOO security check functionality in the tool and can be
requested simply by setting the “invert_check” flag (which is the last flag) in the moo_check function.
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Figure 4: Two Authenticated Encryption Schemes

See Example[]
Example 1

from symcollab.moe.check import moo_check

from symcollab.Unification.p_unif import p_unif

result = moo_check(’cipher_block_chaining’, "every", p_unif, 2, True, True)
print(result.invert_result) # prints True

7 Authentication

An authenticated encryption scheme [|6,19] satisfies the authenticity property if an adversary cannot forge
any new valid ciphertext message after observing any number of valid ciphertext messages. In [[11]], the
authors proposed two algorithms for checking authenticity. The first algorithm works for a simplified
case, where only messages of fixed length can be handled. The second algorithm works for the general
case, where messages of arbitrary length can be handled.

We use M|, M,,...... to denote plaintext blocks, and use C1,C5,...... to denote ciphertext blocks.
&k (T,-) denotes a tweakable block cipher [[13]], where K is some key and T is some tweak. The idea is
that each key and tweak produce an independent pseudorandom permutation. Pk (T, -) is the inverse of
&x(T,-). n(T) produces another tweak, given a tweak 7. We use n*(T) as a shorthand for applying
to T for k times. The idea is that the same key can be used for multiple blocks, as long as the tweaks
are different for each different block. In order to achieve authenticity, a tag is attached to each ciphertext
message. Each scheme is associated with a verification condition, which refers to the ciphertext blocks
and the tag. A ciphertext message is valid, if the verification condition holds for that ciphertext message.

Figure ] shows two authenticated encryption schemes, both of which handle messages of two blocks.
The verification condition of the scheme in Figureis &x(n*(T),C1 ©C,) = Tag. The authenticity prop-
erty is violated. The reason is that if (Cy,C», Tag) is a valid ciphertext message, (C; $C»,0,Tag) is also a
valid ciphertext message. The verification condition of the scheme in Figure@is Ex(nX(T), Pk (T,C1) ®
Pk (n(T),C,)) = Tag, the authenticity property is satisfied. The intuition is that the adversary does not
know any way of modifying C; and C, in such a way that M| & M, remains the same.

Here are some other possible verification conditions for authenticated encryption schemes, which
handle two message blocks. The first three verification conditions satisfy the authenticity property, and
the last two do not.
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Secure MOOs Found via Automatic Generation and Testing
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* Ex(n*(T), Zx(n(T), Zx(T,C1) ©C>)) = Tag
* Ex(n*(T), Zx(T, Zx(n(T),C2) & C1)) = Tag
o Ex(n*(T), 2% (T,C1) @ Dk (n(T),C,)) = Tag
« & (n*(T), Zk(T,C1)) = Tag

* &x(n*(T), Zx(n(T),C>)) = Tag

Given a verification condition of some authenticated encryption scheme, our tool can automatically
check if the authenticity property is satisfied.

Code Output

from symcollab.Unification.constrained.authenticity import * The authenticity
t = e(@@(T)), xor(C1, dn(T), C2))) property is
check_security(t) satisfied.

8 Experiments

A benefit of the tool design is that it is easy to integrate the above described functions into a script which
can then be used to run experiments. For example, we have included a script, located in the experiments
directory of the tool, that allows the user to run longer experiments and can handle restarts. In this
script, we generate new candidate MOOs one at a time and test them for security. The output of moo_-
check is the data structure called MOOCheckResult. This has the following fields: collisions (set
of computable substitutions that cause a collision to occur), invert_result (whether or not the MOO
is invertible), iterations_needed (number of iterations before a collision was found), and whether or
not the MOO satisfies symbolic security up to the bound checked.

Initial Experimental Results A sample of some of the secure MOOs found during early experiments
are listed in Table 2] All of these MOOs were created automatically by the currently implemented
recursive MOOGenerator. As a future work, we plan to create additional generators that the user can
select and allow for user defined generators.

Experiments can also be done without the MOOGenerator, where MOOs are generated via hand or
a custom script and then checked for security. This is an attractive option because it allows the user to
easily customize the type of MOOs they are considering. Table [3]includes some example secure MOOs
that were created by hand and then tested for security using the tool. Note, that although all three MOOs
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Secure MOOs Found via Custom Generation and Testing
1| G=1V.G;= f(Pli|® f(C[i—1])) & f(C[i — 1])
2| G=1V,.Gi=f(Pli]a f(Cli—1]) & f(P[i]))
3] Co=1v.Gi=f(f(Pli) & Cli—1]) & f(f(P[i]) & f(Ci=1]))

Table 3: Examples of secure MOOs found using a custom generator

are secure only the first MOO can be shown by the tool to be invertible (via the method developed
in [12]])! Thus, secure but useless MOOs can also be discarded.

Based on the initial experimentation with the tool there are some interesting early questions: Can
the set of secure MOOs be closed under some operation such as applying the encryption symbol f on
top? Are there cases where we can place a bound on the number of iterations to check security? We’re
particularly motivated by the second question, due to the complexity of our saturation based decision
procedures. For some of the MOOs we tested, it took in the order of days in order for the algorithm to
find a collision.

9 Conclusion and Future Work

In this paper we presented a new tool for the symbolic analysis of cryptosystems with the ultimate goal
of providing support for multiple types of algorithms and representations. Although at present it only
supports modes of operation, the tool provides a widely applicable symbolic foundation based on that
of Baudet et al. [4]. Not only can this symbolic foundation represent multiple types of cryptosystems,
the symbolic foundation is also amenable to proofs of computational soundness and completeness. The
tool also includes libraries that support useful algorithms for checking symbolic security, including uni-
fication and variant generation. There are limitations to the currently supported modes of operation.
Currently, only modes which can be modeled using the above Xor theory are supported with the needed
specialized unification algorithms. For example, modes requiring primitives such as hash functions, suc-
cessor, or full abelian groups are currently not supported. However, we hope to add, if possible, support
for as many of these structures as possible in future versions of the tool.

One avenue of interest to us is to investigate other work on symbolic cryptography to determine
whether it can be fit into our framework and its algorithms implemented in our tool. We expect previous
work on modes [7,/14] to fit in well, since, although their models are not expressed as symbolic algebras,
they are still compatible with the algebra used in CryptoSolve. Other work, such as Linicrypt [5}[15]]
and Zoocrypt [3]] also follow the paradigm of representing cryptographic primitives as function symbols
obeying equational theories. In the cases in which soundness and completeness results are provided,
we expect them to carry over into the symbolic model. When computational soundness of a symbolic
language is not known (e.g. Zoocrypt), it may be possible to ensure it by limiting its expressiveness.

More generally, our tool is intended to be extensible to cryptosystems that may not yet have been
studied from the symbolic point of view. Although only a few function symbols have been implemented
in CryptoSolve as of now, it is designed to be extensible. The best choice, for this seems to be cryptosys-
tems that can be expressed in terms of combinations of primitives, including randomly chosen bitstrings,
each of which has a clearly defined security property. The combinators should be operations that can
characterized in a symbolic way. These include not only finite field and group operations, which are
commonly used in cryptography, and can be found in all the work cited in this paper, but concatenation,
which is used in [3}/8L|15]. Many cryptosystems are defined using these techniques of building complex
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systems from basic components, so we expect the are of application to be wide.
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Security is a subject of increasing attention in our actual society in order to protect critical resources
from information disclosure, theft or damage. The informal model of attack trees introduced by
Schneier, and widespread in the industry, is advocated in the 2008 NATO report to govern the evalua-
tion of the threat in risk analysis. Attack-defense trees have since been the subject of many theoretical
works addressing different formal approaches.

In 2017, M. Audinot et al. introduced a path semantics over a transition system for attack trees.
Inspired by the latter, we propose a two-player interpretation of the attack-tree formalism. To do
s0, we replace transition systems by concurrent game arenas and our associated semantics consist
of strategies. We then show that the emptiness problem, known to be NP-complete for the path
semantics, is now PSPACE-complete. Additionally, we show that the membership problem is CONP-
complete for our two-player interpretation while it collapses to P in the path semantics.

1 Introduction

Security is a subject of increasing attention in our actual society in order to protect critical resources
from information disclosure, theft or damage. The informal model of attack trees was first introduced by
Schneier [15] to schematically model possible threats one could execute against an information system.
Attack trees have then been widespread in the industry and are advocated in the 2008 NATO report to
govern the evaluation of the threat in risk analysis. The attack tree model is also a subject of increasing
attention in the community of formal methods with a lot of different formal approaches [[10}, 8 7} 16} 15,
12, 11]] (see the survey [16]).

The first formal model of attack trees introduced in [15] aimed at describing a possible attack over a
system by refining the main attack goal into sub-goals using either an operator OR or an operator AND
to coordinate those refinements. The analysis conducted over those trees is "static" in the sense that the
attacked system does not evolve during the attack. As such, there is no concept of a goal happening
before or after another. In [6], the authors introduce a first formal semantics that can be qualified as
"dynamic" by allowing a new operator, operator SAND (for sequential AND), to specify that sub-goals
must be attained in a given order. Considering that the SAND operator is now commonly accepted, the
authors of [[1]] propose a path semantics for attack trees over a transition system.

In this paper, our goal is to present a new semantics for attack trees in order to be able to model
more realistic scenarios: we want our attacker to be able to adapt her actions according to the behavior
of the environment — typically, a defender who tries to protect the system. This setting naturally yields
a two-player semantics. Our approach is inspired by [1] where we generalize the path semantics to a
game-theoretic framework, yielding a strategy semantics for attack trees, without changing their syntax.
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While the path semantics from [[1] is compositional in a natural way, it turns out that the strategy
semantics does not have such a nice property. Indeed, although composition of strategies is possible (see
for example [11]]), there is no immediate solution to compose two strategies in order to get a strategy that
achieves the disjunction of what the formers achieve. This situation makes it difficult to design a com-
positional strategy semantics for attack trees. We therefore develop a non-trivial strategy semantics that
is not compositionally obtained per se, but that makes use of the former compositional path semantics.

To our knowledge, our proposal is the first game-theoretic semantics for attack trees, and should not
be mixed-up with the multi-player setting induced by the so-called classic model of attack-defense trees
in the literature (see [9]): attack-defense trees are attack trees equipped with a new operator to express
that some defender could use a countermeasure to prevent attacker from achieving her goal. Although
well-understood in a "static" framework, we are not aware of any formal semantics of attack-defense
trees for the “dynamic” one, i.e., over transition systems. This missing piece of work makes it difficult
to conduct a comparison with our contribution, but, from the fact that the defender in our setting is fully
formalized, as an opponent in the game arena, while the defender in attack-defense trees takes the form
of an abstract entity, it seems that those two formalisms are not expressing the same kind of problems.

Our contribution in this paper is twofold.

We first develop a clean mathematical setting to obtain a formal strategy semantics for attack trees.
For pedagogical reasons, we choose to consider a simplified version of the attack trees of [1] where
atomic goals (at the leaves of the trees) are reachability goals with no preconditions. However, at the
price of tedious definitions, the strategy semantics we propose can be adapted to atomic goals with
preconditions. Regarding the design of this semantics, we heavily rely on the older one of [1] based
on paths, and we justify our approach by providing evidence that a compositional strategy semantics is
hopeless.

Second, we exploit the attack tree semantics to address and study the complexity of two decision
problems: the non-emptiness problem and the membership problem. The former consists in determining
if the semantics of an input tree is non-empty, while the latter consists in determining if an input element
belongs to the semantics of an input tree. Our results are summarized in Table [I} where we distinguish
between the path semantics and the strategy semantics.

Table 1: Complexity results

Paths semantics | Strategy semantics
Non-Emptiness Problem | NP-complete PSPACE-complete
Membership Problem P CONP-complete

Importantly, both decision problems have a practical counterpart. The non-emptiness of the path
semantics of a tree reflects a situation where there exists a favorable scenario for attacker to perform
her attack, while the non-emptiness of the strategy semantics reflects an intrinsic vulnerability of an
information system. Regarding the membership problem for the path semantics, we are interested in
knowing whether a log file of some information system execution makes evidence of an attack, while for
the strategy semantics, we wonder if an attack policy is successful.

The paper is organized as follows. We start in Section [2] with an introductory example explaining
informally the difference between path semantics and strategy semantics. After some background work
in Section[3] we introduce in Section 4] the formal model of attack trees and define the path semantics in-
spired by [[1] as well as our new strategy semantics. We then study the complexity of the Non-Emptiness
and the Membership problems in Section [5
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2 Introductory example

Consider a thief (the attacker) who wants to steal some document inside a safe of a building without
being seen. The building is composed of two rooms. The first room has two entrance doors (called door
1 and door 2) from the street. There is a guard keeping the entrance doors, but he can only control the
bypassing of one of the two entrance doors at a time. The first room has also another door that leads
to the second room. This door is locked but the key to unlock it is in the first room. There is also a
camera in the first room monitoring the door to the second room. The second room contains a safe with
the document that the thief wants to steal. Therefore, in order for the thief to attain his goal, he needs
to enter the first room (by either door that is not currently controlled by the guard), then deactivate the
camera and collect the key (in whichever order he wants) and finally unlock and go through the door
leading to the second room. The thief can be seen by the guard if they appen to be in front of the same
door or by the camera if activated when he is in front of the door to room 2. Figure [Ia] gives a picture of
the situation where the thief is still outside of the building and the guard controls the second door.

? Guard
Thief % {D1, seen} @ {D2}

1
_:Doorl Door 2

Lo

¢

19
=]
Locked door {D1} {D2, seen}
Safe & '
(a) Building plan (b) Graph representation of the possibles positions of the thief and the guard at the

entrance of the building.

Figure 1: Introductory example building

In security, it is common to use an attack tree to model the goal of the attacker. An attack tree is a
tree where each node describes a goal and the children of a node describe a refinement into sub-goals of
the parent goal. To model those refinements, it is common to use three operators:

* OR operator means that at least one sub-goal needs be achieved to have the goal accomplished,

* SAND operator, read "sequential and", means that the sub-goals need be achieved in the left-to-
right order to have the goal accomplished,

* AND operator means that the sub-goals need be achieved (in whatever order) to have the goal
accomplished.
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cross first cross second deactivate

door unseen door unseen camera

Figure 2: An attack tree to model the goal of our thief.

In Figure[2] we describe the goal of the thief by means of an attack tree. To distinguish the different
types of nodes, we draw a curved line below an AND operator, a curved arrow below a SAND operator
and nothing below an OR operator.

We focus our attention on the very first part of our problem, that is, the sub-goal of the thief to enter
the building. We start by fixing a set of proposition Prop = {D1,D2,seen} where D1 holds when the
thief is in front of the first door, D2 holds when the thief is in front of the second door and seen holds
when the guard sees the thief because they meet in front of the same door. The goal "crossing the first
door unseen" of the thief can be modelled by the formula D1 A =seen and the goal "crossing the second
door unseen" is modelled by the formula D2 A —seen. If we assume that the guard can switch door
whenever he wants but leaves the two doors unguarded for a brief amount of time during his motion,
we can model the situation using the graph of Figure [Tb] where each state consists of a pair in the set
{o,d1,dr} x {m,d,,d>}. For a pair (a,b), element a determines the position of the thief (0 means that he
is still outside the building, while d; indicates he is at door i) and element b determines the position of
the guard (/n means that he is currently in motion between the two doors, leaving them both unguarded).
We write next to each state which propositions hold in it.

In a path semantics, a successful attack for goal D1 A —seen consists of a sequence of states (i.e., a
word) such that the valuation of the last state of this sequence satisfies formula D1 A —seen. In particular,
the sequence (0,m), (d1,d>) is a successful attack. Now, if we want to consider a successful attack for
the attack tree consisting of the "OR" operator of objective D1 A —seen and D2 A —seen, it is enough to
consider the union of the set of all attacks for objective D1 A —=seen with the set of all attacks for objective
D2 A\ —seen.

However, in the strategy semantics we introduce in this paper, we consider that an attack is successful
if the attacker has a strategy that grants him to reach the states he needs to attain, independently of the
environment. In our example, we can see that the thief has no strategy starting at position (o,m) to
achieve goal D1 A —seen. Indeed, if the first move of the guard consists on going to door 1 and he then
does not move any more, there is no way for the thief to cross the first door while unseen. Similarly, there
is no strategy starting at position (o, m) to achieve goal D2 A ~seen. However, if we consider the "OR"
operator of the two goals D1 A ~seen and D2 A —seen, the strategy of the thief consisting in waiting for
the guard to go to one of the two doors and then going to door 1 if the guard is at door 2 and vice versa is
a successful strategy. Later, we will use similar a similar example to show that a compositional definition
for a strategy semantics cannot be achieved.
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3 Preliminary notions

Formal languages Given an alphabet (i.e., a finite set of symbols) ¥, notation X* represents the set of
finite words (i.e., sequences of symbols) over the alphabet X, with typical element w = ¢;...¢, € £*; the
empty word is written €. On the other hand, the set of infinite words is denoted by X®. A subset L C X* is
a language. Given a word w = ¢y .../, € X¥, its set of prefixes is the language Prefixes(w) = {{;...4;|i <
n}U{e}, and we write w' << w whenever w’ € Prefixes(w). A language L is prefix-closed if w € L implies
w' € L for every w' <t w. The concatenation of a word w = ¢; ... £,, with another word w' = ¢} ... ¢, is the
word ww' = £;...0,0, ... 0),. The concatenation of a word with a language is defined in the usual way:
forw e X* and L C X*, we let wL := {ww'|w’ € L}.

Game theory and game arena To formalize a strategy semantics for attack trees, we need standard
two-player, zero-sum, perfect information games that we recall here.

A game arena is a finite graph on which two players play a game of unbounded duration. We choose
to consider concurrent games, meaning that, at each round, each player makes an action. To define it
properly, we consider two players called Player 1 and Player 2 and a finite set of propositions Prop.

Definition 3.1. A rwo-player game arena is a tuple ¥ = (Pos,Act, §,val) where:
* Pos = {v,...} is a finite set of positions.
* Act = Act X Act is a finite set of actions, as a product of the sets of actions of each player.
e §: Pos x Act — Pos is a transition function,
* val : Pos — Z?(Prop) is a valuation function.

In our introductory example of Section [2| if we consider the set of actions for the thief: {wait,
go-to-Door-1, go-to-Door-2} and the following set of actions for the defender: {stay-at-current-door,
leave-current-door, go-to-Door-1, go-to-Door-2}, then it is easy to see that the graph drawn in Figure
forms a game arena.

For the rest of this paper, we fix a game arena ¢ = (Pos,Act, 8, val).

For a game position v € Pos, we define Post(v) = {V' € Pos| §(v,a) =V' for some a € Act} the set of
all positions reachable from v in one step. For convenience, we assume that each player j can play every
action a in Act; at each position of the game arena, so that for each position v € Pos, we have Post(v) # 0.
A play p is an infinite sequence of positions of the form voviv;.... € Pos® such that for each i € N, there
is a € Act such that §(v;,a) = v;1. For i € N, we let p; = v; be the i’ position of play p. The set of
all plays is denoted by Plays(¢). Each non-empty prefix i of a play is called a history and the set of all
histories is denoted by Hist(¥). For a history h € Hist(¥), we define last(h) as the last position of .
For v € Pos, we also use the notations Plays(%,v) and Hist(¢,v) to denote the set of all plays starting
from v (i.e., pp = v) and the set of all histories starting from v, respectively.

Winning plays for Player 1 are obtained from a distinguished subset I'} C Plays(¥). As we consider
zero-sum games, all plays in I';} \ Plays(%) are winning for Player 2.

Classically, we introduce the notion of strategy, as a map prescribing how a player plays depending
on the current history: a strategy p’ for the Player j is a map p/ : Hist(44) — Act;. The set of all strategies
for the Player j is denoted as Strat/.

A history h = vovy...v,, is consistent with a strategy u’/ if for each 1 < i < m, there exists a =
(a1,a2) € Act such that we have 8 (v;,a) = vi;1 and p/ (vovy...v;) = a;. We say that a play p is consistent
with a strategy u/ if all prefixes of p are histories consistent with u/. The set of all plays consistent
with u/ is denoted by Outcomes(u/). From a game position v we say that a strategy is winning if all
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Figure 3: Formal version of the attack tree in Figure

outcomes starting at v are winning. In other words, for a strategy of say Player 1, a strategy u is winning
if Outcomes(u) N Plays(4,v) CT7.

A classic kind of concurrent games are the reachability games. In such games, a player wants to
reach some positions while the other player tries to prevent it from happening. These games are clearly
zero-sum. More formally, we say that a game is a reachability game for Player 1 if there exists W) C Pos
such that Iy = {p € Plays(¥)|p; € W, for some i € N}.

In a game arena, we says that a position v satisfies the formula ¢ if its valuation val( ()) satisfies
the formula in classic propositional logic, denoted by v = ¢. Note that a Boolean formula ¢ over Prop
describes the reachability game (¢, W;) where W) = {v € Pos|v = ¢ }.

4 Attack trees and their semantics

In this section, we start with the formal definition of attack tree used in this paper. Then we develop two
semantics for attack trees: the path semantics and the strategy semantics.

4.1 Syntax of attack trees

To formalize attack trees, we start by fixing a set of propositions Prop.
Definition 4.1. An attack tree T over Prop is:
* either a leaf composed of a unique Boolean formula ¢ over Prop,

* or an expression OP(1y, ..., T,) where OP ranges over OR, AND and SAND and 1y, ..., T, are attack
trees.

We define the size of an attack tree 7, noted |7, by the number of its nodes.

Example 4.2. We will formalise the example introduced in Section[2} To represent the situation, we use
the following set of propositions: Prop = {D1,D2,seen,C,K,R2}. We have that D1 holds when the thief
has crossed the first door, D2 holds when the thief has crossed the second door, seen holds when the
guard sees the thief, C holds when the camera is on, K holds when the thief has the key and finally R2
holds when the thief is in the second room.

We can now propose a formal definition for the attack tree in Figure 2} 7 =
SAND(OR(D1 A —seen,D2 A —seen),AND(C, K),R2) to model the objective of the attacker. The graph
representation of 7 is given by Figure 3]
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Let us notice that the attack trees used in [1] are in fact slightly different: the leaves of the attack trees
of that paper are of the form < ¢, ¢, > with ¢; and ¢ two Boolean formulas. Formula ¢; describes a
precondition for the objective to begin with and formula ¢, describes the postcondition for the objective
to be granted. However, in this paper, we never consider preconditions. So a leaf ¢ of our attack trees
can be seen as a leaf < true, ¢ > of attack trees introduced in [[1]]. Although the semantics defined in this
paper could also be defined for attack trees with preconditions, not considering them makes the setting
more pedagogical.

The first semantics for attack trees we introduce is a path semantics inspired by [1]]. Informally, in
the path semantics, we consider all sequences of events that lead to a successful attack. The idea is to
determine which scenarios are favourable for the attacker. One could also say that an attack can occur if
the attacker is lucky.

The second semantics is our main contribution, and is named the strategy semantics for attack trees.
In this approach, the attacker should not rely on an opportunity offered by the environment but should
be able to find the right sequence of actions whatever the environment does. Otherwise said, an attack is
not a favourable scenario anymore but a winning strategy for attacker in some two-player game arena.

4.2 Path semantics for attack trees

To give a path semantics over our trees, we first need to fix a transition system to model which ac-
tions/sequences of actions can be executed by the attacker in the system. A transition system is composed
of a finite set of states together with a transition relation between pairs of states. We decided not to label
every transition with an action as we only consider perfect information here. We also provide a valuation
function to our transition system, informing which propositions of Prop holds in a state of the transition
system.

Definition 4.3. A transition system over Prop is a triplet . = (S, 8, val) where:
* Sis a finite set of states,
e § C S x Sis arelation of transitions,
* val : S — P (Prop) is a valuation function.

The size of ., noted |.7|, is defined by its number of states.

We can see from Definition [4.3] that a transition system is a notion close to a game arena. Indeed,
it is easy to associate a transition system with a game arena ¢ = (Pos,Act, §,val), by merging the two
players into a single one in the following way: . = (Pos, {(v,V") € Pos x Pos| there exists a € Act such
that 8 (v,a) =V'},val). Later, we denote . by ¢ when it is clear from the context.

For the rest of this section, we fix a transition system . = (S, 8, val) over Prop. A path in a transition
system is a finite non-empty sequence of states T = spsj...s, such that, for each 0 <i < n, (s;,5+1) € 0.
The size of a path is its number of states. We denote the set of all paths in . by I .

In order to define the path semantics we need to introduce operators over paths.

Definition 4.4. Let 7 = s¢s1...5, and 7’ = 55} .5, be two paths in . with n,m > 0. The synchronised
concatenation of m; and T, is defined only if s, = s(, and is given by t - &' = s505]...5,5] ...5),.

We lift this operations to sets of paths the following way: if Il; and I, are two sets of paths, then
I, -1, = {TL’] -7172’71'1 eIl and mp € Hz}.

The authors of [[1]] introduce the operator of parallel composition of paths. However, our definition
of attack trees grants us the possibility to use a simpler operator.
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Definition 4.5. Let IT;, I1, be two sets of paths of .. The merge of I1; and II, is the set of paths
IT; AT, = {m; € I1;| there exists m, € I, such that m, <0 m; } U{m, € I1,| there exists m; € IT; such that
m < 71'2}

Unlike the parallel composition of [1l], thanks to the transitivity of the prefix relation, the merge
operator is associative.

We can now define our path semantics.

Definition 4.6. Let 7 be a attack tree over Prop. The path semantics of T over . is the set of paths
Paths () inductively defined as follow:

* Pathsy(9) = {s0s1...s, € MLyls, = ¢}

* Paths.(OR(7i,...,T,)) = Paths.o(71)U...UPaths #(7,)
* Paths.#(SAND(1y,...,7,)) = Paths (7)) - ... - Paths o (1,)
* Pathsy(AND(71,...,7,)) = Paths (7)) A...APaths o (T,)

It is easy to verify that the semantics of Definition[4.6]is equivalent to the one introduced in [I] if we
restrict to the attack trees whose leaves are of the form < true, ¢ >.

Remark that, in our framework, for ¢; and ¢, two formulas over Prop, the interpretation of SAND(¢, ¢,)
is that ¢; must hold at some point and ¢, must hold at some point afterwards. This requirement does not
prevent ¢, from holding before ¢;.

We also want to point out that our semantics consider that the simultaneity of objectives is always
successful: for ¢; and ¢» two formulas over Prop, if ¢1, ¢» € val(s), then s € Paths.»(SAND(¢1,¢2))
and s € Paths(y(AND((])l,(])z)).

Example 4.7. If we consider the game arena ¢ given in Figure|Ib| we have that (d;,d>) |=D1 A —seen,
thus the path (o,m)(d;,d,) € Pathsg¢ (D1 A —seen). This gives us also (0,m)(d;,d) € Pathsg(OR(D1 A
—seen,D2 A —seen)).

4.3 Strategy semantics for attack trees

We start this section by formally defining strategic trees as well as some handful operators over them.
We use a definition of a tree really close to the one made from prefix-closed languages (for example in
[3} p. 15]) except that we fix a letter to represent the root.

Definition 4.8. A strategic tree (written s-tree for short) over an alphabet ¥ is a language T of the form
¢L with ¢ € ¥ and L is a prefix-closed language over X.

For an s-tree T = /L, / is called the root. For a word w € T, if there exists now’ € T such that w <1 w’
then we call w a leaf. The set of all leaves of T is denoted by Leaves(T'). For two words w,w’ € T such
that w <t w/, if there exist no w” € T such that w <tw” <1 w/, then we says that w is the parent of w' and w
is a child of w. The set of all children of a word w in a s-tree T is denoted by Childreny(w). The depth
of an s-tree is the size of the longest word in it.

Example 4.9. Figure 4| shows an s-tree over the alphabet Pos, the set of positions of the game arena of
Figure

As in Example .9] for the particular case where alphabet X is the set of positions on some game
arena, we develop several notions on s-trees and show that strategies can be presented as s-trees.

For the rest of this section we fix a game arena ¢4 = (Pos,Act, 6,val).

The next lemma asserts that all histories consistent with a strategy and starting from a given position
form an s-tree.
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Figure 4: strategic tree T(D’ )

Lemma 4.10. Let u be a strategy for some player and v € Pos be a game position. The language T\' =
Prefixes(Outcomes(W)) N Hist(¢,v) is an s-tree over alphabet Pos, and is called the s-tree associated
with y from position v.

The proof is straightforward from the definition of T;}'.

By Lemma each branch of T} is the succession of all prefixes (in terms of words) of a play
consistent with . Reciprocally, each play consistent with ¢ and starting from position v is represented
by a branch of T}, Therefore T;' fully describes the strategy u starting from position v.

Example 4.11. Consider the game arena & given in Figure[Tb|and the strategy u for the thief consisting
in waiting one unit of time, then, if the guard is at some door, going to the other door and if the guard is
currently in motion, waiting another unit of time before going to the door where the guard will not be. If
we call this strategy (i, the strategic tree T(’; ) is given in Figure

As we put the focus on attack trees, we take the convention that, in the game arena, Player 1 is
called Attacker and Player 2 is called Defender. In this setting, Attacker tries to achieve an attack that is
described by some attack tree 7, while Defender tries to prevent it from happening. In other words, the
winning plays for the Attacker are given as I'y = Pathsg(T). Our strategy semantics consists of the set
of winning strategies for this game.

We start by motivating a construction only for a leaf attack tree. The strategy semantics for an attack
tree ¢ is the set of all strategies that are winning for the reachability game defined by ¢. Remark that for
the case of reachability games, once a winning position is reached, the continuation of the play does not
matter. Therefore, for reachability games, the s-tree corresponding to a winning strategy can be cut as a
finite tree: this cut consists in removing all children of a node describing a history ending in a position
where ¢ holds. This way of cutting motivates the definition of prefix of s-trees as follows:

Definition 4.12. Let T be an s-tree over L*. An s-tree T’ is a prefix of T if root(T") = root(T), and
T' C T, and for every w € T'\ Leaves(T'), we have Childreny(w) = Childreny (w).

Example 4.13. For the s-tree T(‘; &) of Figure 4| and the two trees given in Figure we have 7, is a prefix

of T(’(f 4)> but Tj is not because ChildrenT(ud )(07d1) = {(0,dy)(0,m),(0,dy)(0,d1)} # Children, (0,d;)
B 0.d}

= {(07d1)(07d1 )}
With this notion of prefix, it is immediate to characterise attack trees that witness a strategy.

Definition 4.14. Consider a leaf attack tree ¢, and write ¢ C Pos for the set of positions where ¢ holds.
Consider p a strategy for Attacker in the reachability game (¢,¢) and T, the associated s-tree from
position v. A finite s-tree T is a witness of u from position v if T is a finite prefix of 7}, and Leaves(T') C
Pos*¢.
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0;d) (03d1)
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Figure 5: two s-trees: T, (left) and 7}, (right)

Definition [4.14] can be generalised to an arbitrary reachability condition W; C Pos as follows: 7 is a
witness of i from position v if T is a finite prefix of 7} and h € Leaves(T) implies last(h) € W).

Example 4.15. In the game arena of Figure |1b} if we consider the reachability condition W, = {(o,m),
(da,m),(da,dy)}, then the attack tree T, of Figureis a witness for the s-tree T(fj 4y drawn in Figure

Definition [4.14]leads us to the following intuitive lemma.

Lemma 4.16. Let U be a strategy for Attacker and W be a winning condition. Then U is a winning
strategy for (¢4, W) from position v € Pos if, and only if, there exists a witness T of | from v.

The proof relies on the Konig’s Lemma.

Thus, for a leaf ¢, the strategy semantics is all witnesses that can be constructed from a winning
strategy over the reachability game defined by ¢. Moreover, an s-tree is in the semantics of a leaf attack
tree if it is a prefix of some strategy and if all its leaves are in the path semantics of the attack tree. The
former condition guarantees that our s-tree has the shape of a strategy, while the latter guarantees that
the strategy is winning. As we will see below, those are the two conditions we use to define the strategy
semantics of arbitrary attack trees.

For the first condition, we say that an s-tree T is well-formed if there exists a strategy ( and a position
v such that T is a prefix of 7;'. For the second condition, we use the following definition:

Definition 4.17. Let 7 be an attack tree. A T-s-tree is a finite s-tree T over Pos such that Leaves(T) C
Pathsg (7).

Since for a leaf attack tree ¢, we have Pathsy (¢) = Pos*¢, a witness T (Definition4.14) is a ¢-s-tree.
We now have all the material to define the strategy semantics of an attack tree.

Definition 4.18. Let 7 be an attack tree. The strategy semantics associated with T, written Straty (T) is
the set of all well-formed 7-s-trees.

In particular, Straty (@) is the set of all witnesses in the reachability game (¥, ¢).

We can see that the idea is far from the one of attack-defence trees in [8]]. In attack-defence trees, the
countermeasure is a structure similar to an attack tree whose semantics describes paths that prevent an
attack from succeeding, and by no means a strategy of the attacker’s opponent in the arena.

Now that we defined our semantics, we might want to know if it can be obtained in a composi-
tional manner ? Namely, if the semantics of a compound tree can be defined in terms of the semantics
of its subtrees: More formally.. can we define Straty(OP(1,...,T,)) on the basis of Straty(1)),...,
Straty(7,)? Sadly, the answer is no:

Example 4.19. Consider the game arena defined in Figure Obviously, our attacker here will be the
thief while the guard will do the defender role. We also consider a new proposition: Start which only
holds at position {o,m}. We have that the semantics of SAND(start,D1 A —seen) is empty. Indeed,
the guard can choose to only keep door 1 and thus, the thief will not be able to attain D1 while remain-
ing unseen. Similarly, Straty (SAND(start,D2 A —seen)) is empty. However, the strategy consisting on
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waiting one unit of time then going through the door not controlled by the guard is a winning strat-
egy, it is easy to construct a witness for that strategy that attains the objective of OR(SAND(start,D1 A\
—seen),SAND(start,D2 A —seen)) and thus is in its strategy semantics.

The previous example showcases an empty semantics for 7; and 7, but a non-empty one for OR(
71, T2). This is because, for ¢; and ¢, two propositional formulas over Prop, there are more strategies to
achieve ¢; V ¢, than strategies only achieving ¢; or only achieving ¢. We can for example consider a
strategy that, depending on the move of the opponent, chooses whether it prefers to attain ¢, or to attain
¢.

Remark that, using the "merge" operator of [11] provides us a compositional semantics for attack
trees with SAND-only operators. However, we have already argues that the OR operator have some
problems just as the AND operator for more elaborate examples. Still, it is possible to tune the semantics
so that it becomes compositional for the AND operator, at the price of loosing clarity, but more regrettably
without solving the hopeless case of the OR operator.

5 Decision Problems over attack trees

In this section, we discuss two common decision problems over semantics of attack trees and determine
their complexities with respect to the path semantics and the strategy semantics. The first problem we
consider is the Non-Emptiness problem. This problem consists of, given an attack tree and a game arena,
deciding whether its semantics is not empty:

Definition 5.1. The Non-Emptiness problem is the following decision problem for a fixed semantics [[-]«
of attack trees:

Input: ¢, a game arena, 7, an attack tree.

Output: Yes if [t]4 # 0, No otherwise.

The Non-Emptiness problem for the path semantics is denoted by PNE while the Non-Emptiness
problem for the strategy semantics is denoted SNE. A positive instance of PNE tells us that Attacker has
a favourable scenario to attack. A positive instance of SNE tells us that Attacker has a strategy (it is
possible for him to attack successfully the system independently of the defender/environment comport-
ment).

We now turn to the Membership problem.

Definition 5.2. The Membership problem is the following decision problem for a fixed attack tree se-
mantics [-]¢ of of type X:

Input: ¢, a game arena, 7, an attack tree and x € X.

Output: Yes if x € [t]«, No otherwise.

The Membership problem for the path semantics is denoted by PM while the Membership problem
for the strategy semantics is denoted SM. PM consists of determining whether a path is an attack or not.
It can be really useful if we have an attack tree describing an attack goal over an information system
and a log file of that system. Determining if the system has been attacked is equivalent to determining
whether the path described by the log file is in the path semantics of the attack tree or not. The idea
behind SM is different: it is useful to determine whether a strategy is winning or not for a given attack
objective. We start to analyse the complexity of PM and take advantage of it for the proofs of the other
results. We then consider SNE. After that, PNE is easily determined as a particular case of SNE and we
finish by SM whose proof uses similar and simpler constructions than the one for SNE.
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If we use attack trees with preconditions, the problem PM is NP-hard; this comes from the fact that
the packed interval covering problem, which can be easily captured by the parallel composition (see
[L3])), is NP-complete (see [14]). However, PM becomes simpler if we discard preconditions:

Theorem 5.3. PM is in P.

For a polynomial algorithm, we use the fact that a word is in the semantics of an attack tree, then
adding an arbitrary prefix to it keeps it in the semantics. As a consequence, we do not need to recompute
which sub-goals of the attack tree are satisfied whenever we add a position in front of a path. Thus, the
shape of the problem is well-suited for a backward induction over the input path. Moreover, determining
if a given input path satisfies an attack tree knowing whether it satisfies the sub-trees can be done in
linear time over the size of the attack tree.

We now turn to the complexity of SNE.

Theorem 5.4. SNE is PSPACE-complete.

For the membership, we construct an alternating algorithm (see [2]) solving the problem that can be
executed in polynomial time. This algorithm consists of synthesizing a history over the game arena and
then verifying that this history is an attack (by Theorem [5.3] this verification is doable in polynomial
time). To construct this history, we finitely iterate first to make a non-deterministic existential guess for
the action of Attacker and then a non-deterministic universal guess for the action of Defender. We then
show that the resulting history is in the path semantics of the input attack tree 7 if, and only if, the strategy
semantics of 7 is not empty. We guarantee a polynomial time execution, namely that the resulting history
need not be too long with the following lemma.

Lemma 5.5. Let &4 = (Pos,Act,d,val) be a game arena and T be an attack tree with n leaves. If
Straty(T) # 0, then there exists T € Straty () of depth d < |Pos| X n.

The basic idea behind to prove Lemma|5.5]is that, memoryless strategies suffice in reachability games
(see [4]).

We design Algorithm (1| to solve SNE whose idea is explained above and show that it belongs to
PSPACE.

Algorithm 1 SNE (¥, 1)
Input: ¢ a game arena and 7 an attack tree with n leaves
Output: True if Straty(t) # 0, False otherwise.
h < empty list
v < [J]guess position in Pos
h.append(v)
while size(h) < |Pos| x n do
[J]guess break or not
a; < [d]guess action in Acta
ap < [V]guess action in Actp
h.append (0 (last(h),(ai,az)))
end while
return h € Pathsy(7)

R e A ol A > i e

S

Lemma 5.6. Algorithm/[lis an alternating polynomial-time algorithm and solves SNE.
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Proof. We start by showing the complexity of the algorithm, then we show its correctness.

From the loop at Line 4, it is executed polynomially many times in the size of the input attack tree
and of the game arena. We also know (Theorem that the condition & € Pathsy(7) at Line 10 can be
evaluated in polynomial, therefore, Algorithm[I]is polynomial-time alternating.

Assume Algorithm |1| returns True, then, for each choice made by universal guess, there exists a
choice made by existential guess guaranteeing that the obtained history is in Paths4(T). As a conse-
quence, the choices made by the existential guesses reflect a strategy in the game arena that satisfies T
s0, Straty(T) # 0. Conversely, if Straty (T) # 0, then there exists (by Lemma|[5.3)) an s-tree T of depth
< |Pos| x n. Thus the existential guesses can simply follow the strategy given by 7 and then choose to
go out from the main loop by the "break" command at Line 5 of Algorithm [[| whenever the sequence of
choices (existential and universal) in the execution is reflected by a full branch of the s-tree T'.

O

For the PSPACE-hardness of SNE, our construction is inspired by the one in [1]: the authors reduce (in
polynomial time) the SAT problem to the PNE problem with attack trees (using preconditions). In fact,
even if in that paper, authors use attack trees with preconditions, we can adapt it without preconditions.
We can even cast the approach to QBF that we first recall:

Definition 5.7. The quantified Boolean formula (QBF) is the following decision problem:

Input: a formula of the form Qixy,...,Qux, ¥(x1,...,x,) with Q; € {3,V} and y a Boolean formula in
conjunctive normal form over propositions xi, ..., X,.

Output: Yes if the input formula is true, No otherwise.

Lemma 5.8. The OBF problem can be reduced to SNE in polynomial time.
It is easy to understand the reduction principle on an example.

Example 5.9. Consider the formula y = Jx;Vay3xz,x1 A (x2 Vxz) A (-2 Vxz). Let Cp = xp, G =
(x2 Vx3) and C3 = (—x3 V x3) be the three clauses in y. The game arena ¢ associated with this formula
is drawn in Figure [6} for each position v; (resp. —v;), the proposition p; holds if v; € C; (resp. —v; € C).
Remark that this game arena is a special case of game arena called turn-based game arena: only one
player makes an action in each position, we say that a position belongs to the player who can play on
it. We decide classically which position belongs to each player based on quantifiers of y (see the proof
of Lemma [5.§] for further explanations). We represent Attacker positions with a circle and Defender
positions with a square (position v3 and position —pos3 have only one successor position, therefore, it
does not matter which player makes the move; by convention, we say they belong to the attacker). Then,
v holds if, and only if, Straty (SAND(start,AND(p1, p2,p3))) # 0.

We now start the proof of lemmal5.8}

Proof. Let Q1x1,...,OnxyW(x1,...,x,) with Q; € {3,V} and with y a Boolean formula over variables
X1,...,X, be an instance of the QBF problem. Since y is in conjunctive normal form, we can write it
as ¥ = Yy A ... Ay, with y; denoting disjunctive clauses containing literals of the form x; or —x; with
Xi € {x1, .y Xn}.

We consider the set of propositions Prop = {Start,py,...,px} with the following game arena:
¢ = (Pos,Act,,val), where Pos = {Start} U{vi|1 <i<n}U{-w;|l <i<n}, Acta = Actp = {True,
False}. If Qp = 3, then position Start is an Attacker position, otherwise, it’s a defender position. More-
over, playing action True at position start leads to position v; while playing False leads to position
—posy. Similarly, for each 2 < i < n, if Q; = 3 then v;_; and —v;_;| are Attacker positions, otherwise,
they are Defender positions. Furthermore, playing True at position v;_; or —v;_; leads to position v;
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Figure 6: Game arena and attack tree associated to the formula given in Example
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while playing False leads to —v;. Positions v, and —v, are Attacker positions, moreover, the transitions
over those two positions are self loops.

We define val(Start) = {Start} and for each i < i < n, val(v;) = {pj|x; € y;} and val(-v;) =
{pjl—=x; € y;}. From this definition, if we consider that the attacker tries to satisfy the input QBF
formula and the defender tries to prevent it, we have a classic game. We then only need to show that
the objective of the attacker can be well described using an attack tree, which is the case by consid-
ering T = SAND(Start,AND(py,...,p,)). Indeed, if there exists a strategy to satisfy the input QBF
formula, then this strategy satisfies yq, ..., Y; and thus, can be executed in the constructed game arena to
achieve AND(py, ..., p,) while starting at position Start, therefore, that strategy is in 7. Conversely, if
Straty (T) # 0, then one of such strategies assures that we satisfy the input QBF instance. O

By Lemma[5.8], SNE is PSPACE-hard, which achieves the proof of Theorem|[5.4]
We now turn to PNE.

Theorem 5.10. PNE is NP-complete.

For the NP-membership, since our problem is a particular case of the problem discussed in [1]], it
is at least as easy. For the NP-hardness we reduce SAT: if we apply the same construction as in the
proof of Lemma [5.8] since we cannot leave any choice for the defender in a transition system and the
path semantics is defined over a transition system and not a game arena, we can reduce formulas of
QBF only using 3 operators. In other words, we can reduce SAT. In fact, by doing so, we are doing the
exact construction of the proof in [I]. Moreover the attack tree with preconditions AND(< start, ¢ >
yeey < start,@, >) used in that paper is completely equivalent to SAND(start,AND(¢y,...,¢,)) in our
formalism. Thus the proof in [[1] can be well adapted for our problem.

Lastly, we study SM.

Theorem 5.11. SM is CONP-complete.

For the membership, we can use the same idea as for the membership of the SNE except that, now,
we already know the strategy of the attacker, we thus do not need to use any existential guess for the
action of Attacker. In other words, it is equivalent to simply considering Defender choosing a branch of
the attack tree and then verifying if it forms an attack or not. Therefore, we use a variant of Algorithm ]
without existential choices, this gives us a CONP algorithm.

For the hardness, we still use the idea of the construction behind the SNE, but now, we consider that
only the actions of Defender matter in the progress of the game arena. This way, we can reduce the
UNSAT problem, known to be CONP-complete, to SM. The UNSAT problem is nothing less than the
sub-problem of the QBF problem where an instance of the problem only uses "V" quantifiers.
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This concludes the discussion over decision problems; our results are summarised in Table|[I]

6 Future work

In this paper, we proposed a strategy semantics for attack trees, useful to tackle some practical questions
(SNE and SM) not expressible with standard semantics provided by the literature. The price to pay is to
renounce a compositional semantics of attack trees. One way to regain it might be to consider a strategy
semantics based on a tree automata: we associate with each attack tree a tree automaton recognising its
strategy semantics. This is currently work. Moreover, being able to consider automata recognising the
strategy semantics allows us to model attack scenarios with constraints, for example, considering that the
attacker cannot perform a given action more than a certain amount of time.

Moreover, we are currently exploring the possibility to expand the path and the strategy semantics to
attack-defense trees. The main idea is to consider a counter operator in attack trees. This generalisation
could lead to a better understanding of the differences between the strategy semantics and the attack-
defence tree formalism.
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A crucial question in analyzing a concurrent system is to determine its long-run behaviour, and in
particular, whether there are irreversible choices in its evolution, leading into parts of the reachability
space from which there is no return to other parts. Casting this problem in the unifying framework
of safe Petri nets, our previous work [3] has provided techniques for identifying attractors, i.e. ter-
minal strongly connected components of the reachability space, whose attraction basins we wish to
determine. Here, we provide a solution for the case of safe Petri nets. Our algorithm uses net un-
foldings and provides a map of all of the system’s configurations (concurrent executions) that act as
cliff-edges, i.e. any maximal extension for those configurations lies in some basin that is considered
fatal. The computation turns out to require only a relatively small prefix of the unfolding, just twice
the depth of Esparza’s complete prefix.

1 Introduction

Unfoldings of Petri nets [6]], which are essentially event structures in the sense of Winskel et al. [18]] with
additional information about states, are an acyclic representation of the possible sequences of transitions,
akin to Mazurkiewicz traces but enriched with branching information.

Many reachability-related verification problems for concurrent systems have been successfully ad-
dressed by Petri-net unfolding methods over the past decades, see [15,[7,6]. However, questions of long-
term behaviour and stabilization have received relatively little attention. With the growing interest in for-
mal methods for biology, the key feature of multistability of systems [30, 24} 20} 23] comes into focus. It
has been studied in other qualitative models such as Boolean and multivalued networks [29} 28} 26]. Mul-
tistability characterizes many fundamental biological processes, such as cellular differentiation, cellular
reprogramming, and cell-fate decision; in fact, stabilization of a cell regulatory network corresponds
to reaching one of the - possibly many - phenotypes of the cell, thus explaining the important role of
multistability in cell biology. However, multistability emerges also in many other branches of the life
sciences; our own motivation is the qualitative analysis of the fate of ecosystems, see [25]].

Multistability can be succinctly described as the presence of several attractors in the system under
study. Attractors characterize the stable behaviours, given as the smallest subsets of states from which the
system cannot escape; in other words, they are terminal strongly connected components of the associated
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transition system. In the long run, the system will enter one of its attractors and remain inside; multi-
stability arises when there is more than one such attractor. The basin of attractor A consists of the states
from which the system inevitably reaches A.

The basin includes the attractor itself, and possibly one or several transient states [14].

We aim at finding the tipping points in which the system switches from an undetermined or free state
into some basin; while interesting beyond that domain, this is a recurrent question in the analysis of
signalling and gene regulatory networks [} [16]]. In [8]], the authors provide a method for identifying, in
a boolean network model, the states in which one transition leads to losing the reachability of a given
attractor (called bifurcation transitions there; we prefer to speak of tipping points instead). However,
enumerating the states in which the identified transitions make the system branch away from the attractor
can be highly combinatorial and hinders a fine understanding of the branching. Thus, the challenge
resides in identifying the specific contexts and sequences of transitions leading to a strong basin.

Using a bounded unfolding prefix, all reachable attractors 3] can be extracted. Also, we have exhib-
ited ([L1]) the particular shape of basins that are visible in a concurrent model.

In the present paper, we build on this previous analyses; the point of view taken here is that all
attractors correspond to the end of the system’s free behaviour, in other words to its doom. We will give
characterizations of basin boundaries (called cliff-edges below), and of those behaviours that remain free,
in terms of properties of the unfolding, reporting also on practical experiments with an implementation of
the algorithms derived. We finally introduce a novel type of quantitative measure, called protectedness,
to indicate how far away (or close) a system is from doom, in a state that is still free per se. General
discussions and outlook will conclude this paper.

2 Petri Nets and Unfoldings

We begin now by recalling the basic definitions needed below. A Petri net is a bipartite directed graph
whose nodes are either places or transitions, and places may carry fokens. In this paper, we consider
only safe Petri nets where a place carries either one or no token in any reachable marking. The set of
currently active places form the state, or marking, of the net.

Note. Some remarks are in order concerning our use of Petri nets versus that of boolean networks,
which are more widely used in systems biology. Safe (or 1-bounded) Petri nets [17] are close to Boolean
and multivalued networks [4], yet enable a more fine-grained specification of the conditions for trigger-
ing value changes. Focussing on safe PNs entails no limitation of generality of the model, as two-way
behaviour-preserving translations between Boolean and multivalued models exist (see [4] and the ap-
pendix of [3]] for discussion). We are thus entitled to move between these models without loss of expres-
siveness; however, Petri nets provide more convenient ways to develop and present the theory and the
algorithms here.

Formally, a net is a tuple N = (P, T, F), where T is a finite set of transitions, P a finite set of places,
and F C (PxT)U(T x P) is a flow relation whose elements are called arcs. In figures, places are
represented by circles and the transitions by boxes (each one with a label identifying it).

For any node x € PUT, we call pre-set of x the set *x = {y € PUT | (y,x) € F} and post-set of x
the set x* = {y € PUT | (x,y) € F}. A subset M C P of the places is called a marking. A Petri net is a
tuple A" = (P,T,F,My), with My C P an initial marking. Markings are represented by dots (or tokens)
in the marked places. A transition ¢ € T is enabled at a marking M, denoted M L. if and only if *¢t C M.
An enabled transition ¢ can fire, leading to the new marking M’ = (M \ *r) U t' in that case we write

IThis definition does not correspond to the standard semantics of Petri nets, but is equivalent for safe Petri nets, and we
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M5M. A firing sequence from a marking M is a (finite or infinite) sequence w = t;2t3... over T such
that there exist markings M|, M,,... with M{ — h M, LEN M) = B, ... If wis finite and of length n, we write
M}, M!,, and we say that M/, is reachable from M}), also s1mply written M{, — M. We denote the set of
markings reachable from some marking M in a net N by Ry(M). A Petri net (N, M) is considered safe
if every marking in M € Ry(Mj) and every transition ¢ enabled in M satisfy (M N¢*) C °z. In this paper,
we assume that all our Petri nets are safe.

From an initial marking of the net, one can recursively derive all possible transitions and reachable
markings, resulting in a marking graph (Def. [)).

Definition 1 Let N = (P,T,F) be a net and ./ a set of markings. The marking graph induced by .#

is a directed graph (M ,&) such that & C M x M contains (M, M') iff M 5 M’ for some t € T; the
arc (M, M’ is then labeled by t. The reachability graph of a Petri net (N,My) is the graph induced by
Ry (Mp).

The reachability graph is always finite for safe Petri nets.

(a) (b) {p1,p2}

SN

{p3,pz} {pa,p2} {p1.ps} {p1,ps}

| =X

{p3.ps} {pa.pe} {p3.pe} {ps.ps}

@ N

{ps} {p7}

el
R /.pé

Figure 1: Petri net example from [11]] in[(a)} and its reachability graph in
Figure [1b|shows the reachability graph for our running example

Unfoldings. Roughly speaking, the unfolding of a Petri net .4 is an acyclic Petri net (with particu-
lar structural properties), %, that reproduces exactly the same behaviours as 4.

We now give some technical definitions to introduce unfoldings formally. A more extensive treatment
can be found, e.g., in [7,16].

Definition 2 (Causality, conflict, concurrency) Let N = (P,T,F) be a net and x,y € PUT two nodes
of N. We say that x is a causal predecessor of y, noted x <y, if there exists a non-empty path of arcs from
xtoy Wenotex<yifx<yorx=y Ifx<yory<ux then x and y are said to be causally related.
Transitions u and v are in direct conflict, noted u#g v, iff *‘uN*v # 0; nodes x and y are in conflict, noted
x#y, if there exist u,v € T such that u #v, u <x, v<y, and u #sv. We call x and y concurrent, noted
X €0y, if they are neither causally related nor in conflict. A set of concurrent places is called a co-set.

Definition 3 (Occurrence net) Let 0 = (B,E,G,¢y) be a Petri net. We say that O is an occurrence net
if it satisfies the following properties:

prefer it for the sake of simplicity.
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1. The causality relation < is acyclic;
2. |*b| <1 for all places b € B, and b € ¢y iff |*b| = 0;

3. For every transition e € E, e # e does not hold, and {x | x < e} is finite.

Following the convention in the unfolding literature, we refer to the places of an occurrence net
as conditions and to its transitions as events. Due to the structural constraints, the firing sequences of
occurrence nets have special properties: if some condition b is marked during a run, then the token on b
was either present initially or produced by one particular event (the single event in *b); moreover, once
the token on b is consumed, it can never be replaced by another token, due to acyclicity of <.

Definition 4 (Configurations, cuts) Ler 0 = (B,E,G,c¢y) be an occurrence net. A set C C E is called a
configuration of @ if (i) C is causally closed, i.e. ¢ < eand e € C imply ¢’ € C; and (ii) C is conflict-free,
ie ife,e € C, then —(e#¢). Inparticular, for any e € E, [e] 2 { €E: ¢ <e}and (e) 2 {e€E: <
e} are configurations, called the cone and stump of e, respectively; any C such that 3e € E: C = [e] is
called a prime configuration. Denote the set of all configurations of € as € (0), and its subset containing
all finite configurations as %f(ﬁ ), where we drop the reference to O if no confusion can arise. The cut
of a finite C, denoted cut(C), is the set of conditions (¢coUC®)\ *C. A run is a maximal element of
€ (O) w.rt. set inclusion; denote the set of O’s runs as Q = Q(0), and its elements generically by o. If

A . . .
C € €7, let the crest of C be the set crest(C) = max(C) of its maximal events. We say that configuration
C enables event e, written C ~, iffi) e ¢ C and ii) CU{e} is a configuration. Configurations C,C, are
in conflict, written C\ # C,, iff (CyUCy) € € or, equivalently, iff there exist e; € Cy and ey € Cy such
that e| # ez.

Intuitively, a configuration is a set of events that can fire during a firing sequence of .4, and its cut is
the set of conditions marked after that firing sequence. Note that 0 is a configuration, that crest(0) = 0,
and that ¢ is the cut of the configuration 0. The crest of a prime configuration [e] is {e}. In Figure[2] the

b} Q b}

b3 b4 bs b(,

Figure 2: A prefix of the unfolding for the Petri net of Figure [Tal

initial cut is ¢g = {b}, b} }; we have prime configurations, e.g., {01 }, {B1}, {1}, {&1} etc, and non-prime
configurations {ay,7; }, {a1, 0 } etc.

2The use of the same symbol # is motivated by the fact that C; = [e;] and C = [e;] implies C| # C < ey #e3.
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Definition of Unfoldings. Let 4" = (P,T,F, M) be a safe Petri net. The unfolding % = (B,E,G,¢o)
of ./ is an occurrence net (equipped with a mapping 7) such that the firing sequences and reachable
markings of %/ are exactly the firing sequences and reachable markings of .4 (modulo ), see below.
72 may be infinite; it can be inductively constructed as follows:

1. The condition set B is a subset of (EU{_L}) x P. For a condition b = (e,p), we will have e = |
iff b € ¢¢; otherwise e is the singleton event in *b. Moreover, 7(b) = p. The initial cut ¢, contains
exactly one condition (_L,p) for each initially marked place p € My, of 4.

2. The events of E are a subset of 25 x T. More precisely, for every co-set B’ C B such that 7(B’) = °t,
we have an event e = (B',1). In this case, we add edges (b,e) for each b € B’ (i.e. *e = B'), we set
m(e) =1, and for each p € ¢*, we add to B a condition b = (e, p) connected by an edge (e,b).

Intuitively, a condition (e, p) represents the possibility of putting a token onto place p through a particular
set of events, while an event (B’, e) represents a possibility of firing transition e in a particular context.
Configurations and Markings. The following fact from the literature will be used below:

Lemma 1 (see e.g. [7]) Fix a safe Petri net N = (P,T,F,My) and its unfolding % = (B,E,G,cy,T).
Then for any two conditions (events) b,b' (e,e') such that b co b’ (e co €'), one has w(b) # nt(b') (n(e) #
nt(e')). Moreover, every finite configuration C of % represents a possible firing sequence whose resulting
marking corresponds, due to the construction of %, to a reachable marking of /. This marking is
defined as Mark(C) 2 {n(b) | b€ cut(C)}.

This means, informally speaking, that any configuration of the system can be split into consecutive parts

in such a way that each part is itself a configuration obtained by unfolding the Petri net ‘renewed’ with
the marking reached by the previous configuration. The following definition formalizes this.

Definition 5 Let & = (B, E,G,¢g) be an occurrence net. For any finite configuration C € 6¥(0), denote

by O¢ 2 U ((N,Mark(C))) the shift of & by C. C is the concatenation of C; and Cy, written C = C1® C,,
iff one has

1. C,€6Y(0)and C, C C,
2. C, €6%(0c,) and C, = C\C.

Clearly, the empty configuration @ satisfies C0=06C=C. If C=C, & C,, write C; = C& C, and
C, = C @ Cy. Moreover, write

n
c=c¢ iff C=C®...aC,
i=1

In figure 2] setting C; = {Bi,7},Ca = {1,k } and C3 = {B1,7,&1, K1}, one has C3 = C; @ C, and
consequently C; = C3©C and C, = C30 C.

Complete Prefix. In general, 7/ is an infinite net, but if 4" is safe, then it is possible to compute a
finite prefix IT of % that is “complete” in the sense that every reachable marking of .4” has a reachable
counterpart in I, and vice versa.

Definition 6 (complete prefix, see [15,(7,6]) Let ./ = (N,My) be a safe Petrinet and % = (B,E,G,cy)
its unfolding. A finite occurrence net I1 = (B')E' .G’ ¢) is said to be a prefix of % if E' C E is causally
closed, B' = ¢) UE'®, and G' is the restriction of G to B' and E'. A prefix Il is said to be complete if for
every reachable marking M of N there exists a configuration C of I1 such that (i) Mark(C) = M, and
(ii) for each transition t € T enabled in M, there is an event (B" 1) € E' enabled in cut(C).
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We shall write ITy = ITy(./#") to denote an arbitrary complete prefix of the unfolding of 4. It is
known ([15} [7]) that the construction of such a complete prefix is indeed possible, and efficient tools
such as MOLE ([27])) exist for this purpose. While the precise details of this construction are out of scope
for this paper; some ingredients of it will play a role below, so we sketch them here.

Complete prefix scheme. The unfolding is stopped on each branch when some cutoff event is added.
The criterion for classifying an event e as cutoff is given by Marking equivalence: the marking Mark([e])
that e ‘discovers’ has already been discovered by a smaller configuration. Now, the ordering relation <
to compare two configurations must be an adequate order, i.e. C; C C must imply C; < C5, to ensure
the completeness of the prefix obtained. As shown in [7], for some choices of <, the obtained prefix may
be bigger than the reachability graph for some safe nets; however, if < is a fotal order, the number of
non-cutoff events of the prefix Iy thus obtained never exceeds the size of the reachability graph.

We will assume throughout this paper that complete prefixes are computed according to some ade-
quate total order, as is done in particular in the MOLE tool [27]]. Below, we will propose a new such order
relation that underlies a novel concept of distance between markings.

The nested family (IT,,),> of finite prefixes. Denote the complete prefix for .4” obtained according
to definition [6l as ITj; we extend Iy to increasing prefixes IT;,IT;,... as follows. Starting at n =0,

. lete" 2 max (% (IL,)),

. set Ay 2 {Me2t: 3Ceé™: M=Mark(C)},
for all M € .#,,, compute a complete prefix <M of (N, M);

« obtain IT, | by appending, to every C € €", a copy of <M@*(C) (o every C € €".

3 Doomed configurations, and how to avoid them

3.1 Bad, Free and Doomed Configurations and Markings.

In this section, we present an algorithm that identifies precisely those configurations of a Petri net un-
folding from which one can no longer avoid reaching a certain long-term behaviour, its theoretical foun-
dations, and some experimental results. The formal setting here contains and extends the one established
in [10], specialized to the 1-safe case. We assume that we are given a set of bad markings 2 C 2F. Since
we are interested in long-term behaviours, we assume that 2 is reachability-closed, i.e. M € & and
M — M imply M’ € %

Define & 2 {C € 6" : Mark(C) € 2} as the set of bad configurations, and let % be the set of
configurations in 4 that are contained in I1y. & C ¥ is absorbing or upward closed, that is, for all
C; € P and C, € " such that C; C C,, one must have C, € A.

For any C € ¢, let Q¢ 2 {w € Q: CC w} denote the maximal runs into which C can evolve. We
are interested in those finite configurations all of whose maximal extensions are ‘bad’, where we consider
infinite configurations as bad if they contain a bad finite configuration. We will call such configurations
doomed, since from them, the system cannot avoid entering a bad marking sooner or later (and from then
on, all reachable markings are bad).

Definition 7 Configuration C € €' is doomed iff

CC(C Cw

A Mark(C') € & D

VoeQe: HC’e%f:{
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The set of doomed configurations is denoted 9; denote the set of minimal elements in 9 by 9. If C is not
doomed, it has at least one maximal extension that never reaches bad markings. We call configurations
that are not doomed free, and denote the set of free configurations by F.

All reachable markings are represented by at least one configuration. Moreover, since the future
evolution of .4” depends only on the current marking, Mark(C) = Mark(C>) for two configurations C;
and C, implies that either both C; and C; are free, or both are doomed. Therefore, by extension, we call
Mark(C) free or doomed whenever C is.

Running Example. In the context of Figures[Ialand 2l we consider 2 the singleton set containing the

marking Mg = {Pg}. Clearly, C; 2 {a1,7,& } and C, = {By, 61, M1} satisfy Mark(Cy) = Mark(C,) =

My and therefore Cy, C; € 4. But note that C| = {a1,71} and C, = {B,8;} produce markings outside
%, but they are doomed since any extension of these configurations leads into 2. Therefore, C',C, € A.
On the other hand, 0 is free, as well as {B1,71}, {1,081}, etc. We note in passing that the Petri net in
Fig[Talallows to refine the understanding of the ‘tipping point” by showing that doom is not brought about
by a single transition but rather the combined effect of two independent choices; this fact is obscured, or
at least far from obvious, in the state graph shown in Figure [Ibl

Identifying free and doomed configurations belongs to the core objectives of this paper. In a first
step towards that, Theorem [I] below uses a similar proof idea as Lemma 8 in [12] in the context of fault
diagnosis. Let us first recall the notion of spoilers, introduced in [12]:

Definition 8 A spoiler of transition t (or event e) is anyt € T (¢’ € E) such that *t N°t # 0 (*eN®e’ #0).
We write spoil(t) (spoil(e)) for the set of t's (e’s) spoilers.

Note that 7 € spoil(7) for all # € T. The spoilers of 7 are characterized by the fact that their firing cancels
any enabling of #; that is, by being either in conflict with ¢, or identical with ¢.

Theorem 1 A configuration C € 6" is free iff either a) there exists a finite maximal configuration C'
such that C C C' & 9B, or b) there exist configurations Cy,Cs € €* such that

1. CCCCCr ¢ B,
2. Mark(Cy) = Mark(C5);
3. for all events e € E such that C| ~, one has spoil(e) N Cy # 0.

Some comments are in order before giving the proof of Theorem[Il First of all, the requirement to check
whether C, & % can be met by checking whether Mark(C,) € Z. Second, the spoiling condition (3)
ensures that the process that takes C; to C, forms a loop whose iteration yields a run.

Proof: In the following, let M := Mark(C;). We first prove the right-to-left implication. Case a)
is obvious, so assume that b) holds. Let C; = C; @ C; then by 2., we can append C to C, yielding
a strictly increasing sequence of configurations (C,),cn such that C,.j = C, ® C, and Mark(C,) =M
for all n. By property 3, we know that C contains spoilers for all its initially enabled events , hence no

transition remains enabled forever, and @ 2 Unen Cr 1s @ maximal configuration. It remains to show
that @ contains no bad configuration: Suppose that there is C' C @ with C' € 4. Since C’ is finite, we
have C' C C, for some n. But then, M = Mark(C,) is reachable from Mark(C') € %, contradicting our
assumptions. Thus @ never enters a bad state, and C is free.

For the forward implication, assume that C is free. Then there exists @ € Q¢ such that C' ¢ 2 for
all finite C’ C . If this @ can be chosen finite, then a) holds and we are done; so assume henceforth
that @ must be chosen infinite. Clearly, there must exist a reachable marking M that is visited an infinite

number of times by a family of nested finite configurations (C"),cn such that | J,.y C" = ®. Let C; 2 ¢!
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and E' := {e: C; ~>}. Let K be the smallest index such that for all e € E’, one has spoil(e) N CX # 0;

. . . . A . .
such a K must exist since @ is maximal. Then C; and C, = CX have the required properties. ([l
Notice that the proof could be restructured by observing that case a) of Theorem [Ilis indeed a special

instance of case b). In fact, taking C; = Cy = C’ with C' according to case a), conditions 1 and 2 of part
b) are obviously satisfied, and condition 3 holds vacuously since no event is enabled in C; = C’. We note
in passeing that this observation is helpful in simplifying the implementation used for the experiments
below.

The interest of Theorem [[]lies in the following fact:

Lemma 2 For C € 6%, checking whether C is free can be done using finite prefix I1; of % (N,Mark(C)).

Proof: If C is free, let C; and C, be the configurations witnessing this fact from Theorem (1, and let
M := Mark(Cy) = Mark(C,). If such configurations exist, then C; can be chosen from the complete
prefix Iy, and C; can be chosen from IT;, notably in the copy of IIyz,x(c,) appended after C.

Checking whether the configuration C, thus found is in % is immediate, since it suffices to check
whether its marking is in 2, using the fact that Z is reachability-closed. To check the spoiler condition
(3) of Theorem [11 it suffices to check whether the conditions of the cut of C; that are not consumed by
C, enable some event. O

3.2 Finding Minimally Doomed Configurations: Algorithm MINDOO

Shaving and Rubbing. Let us start by observing that %, an upward closed set by construction, also has
some downward closure properties, meaning one can restrict control to act on ‘small’ configurations.

Definition 9 An event e is unchallenged iff there is no e’ such that e #g5 €, i.e. (*¢)* = {e}.

Lemma 3 Let C € €' and e € crest(C) unchallenged; set C' 2 C\{e}. Then C' € €%, and Qc = Q¢.

Proof: C’ € €' holds by construction. Also, Q¢ C Q¢ follows from C’ C C; it remains to show the
reverse inclusion. Assume there exists ® € Q¢ \Qc; then C\w = {e}, and (¢) C @. By maximality, ®
must contain some ¢’ such that e # ¢/. Then by definition, there are events u # v, u <e,v <e¢',and u #5 v.
In particular, u # ¢/, and since {¢'} U (¢) C o, this implies u = e. But e is unchallenged, so v cannot exist,
and neither can ®.

O

Definition 10 A configuration C € 6" such that crest(C) contains no unchallenged event is called
shaved.

Clearly, every C € ¢ contains a unique maximal shaved configuration, which we call shave(C); it can
be obtained from C by recursively ‘shaving away’ any unchallenged e € crest(C), and then continuing
with the new crest, until no unchallenged events remain.

Example. In the context of Figure[3] for C; = {x,y,z} and C, = C; U{B,v,u}, one has shave(C;) =0
since x, y, and z are unchallenged, and shave(C,) = C; U{f, 7} since u is unchallenged but neither f3
nor Y are. Note that in the unfolding of the running example shown in Figure [2} the k-labeled events are
the only unchallenged ones.

As a consequence of Lemma[3] any C € ¢ is in % iff shave(C) is. Still, it may be possible that such
a shave(C) can still be reduced further by removing some of its crest events. This would be the case,
e.g., if two conflicting events both lead to a bad state. Thus, given a crest event e, we test whether C\{e}
is free (e.g. because some event in conflict with e may allow to move away from doom) or still doomed.
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Figure 3: An occurrence net. With C 2 {x,y,2,B,y} and C’ 2 cu {u}, suppose 2 = {Mark(C')} =

n({b1o}). Then shave(C') = C, and C is doomed. Moreover, C € & since both Cy4 2 C\{B} and
A

Cs = C\{y} are free.

be

If the latter is the case, then C was not minimally doomed, and analysis continues with C\{e} (we say
that we ‘rub away’ e). If C\{e} is free, we leave e in place and test the remaining events from crest(C).
A configuration that is shaved and from which no event can be rubbed away is minimally doomed.

Algorithm [Tuses a ‘worklist’ set wl of doomed, shaved configurations to be explored; wl is modified
when a configuration is replaced by a set of rubbed (and again, shaved) versions of itself, or when a
configuration C is identified as minimally doomed, in which case it is removed from wl and added to 2.

Every branch stops when a minimally doomed configuration is reached, i.e., a doomed configuration
C such by rubbing off any crest event e from C makes it free, i.e. C\{e} is free for all e € crest(C). When
the worklist is empty, all minimally doomed configurations have been collected in ®. Note that if @ € wl
at any stage during the execution of Algorithm MINDOO, then @ will be added to ©, since MINDOO
will not enter the second foreach-loop in that case. In fact, if this situation arises, every configuration is
doomed, and thus 0 is the unique minimally doomed configuration.

The configurations produced in the course of the search strictly decrease w.r.t both size and inclusion.
Moreover, an upper bound on the prefixes explored at each step is given by 4, itself strictly contained
in the complete finite prefix used to find all bad markings. According to [7]], this prefix can be chosen of
size equal or smaller (typically: considerably smaller) than the reachability graph of .4".

Theorem 2 For any safe Petri net A = (N,My) and bad states set 2 C Ry(My), Algorithm MINDOO
terminates, with output set ® containing exactly all minimal doomed configurations, i.e. ® = 9.

Proof: Termination follows from the finiteness of minc (%), since in each round of MINDOO there is
one configuration C that is either replaced by a set of strict prefixes or removed from wl. Therefore, after
a finite number of steps wl is empty. According to Lemma[2] the status (doomed or free) of a given finite
configuration can effectively be checked on a fixed finite prefix of %/. Assume that after termination
of MINDOO, one has C € ©; we need to show C € 9. Clearly, when C was added to ©, it had been
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Algorithm 1: Algorithm MINDOO
Data: Safe Petri Net 4 = (P,T,F,My) and 2 C 2F
Result: The set © of .4#"s C-minimal doomed configurations
D+ 0; wl<+0;
foreach C € minc (%)) do
C’ < shave(C);
wl < wlU{C'};

end
while wl # 0 do
Pick C € wl; add < true;
if (C\crest(C)) is doomed then
add < false;
C' < shave(C\crest(C));
wl < wlu{C'};
else
foreach ¢ € crest(C) do
if (C\{e}) is doomed then
add < false;
C’ < shave(C\{e});
wl < wlU{C'};
end
end

end
wl +— wi\{C};
if add then
‘ D +—DU{C};
end

end
return ©

detected as doomed; it remains to show that C is also minimal with this property. Assume that there is
C’ C C that as doomed as well. But in that case there exists e € crest(C) such that C' C (C\{e}) C C,
which implies that this (C\{e}) is doomed as well. But then add has been set to false in the second
foreach-loop, before C could have been added to ©.

Conversely, let C € . Then (C\{e}) is free for all e € crest(C); the variable add remains thus at the
value true because no round of the second foreach-loop can flip it. Thus C is added to 2, from which
MINDOO never removes any configuration. O

3.3 Implementation and Experiments.

A prototype implementation of MINDOO is available at [21]. It takes as input a safe Petri net in the PEP
format and relies on MOLE [27]] for computing the initial finite prefix IT and its extensions. Algorithm/[I]
is implemented in Python, where the identification of maximal configurations, bad configurations, as
well as the verification of doomed status of a configuration is performed in Answer-Set Programming
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Table 1: Statistics of Algorithm [1| on Petri net models of biological systems. The size of Iy and II;
is the number of their events; “# min doomed cfg” is the number of minimally doomed configurations;
“# doom checks” is the number of SAT checks for doom status of a configuration. “time” is the total
computation time on a 1.8Ghz CPU

Model size I1y | size I} | # min doomed cfg | # doom checks | time
Lambda switch 126 1,060 10 29 1s
Cell death receptor 791 19,262 57 407 37s
Budding yeast cell cycle 1,413 | 184,363 114 837 | 8m3s

(ASP) employing the CLINGO solver [9], a logic programming technology close to SAT solving.

We illustrate in Table [I] the behavior of the implementation on different instances of Petri nets mod-
eling biological processes. In each case, we report the size (number of events) of prefixes Iy and I1;
(including cut-off events), the number of minimally doomed configurations, and the number of configura-
tions which have been tested for being doomed. The purpose of the conducted experiments was to study
the tractability of our approach on literature models of biological systems for which the study of doomed
configuration was relevant. As exhibited in [3], one of the first potential bottleneck is the tractability of
the computation of the finite complete prefix Iy and the enumeration of maximal configurations, which
is required for computing IT;. Then, our experiments have focused on assessing how evolved the number
of minimally doomed configurations, the number of candidate configurations screened by Algorithm
and the overall computation time, with different sizes of prefixes I1;.

We selected 3 models published as Boolean networks, which can be translated as safe Petri nets us-
ing the encoding described in [3] implemented in the tool PINT [22]]. The “Lambda switch” model [28]]
comprises 11 places and 41 transitions, and possesses two limit behaviors, one being a deadlock, marked
as a bad marking. The “Cell death receptor’” model [2] comprises 22 places and 33 transitions, and repro-
duces a bifurcation process into different cell fates, one of which has been declared as bad (apoptosis). In
these two cases, the minimally doomed configurations identify configurations in which a decisive event
has just taken place, committing the system to the attractor marked as bad. The “Budding yeast cell
cycle” model [19] comprises 18 places and 32 transitions, and represents the oscillation of gene activity
during the cell cycle. In this model, the cycle can exit and eventually reach a marking corresponding to all
genes being inactive, which is our bad marking. In this later case, the minimally doomed configurations
identify precisely when the system exits its oscillatory behavior.

It appears that the computation time for identifying minimally doomed configurations seems mostly
affected by the size of I1; for the verification of the doom property of a configuration by ASP solving, im-
plementing the conditions of Theorem[Il In each case, the number of minimally doomed configurations
is a fraction of the size of the finite complete prefix I1y. Future work may explore compact representa-
tions of the set of minimally doomed configurations, as they typically share a large amount of events,
and may ease biological interpretations.

4 Protectedness

4.1 Cliff-Edges and Ridges.

From the minimal doomed configurations, we derive the critical ‘points’ at which a run becomes doomed:

Definition 11 An event set ¥ C E is called a cliff-edge iff there exists a minimally doomed configuration
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C € 9 such that y = crest(C). The set of cliff-edges is denoted T. The folding x = n(y) €T of a
cliff-edge v is called a ridge.

To complete the map of the evolutional landscape for .4/, it is important to find, in a bounded prefix
of the unfolding, all ridges that determine the viability of a trajectory. Notice that the completeness of
prefix I1y only guarantees that all reachable markings of .4 are represented by at least one configuration
of Iy; this does not extend to a guarantee that all concurrent steps that lead into a doomed marking can
be found in I1j as well. Fortunately, one has:

Lemma 4 For every ridge ) of N there is a witness in Iy, i.e. there exists a minimally doomed config-
uration C inI1; such that nt(crest(C)) = x.

Proof: Fix x, and let Cy be any configuration such that 7(crest(Cy)) = x; set M€ 2 Mark(Cy), and let
Mg the unique reachable marking such that M f % MC. Then any such Mg is represented by some C*

in ITy. By construction, there exists a cliff-edge y such that C* L and n(y) = x. Then C 2 cx Uyisa
minimally doomed configuration that lies within IT;. U

4.2 Measuring the Distance from Doom

With the above, we have the tools to draw a map of the ‘landscape’ in which the system evolves, with
doomed zones and cliff-edges highlighted. What we wish to add now is to assist navigation in this
landscape: we intend to give a meaningful measure of how well, or badly, a current system state is
protected against falling from a cliff-edge. We chose to measure this distance not in terms of the length
of paths, or similar notions, but rather in terms of the choices that are made by the system in following a
particular path.

Consider a configuration C and the nonsequential process that it represents. Some of the events in
C can be seen as representing a decision, in the sense that their occurrence took place in conflict with
some event that was enabled by some prefix of C. The number of such events gives a measure of the
information contained in C, in terms of the decisions necessary to obtain C:

Definition 12 Let C € 6%, and define
dech(C) 2 [{eeC: 3 cE: e#§ e},
where #¢ is the strict C-conflict relation defined, for all e € C, by
e #S ¢ N e#se N () CC.

dech(C) is called the decisional height of C.

In Figure [2] the configuration C; = {&;, 04,7} satisfies dech(C;) = 2, whereas for Cy = {B;}, one has
dech(Cy) = 1.

Note that #S is more restrictive than direct conflict #g; it is also more restrictive than the immedi-
ate conflict in the literature (e.g. [L]). It is closely dependent on the configuration C under study, and
describes precisely those events against which the process had to decide in performing C.

Now, for any free marking M (or, equivalently, any free configuration C such that Mark(C) = M),
we wish to measure the threat represented by doomed markings reachable from M: how far away from
doom is the system when it is in M ? Using the decisional height introduced above, we can define a
height difference in terms of the conflicts that lead from one marking to another:
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Figure 4: Illustration of direct conflict.

Definition 13 For C € €7, ler

~ A {Ceg:ccC} : CeF
= = 2
Ze { {c} . CeB @
The protectedness of C is then
prot(C) 2 min {dech(C'®C)} 3)

C'eYDe

In Figure 3] with the definitions introduced there, prot(C) = prot(C’) = 0. Setting C; 2 {x}, C» 2 {x,y},
C; = {x,z}, C4 e C,UC3, Cs e C4U{B}, and Cg 2 C4U{v}, one further has

prot(C,) = prot(C,) = prot(C;) = 2
prot(Cys) = prot(Cs) =

Returning to Figure d] suppose that C' = {x,y, B} is the only minimally doomed configuration. Then for
C = {x,z,a} as above, we have prot(C) = 1, because the only direct conflict here is the one between z
and y.

Note that the definition of protectedness is parametrized by the choice of conflict relation in com-
puting dech(e). Using direct conflict instead of strict conflict would increase dech(e) and lead to an
overevaluation of protectedness.

To see the point, consider the occurrence net in Figure dl Let Cy = {x,z,a}, Cg = {x,y,B} and
Cy = {x,y,a,y}. We have dech(Cy) = 1, dech(Cg) = 3 and dech(Cy) = 2. Were #5 replaced by #5
in the computation of dech(e), these values would not change except for Co where it would change to
2. As aresult, if C € 9, the protectedness of the empty configuration would be evaluated as 2, whereas
by our definition prot(0) = 1. Indeed, 0 is just one wrong decision away from doom, and this is what
protectness is meant to express.

4.3 Computing Protectedness is Feasible

Computation of prot(e) does not require any larger data structure than those already required for com-
puting & according to Lemma 2
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Lemma 5 There is a complete prefix scheme producing a complete prefix 11y whose size is bounded
by the number of reachable markings, and such that for every finite configuration C, prot(C) can be
computed on Tlp(Mark(C)).

Proof: If 9N % (I1y) = 0, then all extensions of C are free, and we are done. Otherwise, the crucial
step is to find an adequate fotal order < on finite configurations, that ensures that Iy contains at least
one minimally doomed configuration that minimizes dech(e) over all minimally doomed configurations
in % (Mark(C)). The following order < is obtained by modifying the total order < introduced in [7],
Def. 6.2.: For C;,C, € €¥, write C; < C, iff either

* dech(C) < dech(C;), or
* dech(C;) =dech(C;) and C; < C3, or
* dech(C;) =dech(C;) and C; = C;, and FC(C}) < FC(C3),

where < (=) denote lexicographic ordering (lexicographic equivalence) wrt some total ordering of the
transition set 7', and F'C denotes Cartier-Foata normal form. The proof of Theorem 6.4. of [7]] extends
immediately, proving that < is an adequate total order; therefore, Lemma 5.3. of [7]] applies, hence any
complete prefix IT; obtained via the scheme using < is bounded in size by the reachability graph. Now,
let €* be the set of configurations from % (Mark(C)) that minimize dech(e); by construction of <, one
has €*NE (I15') # 0. 0

5 Discussion

The results presented here give a toolkit for the analysis of tipping situations in a safe Petri net, i.e. when
and how a basin boundary is crossed; an algorithmic method for finding minimally doomed configuration
has been developed, implemented and tested.

Moreover, we have introduced a measure of protectedness that indicates the number of decisions that
separate a free state from doom. It uses an intrinsic notion of decisional height that allows to warn about
impending dangerous scenarios; at the same time, this height is also "natural’ for unfoldings, in the sense
that it induces an adequate linear order that allows to compute complete prefixes of bounded size.

On a more general level, the results here are part of a broader effort to provide a discrete, Petri-net
based framework for dynamical systems analysis in the life sciences. The applications that we target lie
in systems biology and ecology.

Future work will investigate possibilities for Doom Avoidance Control, i.e. devising strategies that
allow to steer away from doom; we expect to complement the existing approaches via structural methods
of e.g. Antsaklis et al [13]], and also the unfolding construction of Giua and Xie [[10]]. A crucial question
is the knowledge that any control player can be assumed to have, as a basis for chosing control actions.
We believe the protectedness measure is a valid candidate for coding this information, so that a controller
may take action when the system is too close to doom (wrt some thresholds to be calibrated) but there
still remain decisns that can be taken to avoid it. Evaluating this option, along with other approaches,
must, however, be left to future work.
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