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Bitwise Operators

Everything in C really is just 1's and 0's under the hood!

@ eg. the number 42 is 0b00101010 (You can use %b to see this)
@ eg. the ascii character '#' is 0b00100011
@ eg. the floating point 3.14 is 0b01000000010010001111010111000011

C provides 6 operators which operate on individual bits of values

X &y // bitwise and

x |y // bitwise or

x Ny // bitwise exclusive-or (XOR)
~ X // bitwise not

X << n // left shift
X >> n // right shift
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Bitwise AND: &

The & operator

takes two values (1,2,4,8 bytes), treats as sequence of bits
performs logical AND on each corresponding pair of bits
result contains same number of bits as inputs

0 & x —> x will always be 0

1 & x —> x will remain unchanged (used to extract a bit)

Example:

00100111 AND |

& 11100011 S
|
I

00100011

Used for e.g. checking whether a bit is set
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Checking for Odd Numbers

You have previously been taught to use mod(%) to check for odd numbers

int is_odd(int n) {
return n % = 0;

}

We can also use & to achieve the same thing (bitwise operations are usually faster):

int is_odd(int n) {
return n & 1;

}

This essentially extracts the least significant bit of the number n (use %b to check and instead of int use int8_t to
make it easier to see)
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Bitwise OR: |

The | operator

takes two values (1,2,4,8 bytes), treats as sequence of bits
performs logical OR on each corresponding pair of bits
result contains same number of bits as inputs

0 | x —> x will remain unchanged (extracts bit like & with 1)
1| x —> x will be setto 1

Example:

00100111 OR
| 11100011 -

1110060111

Used for e.g. ensuring that a bit is set
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Bitwise NEG: ~

The ~ operator

o takes a single value (1,2,4,8 bytes), treats as sequence of bits
@ performs logical negation of each bit
@ result contains same number of bits as input

@ FLIPSABIT
Example:
~ 00100111 NEG | 6 1
____________ | ---——-
11011000 | 1 ©

Used for e.g. creating useful bit patterns
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Bitwise XOR: A

The A operator

takes two values (1,2,4,8 bytes), treats as sequence of bits
performs logical XOR on each corresponding pair of bits

result contains same number of bits as inputs

0 ™ x —> x remains unchanged (same as & 1, |0 )

1" x —>x is flipped (if x == 1it will become 0, if 0 it becomes 1)

Example:

00160111 XOR |

A 11100011 ——— |-
|
I

11000100 1

Used in e.g. generating hashes, graphics operations, cryptography
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Exercise: Bit Operations

What are the values of the following:

e (00010111 & 10111000)
e (10011101 | 10101110)
e (x & ~Xx)
o (x | ~x)

Assume we have a variable unint8_t x. Write a line/s of code to

@ set the 3rd least significant bit to 1
@ set the 3rd least significant bit to 0
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Left Shift: <<

The << operator

takes a single value (1,2,4,8 bytes), treats as sequence of bits
also takes a small positive integer x

moves (shifts) each bit x positions to the left

left-end bit vanishes; right-end bit replaced by zero

result contains same number of bits as input

think of the bits as falling off a cliff

Example:

00100111 << 2 00100111 << 8

10011100 00000000

9/m


https://www.cse.unsw.edu.au/~dp1092/26T2/

Right Shift: >>

The >> operator

takes a single value (1,2,4,8 bytes), treats as sequence of bits
also takes a small positive integer x

moves (shifts) each bit x positions to the right

right-end bit vanishes; left-end bit replaced by zero(*)

result contains same number of bits as input

Example:

00100111 >> 2 00100111 >> 8

00001001 00000000
@ shifts involving negative values are not portable (implementation defined)
@ common source of bugs in CP1521 and elsewhere

@ always use unsigned values/variables to be safe/portable.
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Exercise: Shifts

Given the declaration: uint8_t x = 19. Use %b and formatted print (fprint) to find the binary equivalent. Then,
what is the value of

@ X >> 2
@ x << 1

Write code to

multiply x by &4 using bit shift operations (think about which operation is needed).
divide x by 8 using bit shift operations.

calculate 2 power of n, for a given n.

print out a given uint8_t in binary.

bit shifts are effective and fast espcailly with 2" numbers
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So What???? Why should i learn this?

Ok i can extract bits but why do i care about this?

Modern relevance summary table

Area Importance
Embedded / loT PARAR AR A s
0S / Drivers T 9 9 v o
Networking PARAR AR
Security / Crypto PARAR AR
Game engines WWWww
General apps Loy
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Games

All the games you play use this. It makes code fast and speed matters
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Pokemon / Gameboy specs

Gameboy specs:
@ Sharp LR35902
@ 8-bit CPU (hybrid of Intel 8080 + Z80 ideas)
@ Clock speed: ~4.19 MHz
@ RAM: 8 KB
@ ROM (cartridge):
@ Typically 256 KB -1 MB

@ Pokémon Red/Blue: 1 MB
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Constraints

Pokemon built under these constraints:

@ 151 Pokémon
@ 165 moves
Full RPG system
Persistent saves All inside:
@ 1MB ROM

@ 8 KB RAM
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Games

For example the type of the pokemon is determined by a single byte and how it is set.

Type

The type of the Pokémon. If the Pokémon has only one type, both values are the same. It seems redundant, as there is no way a Pokémon can change type in Generation |
besides evolving, and through the use of Conversion. Values between 0x09 and 0x13 inclusive are dummy types named "Normal"

# Hex Type
00 0x00 Normal
01 0x01 Fighting
02 0x02 Flying

03 0x03 Poison
04 0x04 Ground
05 0x05 Rock

06 0x06 Bird (unused)
07 0x07 Bug

08 0x08 Ghost
20 0x14 Fire

21 0x15 Water
22 0x16 Grass
23 0x17 Electric
24 0x18 Psychic
25 0x19 lce

26 Ox1A Dragon

https://bulbapedia.bulbagarden.net/wiki/Pok%C3%A9mon_data_structure_(Generation_l)#Type Really useful in
speedruns: https://projectpokemon.org/home/docs/gen-4/pkm-structure-r65/
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What are some other applications
Too many applications to list. But one of my favorites is SHA256, which is an encryption algorithm
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One iteration in a SHA-2 family compression function. The =2
blue components perform the following operations:
Ch(E,F,G) = (EAF)& (~EAG)
Ma(4,B,C) = (AAB)® (AAC)® (BAC)
To(4) = (4>>2) © (A>>13) @ (A>>22)
51 (E) = (E356) ® (B3> 11) © (E33>25)
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shift_as_multiply.c: using shift to multiply by 2"

$ dcc shift_as_multiply.c print_bits.c -o shift_as_multiply
$ ./shift_as_multiply 4

2 to the power of 4 is 16

In binary it dis: 00000000000000000000000000010000
$ ./shift_as_multiply 20

2 to the power of 20 is 1048576

In binary it dis: 00000000000100000000000000000000
$ ./shift_as_multiply 31

2 to the power of 31 1is 2147483648

In binary it dis: 10000000000000000000000000000000
$
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print bits.c: extracting the n-th bit of a value
// print the bottom how_many_bits bits of value
void print_bits(uint64_t value, int how_many_bits) {
// print bits from most significant to least significant
for (int i = how_many_bits - 1; i >= 0; i--) {
int bit = get_nth_bit(value, 1);
printf("%d", bit);

}

// extract the nth bit from a value

int get_nth_bit(uint64_t value, int n) {
// shift the bit right n bits
// this leaves the n-th bit as the least significant bit
uint64_t shifted_value = value >> n;
// zero all bits except the the least significant bit
int bit = shifted_value & 1;
return bit;

}

source code for print_bits.c
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shift_bug.c: bugs to avoid

// intl6_t is a signed type (-32768..32767)
// below operations are undefined for a signed type

intlé_t 1

i= -1

i =41 > 1; // undefined - shift of a negative value
printf("%d\n", 1);

i= -1

i =1 << 1; // undefined - shift of a negative value
printf("%d\n", 1);

i = 32767;

i =1 << 1; // undefined - left shift produces a negative value

printf("%d\n", 1);

uinte4_t j;

j = 1 << 33; // undefined - constant 1 is an int
j = ((uint64_t)1) << 33; // ok
printf("%lu\n",j);

source code for shift_bug.c
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set_Tlow_bits.c: using << and - to set low n bits

$ dcc set_low_bits.c print_bits.c -o n_ones
$ ./set_low_bits 3

The bottom 3 bits of 7 are ones:
0000000000000000000OOOOOOOO00111

$ ./set_low_bits 19

The bottom 19 bits of 524287 are ones:
0000000060600001111111111111111111

$ ./set_low_bits 29

The bottom 29 bits of 536870911 are ones:
00011111111111111111111111111111
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set_Tlow_bits.c: using << and - to set low n bits

int n = strtol(argv[1l], NULL, 0);

uint32_t mask;

int n_bits = 8 x sizeof mask;

assert(n >= 0 && n < n_bits);

mask = 1;

mask = mask << nj;

mask = mask - 1;

printf("The bottom %d bits of %u are ones:\n", n, mask);
print_bits(mask, n_bits);

printf("\n");

source code for set_low_bits.c
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set_bit_range.c: using << and - to set a range of bits

$ dcc set_bit_range.c print_bits.c -o set_bit_range
$ ./set_bit_range 0 7

Bits @ to 7 of 255 are ones:
000000000OOEEOEENONNNAAALI1111111

$ ./set_bit_range 8 15

Bits 8 to 15 of 65280 are ones:
0000000000OEELEAA11111111060000000

$ ./set_bit_range 8 23

Bits 8 to 23 of 16776960 are ones:
00000000111111111111111100000000

$ ./set_bit_range 1 30

Bits 1 to 30 of 2147483646 are ones:
©®1111111111111111111111111111110
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set_bit_range.c: using << and - to set a range of bits

int low_bit = strtol(argv[1], NULL, 0);
int high_bit = strtol(argv[2], NULL, 0);
uint32_t mask;

int n_bits = 8 * sizeof mask;

int mask_size = high_bit - low_bit + 1;

mask = 1;

mask = mask << mask_size;

mask = mask - 1;

mask = mask << low_bit;

printf("Bits %d to %d of %u are ones:\n", low_bit, high_bit, mask);
print_bits(mask, n_bits);

printf("\n'");

source code for set_bit_range.c
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extract_bit_range. c: extracting a range of bits

$ dcc extract_bit_range.c print_bits.c -o extract_bit_range
$ ./extract_bit_range 4 7 42

Value 42 1in binary 1s:
00000000000000000000000000101010

Bits 4 to 7 of 42 are:

0010

$ ./extract_bit_range 10 20 123456789
Value 123456789 1in binary dis:
0000011101011611110011010606010101

Bits 10 to 20 of 123456789 are:
11011110011
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extract_bit_range. c: extracting a range of bits

int mask_size = high_bit - low_bit + 1;

mask = 1;

mask = mask << mask_size;

mask = mask - 1;

mask = mask << low_bit;

// get a value with the bits outside the range low_bit..high_bit set to zero
uint32_t extracted_bits = value & mask;

// right shift the extracted_bits so low_bit becomes bit 0
extracted_bits = extracted_bits >> low_bit;

printf("Value %u in binary dis:\n", value);

print_bits(value, n_bits);

printf("\n'");

printf("Bits %d to %d of %u are:\n'", low_bit, high_bit, value);
print_bits(extracted_bits, mask_size);

printf("\n");

source code for extract_bit_range.c
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print_int_in_hex.c: print an integer in hexadecimal

@ write C to print an integer in hexadecimal instead of using:

printf("%x", n)

$ dcc print_int_in_hex.c -o print_int_in_hex

$ ./print_int_in_hex

Enter a positive 1int:

42 = Ox0000002A
$ ./print_int_in_hex

Enter a positive int:

65535 = OXOO000FFFF
$ ./print_int_in_hex

Enter a positive 1int:

42

65535

3735928559

3735928559 = OxDEADBEEF

$

source code for print_int_in_hex.c
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print_int_in_hex.c: main

int main(void) {
uint32_t a = 0;
printf("Enter a positive int: ");
scanf ("%u'", &a);
printf("%u = 0x", a);
print_hex(a);
printf("\n");
return 0;

}

source code for print_int_in_hex.c
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print int in hex.c: print_hex - extracting digit
// sizeof returns number of bytes in n's representation
// each byte is 2 hexadecimal digits
int n_hex_digits = 2 x (sizeof n);
// print hex digits from most significant to least significant
for (int which_digit = n_hex_digits - 1; which_digit >= 0; which_digit--) {
// shift value across so hex digit we want
// 1s i1n bottom 4 bits
int bit_shift = 4 * which_digit;
uint32_t shifted_value = n >> bit_shift;
// mask off (zero) all bits but the bottom 4 bites
int hex_digit = shifted_value & 0xF;
// hex digit will be a value 0..15
// obtain the corresponding ASCII value
// "0123456789ABCDEF" is a char array
// containing the appropriate ASCII values (+ a '\0')
int hex_digit_ascii = "0123456789ABCDEF" [hex_digit];
putchar (hex_digit_ascii);

}

source code for print_int_in_hex.c
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int_to_hex_string.c: convertintto a string of hex digits

@ Write C to convert an integer to a string containing its hexadecimal digits.
Could use the C library function snprintf to do this.

$ dcc int_to_hex_string.c -o int_to_hex_string
$ ./int_to_hex_string

$ ./int_to_hex_string

Enter a positive 1int: 42

42 = OXO000002A

$ ./int_to_hex_string

Enter a positive int: 65535
65535 = OXOOO0OFFFF

$ ./int_to_hex_string

Enter a positive 1int: 3735928559
3735928559 = OxDEADBEEF

$

source code for int_to_hex_string.c
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int_to_hex_string.c: main

int main(void) {
uint32_t a = 0;
printf("Enter a positive int: ");
scanf ("%u'", &a);
char xhex_string = int_to_hex_string(a);
// print the returned string
printf("%u = 0x%s\n'", a, hex_string);
free(hex_string);
return 0O;

}

source code for int_to_hex_string.c
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int to hex string.c: convertintto a string of hex digits
// sizeof returns number of bytes in n's representation
// each byte is 2 hexadecimal digits
int n_hex_digits = 2 * (sizeof n);
// allocate memory to hold the hex digits + a terminating O
char *string = malloc(n_hex_digits + 1);
// print hex digits from most significant to least significant
for (int which_digit = 0; which_digit < n_hex_digits; which_digit++) {
// shift value across so hex digit we want
// 1s in bottom 4 bits
int bit_shift = 4 * which_digit;
uint32_t shifted_value = n >> bit_shift;
// mask off (zero) all bits but the bottom 4 bites
int hex_digit = shifted_value & 0OxF;
// hex digit will be a value 0..15
// obtain the corresponding ASCII value
// "0123456789ABCDEF" is a char array
// containing the appropriate ASCII values
int hex_digit_ascii = "0123456789ABCDEF" [hex_digit];
int string_position = n_hex_digits - which_digit - 1;
string[string_position] = hex_digit_ascii;
}
// 0 terminate the array
string[n_hex_digits] = 0;
return string;

source code for int_to_hex_string.c
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hex_string_to_1int.c: convert hex digit string to int

@ As an exercise write C to convert an integer to a string containing its hexadecimal digits.
Could use the C library function strtol to do this.

$ dcc hex_string_to_int.c -o hex_string_to_int
$ dcc hex_string_to_int.c -o hex_string_to_int
$ ./hex_string_to_int 2A

2A hexadecimal is 42 base 10

$ ./hex_string_to_int FFFF

FFFF hexadecimal is 65535 base 10

$ ./hex_string_to_int DEADBEEF

DEADBEEF hexadecimal is 3735928559 base 10

$

source code for hex_string_to_int.c
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hex_string_to_1int.c: main

int main(int argc, char *argv[]) {

if (arge != 2) {
fprintf(stderr, "Usage: %s <hexadecimal-number>\n", argv[0]);
return 1;

}

char xhex_string = argv[1l];

uint32_t u = hex_string_to_int(hex_string);

printf("%s hexadecimal 1is %u base 10\n", hex_string, u);

return 0O;

}

source code for hex_string_to_int.c
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hex_string_to_1int.c: convert array of hex digits to int

uint32_t hex_string_to_int(char xhex_string) {
uint32_t value = 0;
for (int i = 0; hex_string[i] != 0; i++) {

}

int ascii_hex_digit = hex_string[i];

int digit_as_int = hex_digit_to_int(ascii_hex_digit);
value = value << 4;

value = value | digit_as_int;

return value;

}

source code for hex_string_to_int.c
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hex_string_to_1int.c: convert single hex digit to int

int hex_digit_to_int(int ascii_digit) {
if (ascii_digit >= '0' && ascii_digit <= '9') {
// the ASCII characters '0' .. '9' are contiguous
// 1n other words they have consecutive values
// so subtract the ASCII value for 'O' yields the corresponding integer

return ascii_digit - '0';
}
if (ascii_digit >= 'A' && ascii_digit <= 'F') {
// for characters 'A' .. 'F' obtain the
// corresponding integer for a hexadecimal digit
return 10 + (ascii_digit - 'A');
}
fprintf(stderr, "Bad digit '%c'\n", ascii_digit);
exit(l);

}

source code for hex_string_to_int.c
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xor . c: fun with xor

int xor_value = strtol(argv[1], NULL, 0);

if (xor_value < 0 || xor_value > 255) {
fprintf(stderr, "Usage: %s <xor-value>\n", argv[0]);
return 1;
}
int c;
while ((c = getchar()) != EOF) {
// exclusive-or
// N e 1
Al b
// 6 | o 1
// 1 |1 o

int xor_c = ¢ A xor_value;
putchar (xor_c);

}

source code for xor.c
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xor . c: fun with xor

$ echo Hello Andrew|xor 42
bOFFE

kDNXO] $ echo Hello Andrew|xor 42|cat -A
bOFFES$

kDNXO] $

$ echo Hello |xor 42

bOFFE $ echo -n 'bOFFE '|xor 42
Hello

$ echo Hello|xor 123]|xor 123
Hello

$
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pokemon. c: using an int to represent a set of values

#define FIRE_TYPE 0x0001
#tdefine FIGHTING_TYPE 0x0002
#define WATER_TYPE 0x0004

#define FLYING_TYPE 0x0008
#define POISON_TYPE Ox0010
#define ELECTRIC_TYPE 0x0020
#define GROUND_TYPE Ox0040
#define PSYCHIC_TYPE Ox0080

#define ROCK_TYPE 0x0100
#define ICE_TYPE 0x0200
#define BUG_TYPE Ox0400
#define DRAGON_TYPE 0x0800
#define GHOST_TYPE 0x1000
#define DARK_TYPE 0x2000
#define STEEL_TYPE 0Ox4000
#define FAIRY_TYPE Ox8000

source code for pokemon.c
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pokemon. c: using an int to represent a set of values

@ simple example of a single integer specifying a set of values

@ interacting with hardware often involves this sort of code

uintl6_t our_pokemon = BUG_TYPE | POISON_TYPE | FAIRY_TYPE;

// example code to check if a pokemon is of a type:
if (our_pokemon & POISON_TYPE) {
printf("Poisonous\n"); // prints
}
if (our_pokemon & GHOST_TYPE) {
printf("Scary\n"); // does not print
}

source code for pokemon.c
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pokemon. c: using an int to represent a set of values

// example code to add a type to a pokemon
our_pokemon |= GHOST_TYPE;

// example code to remove a type from a pokemon
our_pokemon &= ~ POISON_TYPE;

printf(" our_pokemon type (2)\n");

if (our_pokemon & POISON_TYPE) {
printf("Poisonous\n"); // does not print

}

if (our_pokemon & GHOST_TYPE) {
printf("Scary\n"); // prints

}

source code for pokemon.c
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