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Today’s Lecture

* More on LionsOS performance

« Secure General-purpose OS

« Pancake: System language for verified systems

« Time Protection: Prevention of parch timing channels
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More ob LionsOS

Lions
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Microkernel Overheads

Chen et al, OSDI'24
Highh syscall rote = 61k/s
sel 4 round~trip address-space switeh = 1k ey Conservative

Assume average 2 R-T AS switthes / syscall: IMHO
Swuleiv O/H = 2 x 61k/k x 1key = 122M cy/s
Assume 3GHz clock:
O/H = 122M ¢y/s / 3Gey/sy = 122/3k = 4%
Assume 4-core CPU:
O/H = 4%/4 = 1% of CPU!
Assume Lunnwyxy max CPU load = 25% W¥lew el
relatwe O/H = 4 x 1% = 4% anyone care?
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Packet Round-Trip Context Switches

#12: Completion IRQ -
switch |dle—Driver

15 context switches
per packetl #13: Driver—Tx Virt
#11: Driver—ldle
#9: Client—Tx Virt
#10: Tx Virt—Driver

NIC
Tx
Qo Driver QE
ole; <+
Rx

#1: Rx IRQ —
switch Idle—Driver

| #2: Driver—Rx Virt
#4: Copy—Client #3: Rx Virt—Copy #6: Copy— Virt

#7: Virt—Driver
#8: Driver—Client #5: Client—Copy

Must return
free buffers!
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Comparing to Linux

Completion IRQ — Client
No context switch “II-:’ """ «—p IX
< Copy Virt x
#1: Rx IRQ - SIEEN Driver
#2: Client—ldle switch Idle—Client ARP
RX pm

6

Client Copy Virt

Client Idle I
IP Stack NIC Driver

* LionsOS: 30 mode switches, 15 context switches
« Linux: 6 mode switches, 2 context switches
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Comparing Performance: Setup

Client

IP )
Stack € Copy virt x .
\ Driver

ARP
RX pm

Client Virt

Client Idle Copy

& @:cl4

Load
Generator

IP Stack NIC Driver
External load generator
Load Measures throughput, latency
m Generator Client echoes packets
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What Do We Expect?

Ethernet packet size = 1.5kB
Assume Linug mode swufthe = half context switei
LionsOS O/H = 12/pk x 0.5k ey = 6k cy/pkt
Moy pocket rote for 1Gb7/sy NIC:

rote = 1Gb/y/ 1.5kB = 1Gb/s / 12k = 833k/s

Worst-case O/H for 1Gb/y NIC:

O/H = 6k cy/pkt* 833k pkt/s = 0.5G cy/s
Assume 3GHz clock:

rel O/H = 0.5G «y/s/ 3G ey/s = 17% of core
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However, There's Batching

» Each component will process everything in its
queue before signalling another component

* No component will ever busy-poll!

< >
- BT NG

Tx
Vit S <>
ARP _>( —4_) Driver 4_)—

Rx

/ 7 virt RX
Client < > (

» Dramatically reduces context
switches under load!
« Measure 5-10 pkt/IRQ!
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What Do We Expect?

Ethernet packet size = 1.5kB
Assume Linug mode swufthe = half context switei
LionsOS O/H = 12/pk x 0.5k ey = 6k cy/pkt
Moy pocket rote for 1Gb7/sy NIC:

rote = 1Gb/y/ 1.5kB = 1Gb/s / 12k = 833k/s

Worst-case O/H for 1Gb/s NIC: Highly pessimistic
O/H = 6k cy/pkt* 833k pkt/s = O.: d“te)att‘i;;:‘lra'
Assume 3GHz clock:
rel O/H = 0.5G «y/s/ 3G ey/s = 17% of core
At 100Mb/ s, packet spacing = 1/(83k/s) = 12us
rel O/H = 17%/10 = 1.7% of core

Avoid batching by
spacing packets!
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Performance: i.MX8M, 1Gb/s Eth, UDP

1 100
@ CPU: Small i g
8 0.8 is good! | 80 -
= 06 - 160 =
2 7%
< u _ =
= 0.4 7 | 40 -
O o . -
c 0.2 1 =>¢1.7% LionsOS 120 o
— : Large is good! Linux 1 O

O \ \ l | \ | \ | \ \ l \ l \ \ O

O 0.1 0203040506 070809 1
Applied Load (Gb/s)

Single-core configuration
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Performance: Processing Cost per Byte

1 LionsOS 80
 Lions |
—~ 08 ?  Linux 170
£ 77 || Factor 3.5 -1 60
S Cycles: Small 1lzn0 m
= 0.6 is good! 120 @
o 140 3
< | . >
IS 20
z 02~ |
* Factor 1.8 Factor 3¢ 110
O ! \ \ \ \ \ \ \ \ \ ! ] O

0O 010203040506 070809 1
Applied Load (Gb/s)
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Performance: Round-Trip Times
1

-10000
RTT: Small |
= - is good!
¢ 0.8 Sa08 0.5-1 OoM!
(5 | o)
?5/ 0.6 | 1000 i—%
(@X
|_
-
2 0.4 - -
O : =100
= 02" :
| LionsOS
Linux
O L \ \ \ I I T N BT 10

0 0.102030405060.70809 1
Applied Load (Gb/s)
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Performance: i.MX8M, 1Gb/s Eth, UDP

1180

I j160:
B 1140 ==
! 1120 .
j1OO
180
160

- LionsOS 140

Linux. 120
\ \ \ \ \ | \ | \ O

0 010203040506070809 1
Applied Load (Gb/s)

Multicore configuration

—h

o

© o o ©

Throughput (Gb/s)

o N AN (@) (@0)
\
\
CPU Utilisation (°
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Performance: x86, 10Gb/s Eth, UDP

10 100
= e
S 8 80 I
S | .~ C
=6 60 =
g o B

4 - <40 =
N 'S
c 2 [ LionsOS 120 33
= Linux 1<

0 \ \ \ \ \ \ O
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Applied Load (Gb/s)

Single-core configuration
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Performance: x86, 10Gb/s Eth, UDP

210 | D
B ] / %2400
Q)] 8 I / 200
p C
5 6| 1602
_8' 4 - 1202
o | 7 lag S
8 2 LionsOS - §
— Linux -40

L ' Linux 2-threads =— -
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% Syscall cost simulations (x86)

80
Microkernel overheads o
are in the noise! 1608
o=
. 4o§
C_")".
- )
| 20’0\3
LionsOS —

0 1 2 3 4 5 6 7 8 9 10
Applied Load (Gb/s)

Single-core configuration
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Why Is LionsOS Faster Than Linux?

Linux:

* NW driver: 3k line
« NW system tot
LionsOS executes less code! .
LionsOS:

« NW driver: 400 lines
e Virtualiser: 160 lines
» Copier: 80 lines

« |P stack: much simpler, clieptlibra
» shared NW system total(< 1,000 lines
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Why |s LionsOS So Simple?

Provide exactly the

functionality needed, Simple programming model:

not more « strictly sequential code (Microkit)
event-based (Microkit)

single-producer, single-consumer queues
location transparency

Static architecture,
mostly static resource
management
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LionsOS Status

* Runs sel4.systems web site

 LionsOS-based firewall released as a community project
e Doomdemoin TS lab &

* Runs on Arm, RISC-V, x86

« Native networking, storage, 12C, SPI, ...

* Driver VMs for audio, 2G graphics, ...

« Verification in progress

Lions
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But | Want A Real OS!
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Cost Of A Dynamic OS

, , Might affect cache footprint?
* More complexity, larger code size

* Double book-keeping, multiple server invocations
IPC overheads in the noise
» Higher startup times due to dynamic resource allocation
fork() will be the test!

* Resource revocation may require indirection

R selL4 caps can be
Do we need them? revoked without

 “Universal” policies are complex & costly
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Do We Need “Universal” Policies?

Claim:
» Systems rarely change policies on-the-fly
« Can change policy by replacing policy module

Keep configuration

complexity off-linel LionsOS experiment:

» Reload component with

new policy implementation
« Cost: 17ys on i.MX8M
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Djawula: PoC Of General-Purpose OS

Object
server

}A—A&

Resource Securit Connection
<@ Y=
manager server manager

Trusted core
servers
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Core ldeas: Dynamic Enforcement

Invoke for security- Client
sensitive operations

Object Server

Policy
Consult if Enforce- & Service

no cached
decision

Consult &

update for Security
dynamic policy State
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Core ldeas: Resource Donation

Request I
stateful nt1

Client, Client,
state state ...

Early days:

« Working on framework,
details of model

« Adopt components
from LionsOS

Object Server

Resource
Rc_O Rc C Re x Manager

|

Resource containers
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Scaling Verification
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Driver Dilemma

High sel4 verification
costs partially due to

C language
selL4 is one-off, SR

justifies cost Better language

Drivers are low-
would reduce cost

Drivers are level, need C-like
commodity, language
must be cheap!

| Idea: « Well-defined semantics
Lions OS 1. Simplify drivers  Memory-safe
2. Design verification-friendly
* Verified compiler systems language: Pancake
* de-compilation 3. Automate (part of) verification
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CakeML: Verified Implementation of ML

v Mature functional language
v’ Large and active ecosystem of developers

and users

v Code generation from abstract specs
(dManaged = not suitable for systems code

v Used for verified application code

Re-use framework

for new systems

language: Pancake

29
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Values Languages Transformations

o> Parse concrete syntax
) Infer types, exit if fail
> Introduce globals vars,
( ) eliminate modules &
replace constructor
@ IF|3“-3"95' names with numbers
8| | alanguage for X
£ | compiing away > (Global dead code elim.
- high-level ) Turn pattern matches into
° lang. features if-then-else decision trees
5
2 . -
© Switch to de Bruijn
3 ' > indexed local var{ables
H Fuse function calls/apps
g >0 TIURLarg calSapes
k] ClosLang: |7 Track where closure values
ﬁ last language flow & inline small functions
S with closures > Introduce C-style fast
E (has multi-arg calls wherever possible
g ) <> Remove deadcode
ﬁ > Annotate closure creations
|
> Perform closure conv.
BVL: > Inline small functions
functional > Fold constants and
language shrink Lets
without > Split over-sized functions
closures into many small functions
> Compile global vars into a
dynamically resized array
B BVI: | > Optimise Let-expressions
s one global i i
€ & Make some functions tail-
i variable |+ raotrone uaing an age:
% 8 > Switch to i ive style
% 5 Datalang: > Reduce caller-saved vars
& i mpetaive > Combine adjacent
8% language memory allocations
> Remove data abstraction
> Simplify program
WordLang: > Select target instructions
Ialr:'g.z:rgae":leilh > Perform SSA-like renaming
machine W:nfgs. > Force two-reg code (if req.)
memo
aGC pn'}’mmve > Remove deadcode
o> Allocate register names
> Concretise stack
@
° Introduce (raw) calls past
% - > function preambles
L] StackLang:
§ imperative | "= implement GC primitive
S language .
i i Turn stack accesses into
g with array-like > memory acceses
8 e Rename registers to match
i i
§ Qeticnalce) > arch regis?egrs/conventians
2 > Flatten code
K " N
g > Delete no-ops (Tick, Skip)
E Encode program as
concrete machine code
=0
2%
B
58
2%
32

https://cakeml.org e

Proof-producin,
Verilog genera(ogr <:

Implements
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Pancake: New Systems Language CakeML

CakeML passes
Languages Transformations

CakeMLymIa) —, g concrte synx

> irtpos, st

2> Introduce globais vars
eliminate modules, etc.

> Gl doad cod im.

o Pancake passes -—~~_

Pancake )
T i L
Parse concrete

. syntax < Pancake AST
Approach: s . D

* Re-use lower part of [

without structs

FlatLang:

Turn patter matches into
high-level if-then-else decision trees

features.
> Suich o de Brin
indexed

Fuse function calls
into multi-arg calls

ClosLang: Track closure values &
Jastlanguage inine smail funct
CreplLang: with closures Introduce C-style fast
(has multi-arg calls where possible

a03U185) |~ Romove doadcode

> Annotate closure creations
> Pertorm closure conv.

Bvi: | niine smallfunctions
functional ) Fold constants /shrink
language Lets

without Splt over-sized functions
dosures |+

Normalise program

CakeML compiler stack S —

Call optimisation <
LoopLang:

o o

« Get verified Pancake
delete unused ( occur only on
assignments RHS of

assignment

compiler quickly i |
* Retain mature
framework/ecosystem

> Gomple gobalvars o
dynamically resized array

> Optimise Letexpressons

Make some functions.
tallrecursive

&> Switch to imperative style
> Reduce calr-saved vars

Combine adjacent
memory allocations.

Remove data abstraction

> Simplify program
WordLang: > Select target instructions

imperative " N
language with > Perform SSA-like renaming
machine words, > Force two-reg code (if req.)
memory and
a GC primitive > Remove deadcode

> Allocate register names
> Concretise stack

> Introduce (raw) calls past
StackLang: function preambles
imperative > Implement GC primitive
language Turn stack accesses into
with array-like memory acceses
stack and

optional GC Rename registers to match
P! > arch registers/conventions

> Flatten code
> Delete no-ops (Tick, Skip)

Encode program as
concrete machine code

S

ARMv8 x86-64 )( MIPS-64 |  RISC-V
\
\ -

UNSW

SYDNEY
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Performance: LionsOS Ethernet Driver

=C

= Pancake
e
< 15
c
O
& Overhead = 7%
= 10
o
)
o
© 5

0 10M 20M 50M 100M 200M 300M 400M 500M 600M 700M 800M 900M 1.0G
Requested Throughput (bps)
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Pancake: New Systems Language CakeML

CakeML passes
Languages Transformations
o Pancake passes -—~~. &> Infertypes, exiif fail
/ \
/ . \ 2 Gt dos
Tr L 1 FlatLang
languags | 2> Globaldead code im
without
Pancake syniax Wohiovel | 2> Tipsierzacher i
Parse concrete features ) ‘Switch to de Bruijn
syntax indexed
Pancake AST ) Fuso uncton cats
into mult-arg calls
Flatten structs " ——— GlosLang: Traok dosure values &
B inine smail funct
CreplLang: with closures Introduce C-style fast
imperative (has multi-arg calls where possible
closures)
language —> Remove deadcode
. without structs > Amolate losure creations
atus: Normaise program P
( — BV | 2> 'ine smallfunctions
/—\ functional D tc‘ld constants /shrink
. . . L language ets
. o W Call optimisation < Voo | — o onrszottcons
LoopLang: closures
. i ‘Compie global vars i
Y Shrink cutsets and expressions namicaly resized aney
. . delete unused occur only on > Optimise Letexpressions
assignments RHS of Make some functions.
* mpiemente rivers &« other Lions components ol
Replace loops 9 Switch to imperative style
i y statements
v with tail calls > Reduce caller-saved vars
\ ‘Combine adjacent

~—

memory allocations.
Remove data abstraction

 Need C-escapes for cache management instructions
» Verified compiler!
* |In progress: |
« Verification of components
« More performance work

Simplify program

WordLang:
imperative
language with
machine words,
memory and
a GC primitive

Select target instructions
Perform SSA-like renaming
Force two-reg code (if req.)
Remove deadcode

Allocate register names

Concretise stack

Introduce (raw) calls past

StackLang: function preambles
imperative Implement GC primitive
. . language B
i i Turn stack accesses into
« Decompilation from Pancake to HOL
optional GC Rename registers to match

arch registers/conventions
Flatten code

« Semantics for non-terminating programs
« Efficient verification framework (Hoare logic)

Delete no-ops (Tick, Skip)

Encode program as
concrete machine code

AVAVAVAVAVAVAVAVAVAVAVAVAV,
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Time Protection

Principled Prevention of Microarchitectural Timing Channels
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Refresh: Covert Timing Channels

 Created by contention for shared resource whose effect on
timing can be monitored
_ Usually based on some
¢ CaChe, network bandW|dth, CPU |Oad hidden state (eg Caches)

= timing/storage channel
distinction is not deep!

Trojan Attacker

OS protection mechanisms:
« Memory protection for spatial isolation
» Time protection for temporal isolation

Shared HW resources
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Time Protection: No Sharing of HW State
High I Low High I Low
‘"%“‘ “%‘. partition {%*‘ ‘”%“‘
. N
partition

H,gh What are the OS
,%\‘ mechanisms?
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Spatial Partitioning: Cache Colouring

Partitions restricted

to coloured
memory
System permanently
coloured
High Low

Initial process
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Spatial Partitioning: Cache Colouring

igh Lo%\A  Partitions get frame pools of disjoint colours
P4 » sel4: userland supplies kernel memory
® = colouring userland colours kernel memory

Shared kernel image

244
TEXEET R
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Channel Through Kernel Code

200 0.100000
@ 600 0.010000
Raw &
-g 500 0.001000
channel o 400 0.000100
= 300

0.000010

Channel matrix: Conditional probability
of observing output signal (time) given
input signal (system-call number)
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@seld Colouring the Kernel

Remaining shared kernel data:

* Scheduler queue array & bitmap Each partition has
* Few pointers to current thread state own kernel image
Resource Manager Resourc’ .i1anager

Kernel
clone!

Global Resource Manager
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Spatial Partitioning: Cache Colouring

 Partitions get frame pools of disjoint colours

» sel4: userland supplies kernel memory
= colouring userland colours kernel memory

» Per-partition kernel image to colour kernel

Must ensure deterministic
access to remaining shared
kernel state!

40 COMP9242 2025 T3 W10 Part 2: seL4 Research at TS © Gernot Heiser 2019-24 — CC BY 4.0 UNSW



41

Channel Through Kernel Code

Raw
channel

Channel with
cloned kernel
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LLC misses

LLC misses

700 0.100000
600 0.010000
500 0.001000
400 0.000100
300 0.000010

0.100000
2228 0.010000
9960 0.001000

0.000100
0.000010

2240
2220

0 1 2 3
selL4 system call
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@ =214 Temporal Partitioning: Flush on Switch




D-Cache Channel

Raw
channel

Channel with
flushing

Output (cycles)

Output (cycles)

6500
6000
5500
5000
4500
4000

0 10 20 30 40 50
Input (sets)

7900
7850
7800
7750
7700
7650

Input (sets)

43 COMP9242 2025 T3 W10 Part 2: seL4 Research at TS

0.1
0.01
0.001

0.01

0.001
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Flush-Time Channel

A 6
2 3.227x10
> 6
S 3.226x10
Raw o  3.225x1 0° 0.01

= 3.224x10°

channel 2 3.223x10°
5 0.001

0 200 400 600 800 1000
Input (sets)
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Temporal Partitioning: Flush on Switch

Must remove any Latency depends

history dependence! 1. To = current_time() on prior execution!
2. Switch user context
3. Flush on-core state
4. Touch all shared data needed for return T 4di
Ime paadin

5. while (To+WCET < current_time()) ; P 9

_ to remove
6. Reprogram timer dependency
/. return

Ensure
deterministic
execution
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Flush-Time Channel

é 3.227x1 0
S 3.226x10°
Raw o  3.225x1 0°
= 3.224x10°
channel 2 3.223x10°
= 0.001
© 1000
. Input (sets)
8
Ch | with S 3.302x1 0 1
& 3.3015x1 0
annel wit o aa0m0e 0.1
P e 3.3005x10°
deterministic = 3o 0.01
. £ 3.2995x10°
1000
Input (sets)
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Performance Impact of Colouring
Splash-2 benchmarks on Arm A9

7% | | | | | | | | | | | |

oo L 50%coloursbase -0 [0 I

g ; it — g Overhead mostly low
c o A | 1 * Not evaluated is cost of
S a b 1 not using super pages
5; 00 | AR | [Geetal., EuroSys’19]

19 oo -

Oo/o _E_m-@.m_m.m-m_glg Z.mlal_

-1% | | | | | | | | | | | | L4 L‘

e QD Q&N S 6\+ R Q)b . @ < se Inux
SN N SOOI R IR & clone | fork+exec
\Q(b' 6{\0 o {b’b\ {bﬁ &(\%0‘ @\@»{OQ @

x86 79 us 257 pus

: >

Mean slowdown 3.4% 1.1%

Arm 608 us 4,300 ps
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Temporal Partitioning: Flush State

Must remove any

history dependence! Ty = current_time()

Switch user context

Flush on-core state

Touch all shared data needed for return
while (To+WCET < current_time()) ;
Reprogram timer

1.
2.
3.
4.
o
6.
7.

Problem: Processors do not
provide mechanisms for resetting

return

all microarchitectural state!

48 COMP9242 2025 T3 W10 Part 2: seL4 © Gernot Heiser 2019-24 — CC BY 4.0 UNSW
Reacearch at TS



49

A New HW/SW Contract

For all shared microarchitectural resources:

1.
2.
3.

o
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alSA: augmented ISA

Resource must be spatially partitionable or flushable
Concurrently shared resources must be spatially partitioned

Resource accessed solely by virtual address Cannot share HW threads
must be flushed and not concurrently accessed across security domains!

Mechanisms must be sufficiently specified for OS to partition or reset
Mechanisms must be constant time, or of specified, bounded latency

Desirable: OS should know if resettable state is derived from data,
Instructions, data addresses or instruction addresses

[Ge et al., APSys’'18]
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m RISC-V To The Rescue: fence.t

fence.t instruction:
* Flush d-cache

» Reset all flip-lops that are
not part of architected state

 Prototyped on in-order (CVAG) and
: 4 000 (C910) RISC-V processors

RISC-V* » Latency bounded by d-cache flush
« HW cost in the noise
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m fence.t Instruction on C910

Branch
D-cache |-cache history table
Defeats all
” O known attacks!
unmitigated £
|_
)
fence.t £
|_
Wistoff et al, IEEE-TC’22
Wistoff et al, ApplePies’24
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Can Time Protection Be Verified?

1. Correct treatment of spatially partitioned state:
* Need hardware model that identifies all such state (augmented ISA)

« To prove: Functional property!
No two domains can access the same physical state

Transforms timing channels

_ , into storage channels!
2. Correct flushing of time-shared state

* Not trivial: eg proving all cleanup code/data are forced into cache after flush
* Needs an actual cache model

« Even trickier: need to prove padding is correct Functional property!
... without explicitly reasoning about time!

52 COMP9242 2025 T3 W10 Part 2: seL4 Research at TS © Gernot Heiser 2019-24 — CC BY 4.0 UNSW

VVVVVV



@seld Time Protection: On-Going Work

53

Prove:
no leakage

Verify
efficacy

Time-protection
prototype
Fix
hardware

Include TP

mechanisms in
RISC-V ISA
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Make usable

Integrate with
temporal

integrity (MCS)

Make
complete

Develop usable
system model
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Real-World Use
Courtesy Boeing, DARPA
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Thank you!

To the brave AOS students for their interest and dedication

To the world-class Trustworthy Systems team for making all possible

Please remember to do the myExperience survey
There’ll also be a more detailed one we’ll invite you to fill in
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