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Part 1: Logistics
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$ whoami \\ hammond pearce (instructor)
2023 - Present
Senior Lecturer - UNSW
School of Computer Science and Engineering

2020 - 2023
Research Assistant Professor - NYU Tandon
Department of ECE / Center for Cybersecurity

2016-2020
Ph.D., Professional Teaching Fellow - UoA
Department of ECE (Now ECSE)
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Course organisation
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● Email me: hammond.pearce@unsw.edu.au

● Course forums/grades on Moodle

● Course resources on https://cgi.cse.unsw.edu.au/~cs6420/

● Recordings with Echo360

● Class: 9-11am Tuesdays (that’s now!)

○ >=50% attendance requirement

● Labs: 11-1pm, 1-3pm, 3-5pm Tuesdays

● Office hours: TBD, possibly as needed

mailto:hammond.pearce@unsw.edu.au
https://cgi.cse.unsw.edu.au/~cs6420/
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● Talk to your tutor if in lab

● Talk to me if in lecture

● Outside of lecture / lab:

○ Post questions to Discourse in first instance

○ Give a few hours to get a response

○ If no response, you can message me / your tutor to check the question

Questions to me/tutors
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Course grading

● 50% - Labs

○ 5, worth 10% each

■ First 2 marks generally easy, next 6 generally moderate, last 2 generally difficult

● 20% - Reports

○ 3, worth 5%, 8%, and 7%

● 30% - Hardware CTF

○ 15% practical, 15% report

○ ! HURDLE ! - must score >= 50% in CTF to pass course
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Your Tutors
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Liam Murphy

Favourite Color: Green

Deprived of: Dogs

Lucas Harvey

Favourite Color: #3A76F8

My dog's age: between 6 and 7

Jennifer King

Favourite Color: Purple

Dog’s name: Jackie

Siyu “Annie” Qiu

Favourite Color: Purple

Albanese’s dog is called Toto

Tandi Guo

Favourite Color: Blue

I got that dog in me
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● Typically you’ll submit some mix of code and documentation

● Typically due 5pm Friday the week after release

● E.g. Lab 1 - Scan Chain Analysis, 

○ released Tuesday Week 3, 

○ due Friday Week 4

● AI policy:

○ If you find AI is actually useful for anything let me know, 
we’ll write a paper together

Labs
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● You will write code in Verilog HDL

○ VHDL is not well-supported in the open-source Yosys/icestorm

○ Fortunately, Verilog an easy language to learn

○ Line for line equivalent with VHDL

○ You’ll see me write it a bunch

● You will also write code in MicroPython

○ MicroPython is fun and easy(ier than C)!

○ Performance, of course, is horrible

○ But we’re not trying to out-perform anyone with our MicroPython

Labs (part 2)
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Lab hardware
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● Actual course hardware on a boat/plane/somewhere (not here!)

● Last year’s hardware available for now

● We’ll swap it out when the new hardware gets here

● The new hardware becomes relevant for Lab 2 (power analysis)

Lab 0
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● Typically you’ll submit writing and/or a video

● Assess knowledge of course content

● Typically due 5pm Friday the week after release

● Watch those deadlines!

○ First report due Friday Week 2, second report Friday Week 3

Reports
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● Assessed in-person

● Timed challenge allowing multiple attempts

● In-lab in-person assessment: in weeks 8, 9, and 10

● May rely on knowledge from any lecture.

● Report (Write-up) due week 11.

● Assessment: 15%, Report: 15%

● Hurdle: You must get >= 50% to pass the course.

● Attendance requirement: If <= 50%, CTF result may be denied

Hardware CTF
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● This is an individually assessed course

○ Collaboration is welcomed but cheating is not

● AI:

○ As of this moment in time, AI won’t be that helpful for the technical 
challenges in this course

○ When writing documents, simple AI assistance is acceptable (e.g. 
grammarly). 

○ AI isn’t that good at writing and I usually dislike what it produces

○ Sometimes AI use can’t be proven but bad work always can be

○ Turnitin may be used on some of the submitted writing

AI and academic conduct policy
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● New hardware (improved power measurement circuit)

● Changes to assessment

○ Old Report 3 -> New Lab 3

○ Old Lab 3 -> New CTF

● The course is still a work in progress!

● Please be patient if some things aren’t 100%!

○ But do let us know if something isn’t working!

This is the second offering of this course
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?
That’s it - questions?
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Part 2: The actual introduction now
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How do we secure computer systems?

18



Hammond Pearce 19

Find/fix all the (exploitable) bugs!

Ensure information privacy! Access control!

Availability guarantees!

How do we secure computer systems?
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How do we do all these things?
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Find/fix all the (exploitable) bugs!

Ensure information privacy! Access control!

Availability guarantees!? ?

? ?
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Software security: Tools and techniques
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● Security scanners and bug-finding for software

○ e.g. SAST

○ Check for common bugs, CWE top 25, OWASP top 10…

● Penetration testing and security audits

● Best-practice development

● Employee competence

● For third party libraries: Supplier reputation
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Software security: Tools and techniques
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● Security scanners and bug-finding for software

○ e.g. SAST

○ Check for common bugs, CWE top 25, OWASP top 10…

● Penetration testing and security audits

● Best-practice development

● Employee competence

● For third party libraries: Supplier reputationBut everything here assumes something!
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Software security 
assumes 

trustworthy hardware
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● We trust…
○ computer hardware to execute the provided instructions
○ computer hardware to not execute instructions we haven’t provided
○ computer manufacturers to build the specified circuits
○ computer manufacturers to not include circuits we haven’t specified

● We believe…
○ Computer hardware is idealized and executes instantly, without:

■ Timing side effects
■ Power side effects
■ Radiation side effects

Hardware security and trust
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Can we trust this?
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Before globalization
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Design, manufacture, test & package, assembly were in-house

Source:  Digitimes and The Economist
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After globalization (today)
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Design, manufacture, test & package can be in many different places by 
many different third partiesSource:  Digitimes and The Economist

Digitimes, http://www.digitimes.com/news/a20120313RS400.html?chid=2
The Economist http://www.economist.com/blogs/dailychart/2011/08/apple-and-samsungs-symbiotic-relationship

http://www.digitimes.com/news/a20120313RS400.html?chid=2
http://www.economist.com/blogs/dailychart/2011/08/apple-and-samsungs-symbiotic-relationship
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How many people do you trust with:

Your laptop?

Your phone?

Your credit card?
28
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But how many people 
had access to it before you?
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How many people 
had access to its design?
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How do we 
ensure trustworthy hardware

in an untrustworthy world?
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COMP6420 Hardware Security Goals
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● Study state-of-the art hardware security methods

○ As well as emerging technologies

● Discuss security as a design metric

○ Not as an afterthought or an add-on

● Examine intellectual property piracy and hardware tampering

○ Attacks and protections

● Examine hardware-based attacks

○ And their countermeasures
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So what is hardware anyway?
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In this course, hardware is:
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Integrated circuits

And Printed Circuit Boards 
(on which they are placed)
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Both can be attacked
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Integrated Circuit Production
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Vertical - one company

Synthesis

Fabrication

HDL

Place

Route

Once upon a time…
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Integrated Circuit Production
        BUT NOW: →
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Vertical - one company

Synthesis

Fabrication

HDL

Place

Route

Horizontal (Dominant) – Two or more companies

Fabrication
Economy of scale: The same 
fabrication facility serves 
many fabless companies

HDL Synthesis Placement Routing
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Fabless sales continue to grow
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Leading fabless companies (look familiar?)

39



Hammond Pearce

The Integrated Circuit Design Flow
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The Integrated Circuit Design Flow
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Third party toolsThird party IP

Fabrication House
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It gets worse: Printed Circuit Boards

42

Your chip!
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It gets worse: Printed Circuit Boards
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Your chip!
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5 min break
Break activity - talk to your neighbour

“Hi”

“What’s your favourite color / spare time activity / dog 
fact?”

“What’s your least favourite programming language 
and why is it JavaScript?”

“What are some hardware security things you have 
heard of?”

44
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Hardware Security - 

Risks
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What are we trying to protect?
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“C I A” triad:

● Confidentiality

● Integrity

● Availability
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Hardware Trojans
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● Malicious modifications to designs
● Objective: Control, modify, disable or monitor content
● Scenarios:

○ Malicious 3PIP vendor
○ Malicious foundries
○ Malicious PCBA

So
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IP vendor A

IP vendor B Foundry PCBA
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● (1993) Clipper chips with NSA backdoor to decrypt comms
● (2007) Syrian radars were turned off by Hardware Trojans
● (2024) Pagers and Walkie-Talkies are exploded after secret 

supply-chain Hardware Trojan attack

Hardware Trojan Examples 

48

DoS attacks on radars“Clipper” backdoor Lebanon Pager Explosions

More reading: R. Karri, J. Rajendran, K. Rosenfeld, M. Tehranipoor, IEEE Computer,2010
                           S. Adee, “The Hunt for the Kill Switch,” IEEE Spectrum, 2008
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IEEE Spectrum, 2008

Hardware Trojans: The Kill Switch?
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Supply Chain Hardware Trojan Attacks
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Modchips of the State: 35th Chaos Communication Congress, 2018. 
https://fahrplan.events.ccc.de/congress/2018/Fahrplan/events/9597.html

https://fahrplan.events.ccc.de/congress/2018/Fahrplan/events/9597.html
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Reverse Engineering (IP Theft?)

51
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● Identify device technology, functionality, design

● Can identify:

○ Piracy (did you use circuits not belonging to you?)

○ Trojan insertion (does this circuit make sense here?)

● But also enables:

○ Piracy (can steal the designs that have been reversed)

○ Trojan design (can identify sites to add malicious changes)

Reverse Engineering (IP Theft?)
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Reverse Engineering Examples
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Using Reverse Engineering to Discover Patent Infringement
By Julia Elvidge, President, Chipworks
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Builds 300K IC

● Steal & claim ownership of an IC
● Scenarios:

○ Malicious SoC integration house
○ Malicious foundry

IC/IP Piracy and “Overbuilding”
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Orders 100K IC
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Piracy and Overbuilding examples

55



Hammond Pearce

Counterfeiting
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Remove ICs Repackage

Original Vs. Counterfeit

Source: Forbes and ABCNews

● Forgery or imitation of original components
● Commercial benefit and subvert mission-critical systems
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Counterfeiting Examples
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3500 counterfeit Cisco networking components recovered 
•  estimated retail value  ~ $3.5 million

Counterfeiting Examples
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Counterfeiting Examples
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Counterfeiting consequences?
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In November 2010, after a part failed on a fielded 
aircraft, and in internal testing L-3 Display Systems 
discovered that a memory chip used on its display unit was 
counterfeit. L-3 Display Systems had already installed the 
parts on more than 500 of its display units, including those 
intended for the C-27J, as well as the Air Force's C-130J and 
C-17 aircraft and the CH-46 used by the Marines. Failure of the 
memory chip could cause a display unit to show a degraded 
image, lose data, or even go blank altogether.
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Counterfeiting consequences?

61
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Real-world hardware security attacks
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Smart Cards- Attacks
• Keep Your Enemies Close: Distance Bounding Against Smartcard Relay 

Attacks Drimer and Murdoch, USENIX SECURITY, 2007

http://www.usenix.org/events/sec07/tech/drimer.html
http://www.usenix.org/events/sec07/tech/drimer.html


IP Piracy –The Chinese 
Faker

• In 2000, Mr X. finished Ph.D. in computer 
engineering at UT Austin

• He returned to China, first to work at 
Motorola research and then to work at 
Jiaotong University as a faculty

• In 2003, he supervised a team that created 
one of China's first homegrown DSP ICs 

• Chen was named one of China’s brightest 
young scientists, funded his own lab and got a 
huge grant from the government

• In 2006, it was revealed that he stole the 
design from Texas Instruments.
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Cap’n Crunch free phone calls (1972)

• Free, long distance calls using whistle from 
Cap’n Crunch cereal box 

• Discovered by John Draper

• The whistle emitted a 2600 hertz tone 

• Could access internal authorization 
system in the phone company

• Allowed user to route call by emulating 
in band signaling mechanism 

•  No longer works in western nations: 

•  Digital + out of band signaling

By Nanda

https://www.wired.com/2001/02/the-greatest-hacks-of-all-time/



Smart utility hacking alert 
(2009)

•  Utilities used piezoelectric 
(mechanical) meters.

•  Manual reading, activation, and 
deactivation.

•  Hackers could tamper with the 
meters using magnets. 

•  Utilities moved to smart (electronic) 
meters

•  remote reading, activation and 
deactivation

•  Used CC2420 module for Zigbee 
communication with AES-128

•  Even this can be hacked

• Travis Goodspeed hacked a 
smart electric meter

•  Used syringe to intercept 
AES key on SPI bus between 
key ROM+modulehttp://www.forbes.com/2009/04/29/smart-grid-legislation-technology-security-smart-grid.html 

http://travisgoodspeed.blogspot.com/2009/03/breaking-802154-aes128-by-syringe.html 
http://www.blackhat.com/presentations/bh-usa-09/GOODSPEED/BHUSA09-Goodspeed-ZigbeeChips-PAPER.pdf 
http://www.ioactive.com/news-events/DavisSmartGridBlackHatPR.php 

By Carlos Ospina

http://www.forbes.com/2009/04/29/smart-grid-legislation-technology-security-smart-grid.html
http://travisgoodspeed.blogspot.com/2009/03/breaking-802154-aes128-by-syringe.html
http://www.blackhat.com/presentations/bh-usa-09/GOODSPEED/BHUSA09-Goodspeed-ZigbeeChips-PAPER.pdf
http://www.ioactive.com/news-events/DavisSmartGridBlackHatPR.php
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Hacking apple laptop 
batteries (2011) 

• Loophole in apple smart battery chip (Miller, Accuvant 
Lab)

• Smart battery chips have a micro-controller

• Help OS monitor/control battery/charger.  

• Determine charge end point and regulate heat 
ensuring  safety.

• Each battery has a unique password 

• Once this is deciphered, a hacker could control the 
smart battery. 

• Could permanently damage the battery 

• Could infect computer with malicious software 

• may cause battery to overheat, catch fire or even 
explode (but sensors can detect overheating)

Zuoda



Security flaws in hotel keycards (2012) 

▪ Using ~ $20,  one can gain instant access to hotel 
rooms

▪ Cody Brocious discovered vulnerabilities in the 
Onity room locks

▪ http://demoseen.com/bhpaper.html

▪ Dump the memory of the reader or

▪ Brute-force the 32-bit key of the proprietary crypto 
on the card.

▪ Get the master key for all rooms.

▪ Onity has since issued a security response plan

Ernesto 



• EVM: ballot unit (left) used by voters + control unit (center) operated by poll 
workers

• Claim: India's EVMs are "infallible" and “perfect“

• Ballot unit circuit board has CPU+vote memory+display. 

• EVM was not subjected to detailed scrutiny pre-deployment

• Attack: Replace display in EVM with a dishonest look-alike (right)

• Hidden parts under the LEDs substitute dishonest vote totals when 
displaying election results.

India's Electronic Vote m/cs are vulnerable (2012)

http://www.indiaevm.org/ Dong 



∙  Android app wirelessly instructs dishonest display which candidate 
should receive stolen votes. 
∙  Attack device clips on to memory chips inside EVM.

•  Clip-on device is small enough to fit in a shirt pocket. 
•  Close-up of clip-on vote stealing attack device. 
•  Rotary switch allows attacker to select the candidate to favor.

India's Electronic Vote m/cs are vulnerable (2012)

Dong



A Darker Side of 
Future (2013) 

• Brain-computer interfaces (BCI) 
promise: games, computers, 
prosthetics may be controlled 
with thought.

• USENIX paper: BCI could let 
sensitive private information leak 
out along with the mental 
commands.

• Study of 28 subjects wearing BCI 
devices from Neurosky, Emotiv 
and marketed to consumers for 
gaming and attention exercises

• Researchers extracted hints from 
the electrical signals of the test 
subjects’ brains 

• partially revealed 
private info: location of 
homes, faces they 
recognized, credit card 
Pins, month of birth etc.

Zhendong 
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Sony vs. Hackers

✔  In 2000 SONY PS2 used standard disc authentication.
✔  60 million PS2 consoles sold worldwide as of 2003
✗  The “boot disc” (written and sold by an unlicensed 3rd party vendor) 

contained code to stop the drive from spinning. Drive can then be forced 
open and the disc can be replaced by a pirated copy of the DVD.

✔  SONY implemented a pick-proof lock to prevent unauthorized opening of the drive.
✗  “mod-chip” (a small board containing a FPGA and Flash) connected to console was 

developed to emulate the DVD authentication data.
✔  SONY developed a proprietary Dynamic Network Authentication System (DNAS). 

DNAS uses a set of codes in a protected area of the DVD together with serial numbers 
from the console EEPROM for online authentication. 

✔  Pirated game copies made using regular DVD-R burners do not have this protected 
area, and the games fail to authenticate to the servers. 

✗  To circumvent this, a firmware upgrade for mod-chip was made to report hardcoded 
values without attempting to access the protected area of the DVD.

✔  SONY gives up on making anymore modifications and begins work on the next 
generation console, the PlayStation3.

✗   Estimated loss in software sales due to piracy is $3,000,000,000. https://www.psdevwiki.com/ps2/Modchips
https://consolemods.org/wiki/PS2:DNAS

https://www.psdevwiki.com/ps2/Modchips
https://consolemods.org/wiki/PS2:DNAS


The Athens Affair

• Mar 8, 2005: Costas Tsalikidis, a 38-year-old 
Engineer working for Vodafone Greece 
committed suicide!

• Mar 9 2005: Prime minister of Greece was 
notified that his cell phone and those of other 
high ranking officials were hacked!

• in Jan 2005: investigators found rogue software 
installed on Ericsson switches in the Vodafone 
Greece network by parties unknown 

• Vodafone was fined €76 million December 2006!
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• Princeton Professor Finds No Hardware Security In E-Voting Machine, 
Antone Gonsalves, InformationWeek, 02/16/07 

• Target: a Sequoia AVC Advantage electronic voting machine

• Student picks lock protecting a backdoor to motherboard in seven 
seconds.

• Once door off, only needed to unscrew 10 screws from a sheet metal 
panel to get to the computer's circuit boards. 

• no tamperproofing seals protecting any of machine's components.

• Reverse engineer program instructions, write your own instructions 
on a ROM chip 

• available from any computer equipment retailer

• pop out the original chip from its socket, and press in the new one
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http://www.informationweek.com/news/showArticle.jhtml?articleID=197006847
http://www.informationweek.com/news/showArticle.jhtml?articleID=197006847
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Freya - 2025
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Liam - 2025
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● New threats
● New attacks
● New capabilities

As well as…

● New defensive strategies
● New manufacturing strategies

It’s a lot to take in!

Hardware Security is ever-evolving
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Assessments: Week 1

(Yes, I’m releasing one already)
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Report 1: Real-World HW Sec. Incident
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● Identify and research a real-world hardware security incident.

● Analyze and explain cause and consequences.

● Present findings:

○ Report (3%)

■ one preferable, max two page report

■ IEEE conference two-column format (google for template)

○ Summary slide (2%)

■ Like the ones you’ve just seen!

■ Summarise report’s key points - Single slide only!
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Each student must find 
their own incident

Stake your claim on Discourse
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Post event and reference
First come first served
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Where to search?
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● Blogs: 
○ krebsonsecurity.com
○ schneir.com

● News / tech journalism:
○ Wired / New Scientist / IEEE Spectrum

● Academic venues:
○ USENIX SEC, USENIX WOOT, S&P, CCS, NDSS
○ RAID, CHES, DATE, DAC
○ etc.

● Presentations / YouTube:
○ DEFCON, BlackHat, CCC, etc.
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Report 1: Due Friday Week 2
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Lab 0: Preparation Lab
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● Runs through a quick-start for the Hackster hardware platform

● Ensures you know how to operate the board

● Is not assessed directly…

○ Except by Report 2, which will get you to explain part of the last section.

● You can start Lab 0 in this week’s tutorials

○ Immediately after this lecture!
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That’s it! Questions?
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