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Copyright Notice

These slides are distributed under the
Creative Commons Attribution 4.0 International (CC BY 4.0) License

* You are free:
* to share—to copy, distribute and transmit the work
* to remix—to adapt the work

e under the following conditions:

e Attribution: You must attribute the work (but not in any way that
suggests that the author endorses you or your use of the work) as
follows:

“Courtesy of Kevin Elphinstone and Gernot Heiser, UNSW Sydney”

The complete license text can be found at
http://creativecommons.org/licenses/by/4.0/legalcode
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What'’s a Library OS?

User Process Process
Mode

ABI

OS services:
Files, networking, etc

Privileged
Mode Scheduler...

Dispatcher...

ISA

Traditional “monolithic” OS
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What's a Library OS?

OS

personality

User Process Process Process Process
Mode
OS services: . OS services:
Files, networking, etc Files, networking, etc
Privileged
Mode Scheduler... Scheduler... Privileged
Dispatcher... Dispatcher... Mode
ISA
Traditional “monolithic” OS Microkernel/exokernel OS
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What'’s a Library OS?

Process Process

OS

personality OS
Process OS O personality

Process

services: il services:
" W
Files?%estsglrf(ier?g., etc perscg\:a“ty > (Sl Redundancy!
Scheduler... Scheduler...
Dispatcher... Dispatcher...

Hardware Hardware

Microkernel/exokernel OS
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What'’s a Library OS?

Library OS:
» Little/no security enforcement

« Simplified resource management
* Application-tailored policies
» Linked against application

personality

Challenge:

Resource

sharing
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What’s a Library OS?

Process
Library OS: Process
. L|_ttle/r.19 security enforcement Tailored .
« Simplified resource management oS Tailored
 Application-tailored policies services OS
« Linked against application SN

Security Monitor

Scheduler...

Dispatcher...

Hardware
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Drawbridge

Donald E. Porter, Silas Boyd-Wickizer, Jon Howell,
Reuben Olinsky, and Galen C. Hunt. 2011.

Rethinking the library OS from the top down.

In Proceedings of the sixteenth international conference
on Architectural support for programming languages and
operating systems (ASPLOS XVI).
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Drawbridge Library OS

* Traditional library OS changes API

~ loss of portability
* ldea: refactor OS:

* (mostly) API-compatible OS services :
in library H’”
 uses small subset of host OS (kernel) w 300+

services w Win32 calls

picoprocess

* The underlying OS API is smaller
* Easier to get correct
* Easier to make secure

SO Aseaqny

«« ABI boundary ............... 45 ...........
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“Pico Process”

* An isolated process with different system call interface to
normal processes
* A security monitor in this case picoprocess

* Could be something else? isolated
address space

Security enforcement = NEN——— : ““'-
Low-level resources
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Windows Subsystem for Linux

User Mode

NT Process Minimal Process Pico Process

Process Environment Block
(PEB)

Thread
Environment Block
(TEB)

r
1
1
1

Shared User Data I

Pico Provider
LXSS / LXCore

Syscalls
LSyscall

I
| Kernel Mode
1

NT Kernel
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The Return of the Virtual Machines
4
Virtual machines l

Dedicated servers

Server VMs:
Consolidate services

Containers

“Unikernel”
Library OS re-invented
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Unikernel

Unikernel:
* Alibrary OS running in a VM
* Also “rump kernel” etc...

Process
Process
Library Process Process
0S Library
OS
Unikernel Unikernel I\K/Iergel
Security Monitor ode

Scheduler... .
Virt. Machine Monitor Hypervisor
Mode

Dispatcher...

Hardware

Hardware
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