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Copyright Notice

These slides are distributed under the 
Creative Commons Attribution 4.0 International (CC BY 4.0) License

• You are free:
• to share—to copy, distribute and transmit the work
• to remix—to adapt the work

• under the following conditions:
• Attribution: You must attribute the work (but not in any way that 

suggests that the author endorses you or your use of the work) as 
follows:

“Courtesy of Kevin Elphinstone and Gernot Heiser, UNSW Sydney”

The complete license text can be found at 
http://creativecommons.org/licenses/by/4.0/legalcode
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Drawbridge

Donald E. Porter, Silas Boyd-Wickizer, Jon Howell, 
Reuben Olinsky, and Galen C. Hunt. 2011. 
Rethinking the library OS from the top down. 
In Proceedings of the sixteenth international conference 
on Architectural support for programming languages and 
operating systems (ASPLOS XVI).
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What’s a Library OS?
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What’s a Library OS?
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Library OS:
• Little/no security enforcement
• Simplified resource management
• Application-tailored policies

Library OS:
• Little/no security enforcement
• Simplified resource management
• Application-tailored policies
• Linked against application

What’s a Library OS?

6 COMP3891/9283 2025T2 W01: Process Abstractions

Hardware

OS services: 
Files, networking, etc

Scheduler…

Dispatcher…

Process
Process

OS services

Tailored
OS 
services

Tailored
OS 
services

Library OS

Tailored
OS 

services
Tailored

OS 
services

Challenge: 
Resource 
sharing



© Gernot Heiser 2025 – CC BY 4.0

Hardware

OS services: 
Files, networking, etc

Scheduler…

Dispatcher…

Process
Process

OS services

Library OS:
• Little/no security enforcement
• Simplified resource management
• Application-tailored policies
• Linked against application

What’s a Library OS?

7 COMP3891/9283 2025T2 W01: Process Abstractions

Tailored
OS 

services
Tailored

OS 
services

Hardware

OS services: 
Files, networking, etc

Scheduler…

Dispatcher…

Process
Process

OS services

Tailored
OS 

services
Tailored

OS 
services

Security Monitor



© Gernot Heiser 2025 – CC BY 4.0

Drawbridge Library OS

• Traditional library OS changes API
– loss of portability
• Idea: refactor OS:
• (mostly) API-compatible OS services

in library
• uses small subset of host OS (kernel)

services
• The underlying OS API is smaller
• Easier to get correct
• Easier to make secure
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“Pico Process”

• An isolated process with different system call interface to 
normal processes

• A security monitor in this case
• Could be something else?
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Windows Subsystem for Linux
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The Return of the Virtual Machines
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Unikernel
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